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1 Introduction
1.1 Purpose of the document
To assist with emerging health sector challenges, including the increasing demand for
universal healthcare, many developed and developing countries have introduced information
technology and communication technologies (ICT) to their health sector (e-health or digital
health). Furthermore, most of these countries have developed e-health policies 3 to guide the
development and implementation of e-health in their countries.
The main objective of this deliverable is to review and summarise existing e-health policies in
the four BETTEReHEALTH African consortium partner countries (Ethiopia, Ghana, Malawi, and
Tunisia). The results of this deliverable will assist with developing an e-health policy roadmap
and strategic implementation plan created in collaboration with end-user communities and
policy makers to support national strategic ownership of e-health programmes. The resulting
e-health policy roadmap and strategic implementation plan are expected to:


contribute to the development of relevant regulatory and legislative guidance,

especially in the areas of ethics and health data protection in African LLMICs.


facilitate cooperation and networking on e-health policy development between LLMICs

in Africa and European countries.

1.2 E-health policies
At the 58th World Health Assembly in 2005, member states were encouraged to create a longterm strategic plan for developing and implementing e-health services in their countries’
health sectors [1]. In other words, they were encouraged to develop national e-health
policies.
Developing a national e-health policy should consider national health priorities, available and
potential resources, and the current e-health environment. This will influence the direction
and focus of the e-health policy to be developed and outline the potential achievements.
Furthermore, it will help countries determine whether they are at the beginning stage of e-

3

e-health policy refers to any official national project, strategy, program, law, regulation, rule, or document on e-health
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health deployment where the focus could be on limited objectives such as improving health
information systems and communication infrastructure in the health sector. Countries at a
later stage of e-health deployment could focus on adopting standards, scale-up of e-health
projects, and interoperability [2].
The development of an e-health policy should employ a dynamic approach that allows the
document to be updated when a country’s health sector priorities change. This ensures that
the e-health policy remains relevant and encourages investments in the most current e-health
vision of the country.

1.3 WHO and ITU National e-health Strategy Toolkit
In 2012, the World Health Organization (WHO) and the International Communications Union
(ITU) published a national e-health strategy toolkit. This toolkit was to serve as a guide for
governments to develop their national e-health vision, action plan, and monitoring framework
that responds to their respective health and development goals. In addition, governments
could use the toolkit to revitalize an existing national e-health strategy [2].
The national e-health strategy toolkit is described as “a practical, comprehensive, step-bystep guide, directed chiefly towards the most relevant government departments and
agencies, particularly ministries of health and ministries of information technology
and communication.” The toolkit, although comprehensive, can be adapted or tailored to a
country’s priorities, resources, and specific needs to create a country-specific and relevant ehealth vision [2].
There are components or building blocks of e-health essential to developing a country’s ehealth strategy. These e-health components include:


Leadership and Governance

It describes the roles, relationships, and responsibilities of organizations and/or governing
bodies and mechanisms required to direct and coordinate e-health activities at national, state,
regional, and local levels.
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Strategy and Investment

It describes the investment and funding requirements necessary to develop, operate, support,
and sustain the activities of a national e-health strategy and plan.


Services and Applications

It describes the means required to address the needs of the health sector and health system
goals to enable stakeholders to access, use and share health information, and deliver health
services in new, improved, and secure ways.


Infrastructure

It describes the physical technology infrastructure and the software platforms and services
required to support the sharing of structured and meaningful health information across
geographical and health sector boundaries, and to support new and improved ways of
delivering health care services and information.


Standards and Interoperability

It describes the means to consistently and accurately collect and exchange health information
across geographical and health sector boundaries through compatible data structures,
terminologies, etc.


Legislation, policy, and compliance

It describes the legal framework such as rules, regulations, and laws required to support the
development and operation of e-health activities and services, such as regulations that govern
access, privacy, storage, and sharing of digital health information across geographical and
health sector boundaries.


Workforce

It describes health information technology (IT) workers required to design, develop,
implement e-health services and solutions and health sector workers required to use e-health
services and solutions to deliver health care [2].
The WHO and ITU toolkit is chosen for the review of e-health policies because it covers the
essential topics relevant for e-health policy development and can serve as a guide in the
development of the generic e-health policy roadmap in Task 5.2.
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1.4 Relationship with other deliverables

Figure 1 Relationship of Task 5.1 to other work packages (WPs) and tasks.
The review of policies conducted in Task 5.1 is linked to Task 2.3 “Policy Registry development
and implementation” in work package 2 (WP2) as the source for identifying e-health policies
for Ethiopia, Ghana, Malawi, and Tunisia. The results of this task, in addition to that of other
tasks, will feed the activities of Task 5.2 “Development of an e-health policy roadmap”, where
stakeholders will be engaged through workshops presenting the results of relevant tasks
carried out as part of the project. In addition, the stakeholders will give their input and
contribute to the formulation of a generic e-health policy roadmap.
Task 5.2 will, in turn, feed the activities of Task 5.3 “Development of strategic implementation
plans” for specified target countries in consultation with their Ministries of Health.

1.5 Sources
[1] World Health Assembly. Resolutions and Decisions: WHA 58.28_eHealth. 2005. [Accessed
Jan 2022]; Available from: https://www.who.int/healthacademy/media/WHA58-28-en.pdf
[2] World Health Organization and International Telecommunication Union. National eHealth
Strategy Toolkit. World Health Organization, Geneva, Switzerland: WHO Press; 2012.
[Accessed Nov 2021]; Available from: https://www.itu.int/dms_pub/itu-d/opb/str/D-STRE_HEALTH.05-2012-PDF-E.pdf
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2 General Project Information
2.1 Project summary
Our objective is to inform e-health policymaking towards better health outcomes through a
bottom-up evidence-based holistic approach.
BETTEReHEALTH will set up four Regional Hubs based in Ethiopia, Ghana, Malawi, and Tunisia,
already endorsed by each country’s Ministry of Health. Each hub will organise coordination
and networking activities (including two regional workshops) involving national and regional
actors. We are planning actions to address three aspects related to successful e-health:
human, technical, and public policy factors. We will also organise two international workshops
to promote the cooperation and networking between Europe and Africa.
BETTEReHEALTH will create open access registries by collecting information from African
countries regarding e-health policies and existing e-health solutions. The registries will be
used to identify best practices and produce useful knowledge regarding e-health
implementation. The knowledge produced in registries, together with the input from the
other activities, will be synthesized into e-health policy roadmaps and strategic
implementation plans for better
e-health services for the four countries hosting Regional Hubs, but will also be of high
relevance for other African countries.
The strengths of BETTEReHEALTH are the diversity of the involved partners, which will
contribute to an interdisciplinary approach (including health, technical, and policymaking
actors), the evidence-based approach guaranteed by the academic and research partners, and
the strong local involvement ensured by the four Regional Hubs.
BETTEReHEALTH will increase the level of international cooperation in e-health, inform and
strengthen end-user communities and policy makers in making the right decisions for the
successful implementation of e-health, and lead to increased opportunities for stakeholders in
Africa and Europe with the overall aim of better health outcomes through better healthcare
accessibility and higher quality.
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3 Method
3.1 Study Design
To complete this task, a document analysis design [1] was used together with deductive,
qualitative content analysis [2]. Although the documents analysed were all e-health policies
and/or health ICT-related documents, they were documents from different countries in four
different regions of the African continent. Considering the potential heterogeneity of the
content of these policy documents, the methods used seem to be the most appropriate to
outline the differences in the contents of the policy documents.
Additionally, interviews of key persons in a country’s e-health environment were conducted if
deemed necessary.

3.2 Identification of Documents
E-health policies and health ICT-related documents identified for Ethiopia, Ghana, Malawi,
and Tunisia in Task 2.3 “Policy Registry development and implementation” were used.
Primarily, data from national e-health policies were considered for the data extraction
process. If a country did not have a national e-health policy, other data sources were used,
such as health and/or technology-related documents.

3.3 Data Extraction
Representatives from the organizations in the BETTEReHEALTH consortium participating in
Task 5.1 were divided into four groups to extract data for each country. The groups mainly
consisted of individuals from the same country. Since project members from Malawi were not
participants in the task, the data extraction group for Malawi consisted of representatives
from other countries. The data extraction was conducted from October to November 2021.
The WHO and ITU national e-health strategy toolkit propose questions for each of the seven
e-health components: Leadership and governance; Strategy and investment; Services and
applications; Infrastructure; Standards and interoperability; Legislation, policy, and
compliance; Workforce that can be used for the development of an e-health policy [3]. The
goal of the data extraction was to carefully read each country’s e-health policy and/or other
health ICT-related documents and obtain information addressing these e-health component
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questions. For easy reference during analysis, task members included page numbers from the
documents used. In addition to the documents, key persons in a country’s e-health
environment could be contacted to provide the relevant information needed to address these
questions. Other sources such as websites and databases were used by some of the task
members to find the relevant information.
See Appendices 5.1, 5.2, 5.3, and 5.4 for the entire data extraction for Ethiopia, Ghana,
Malawi, and Tunisia, respectively.

3.4 Data Synthesis
The extracted data for each country was summarized for each e-health component question.
During the data analysis and synthesis, the information provided was checked to ensure that
it addresses the respective question. In certain instances, the information was deleted if it did
not answer the question. In other instances, the information was included in parenthesis if it
addressed the question to a certain degree.
In the end, an overview of the results to each question for each of the seven components for
each country was summarized and presented in a table. However, this overview contains
information mainly from the e-health policies and health ICT-related documents. The
comprehensive information obtained in the data extraction process would be used in Task
5.2, which takes into account information related to the e-health components from all sources
for the development of a generic e-health policy roadmap.
The results were further summarized in a scientific article submitted to a conference for peerreview and publication if accepted (See Chapter 4.1 for further details).

3.5 Sources
[1] Bowen GA. Document Analysis as a Qualitative Research Method. Qualitative Research
Journal. 2009;9(2):27-40.
[2] Cole FL. Content analysis: process and application. Clin Nurse Spec. 1988;2(1):53-7.
[3] World Health Organization and International Telecommunication Union. National eHealth
Strategy Toolkit. World Health Organization, Geneva, Switzerland: WHO Press; 2012.
[Accessed Nov 2021]; Available from: https://www.itu.int/dms_pub/itu-d/opb/str/D-STRE_HEALTH.05-2012-PDF-E.pdf
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4 Results
Official national e-health policies were identified for Ethiopia, Ghana, and Malawi. The
Ethiopian National eHealth strategy is a 4-page long document published in 2014 by the
Federal Ministry of Health. It summarizes the e-health vision for the country by describing the
strategies that will be used to address the challenges faced by both the health sector and ehealth systems.
The national e-health policy for Ghana is titled “Ghana E-health strategy 2010”. The strategy,
which was 11 years old at the time of the data extraction, describes in detail the current
health sector status and the e-health status at the time. It also outlines the objectives and
plans for improving e-health services in the country. According to Afagbedzi et al. (2013)4, the
Ghana e-health strategy “seeks to streamline the regulatory framework for health data
and information management; build sector capacity for wider application of ehealth solutions in the health sector; increase access and bridging equity gap in the
health sector through the use of ICT and develop strategies towards paperless
records and reporting systems.”
Among the three national e-health policies, Malawi’s was the most current. Digital Health
Strategy 2020-2025 was developed by the Ministry of Health and Population in collaboration
with other stakeholders. The 5-year digital health plan describes the country’s e-health vision
in detail including planned integration of e-health solutions and improving the digital health
infrastructure.
These documents were used together with other documents and sources to provide
information on the seven e-health components proposed by the WHO and ITU.
The tables below provide an overview of the results5 for the four countries.

4

Afagbedzi, S. K., Obuobi, H., Aryeetey, R., & Bosomprah, S. (2013). A Review of Ghana’s E-health Strategy. Journal of Health
Informatics in Africa, 1(1). https://doi.org/10.12856/JHIA-2013-v1-i1-52
5
The results may not be comprehensive or reflect the current status of e-health in the four countries. Furthermore, the
summary is based on the individual understanding of each question by those who conducted the data synthesis
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Table 1 Summary of the leadership and governance e-health component.
Component #1: Leadership and governance

Ethiopia

Coordination and development of e-health and the national e-health environment
Organizations and bodies that coordinate and develop
Ministry of Health
e-health at national, state, regional and local levels.
Public Health Infrastructure Directorate
What are their roles and responsibilities?
in collaboration with stakeholders
working group formed by a
multidisciplinary team organized in
program line and functional domain
subcommittees
•
Region -Regional Health Bureau
•
Zone -Zonal Health Office
•
District -Woreda Health Office
Public Health Infrastructure Directorate
(PHID) is responsible for the operation of
the eHealth.
- Establish eHealth in line with the wellknown health sector.
- Establish a Monitoring & Evaluation
framework and process.
- Establish a defined and structured
program to support initial evaluation
and ongoing monitoring of eHealth
interventions.
- Build data use capacity at all levels of
the health system by the following
approaches
- Scientific report writing skills at all
levels
- Establish data mining, modelling and
prediction tool,
- Data synthesis, access, and
communication
- Ensure alignment of HIS activities with
the Health Sector Transformation Plan
strategies
- Oversee development and adoption of
standards and guidelines for eHealth
implementation
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Ghana

Malawi

An interagency body, to be chaired by the
Deputy Minister of Health, will be
constituted to coordinate e-health
activities in the health sector.

Ministry of Health and Population
(MoHP) – provide programmatic and
subject matter leadership to the design
and deployment of solutions.

The Ministerial Committee on E-Health
will
- review project proposals and ensure, in
addition to value for money, that all
standards are met, and projects are
effectively monitored.
- be responsible for advising the Minister
of Health on the way forward based on
evaluation outcomes.
- initiate a comprehensive technical
review of all e-health programmes in the
sector.

The Department for eGovernment in the
Ministry of Information and
Communications Technology (ICT) is
the lead on technology development
and implementation. The Ministry of ICT
has a decentralized structure, its staff
are seconded to each Ministry and
Government department.

The Ministry of Health will
- set up a Technical Team on Standards
to review and recommend for adoption
appropriate e-health standards.
The team will define a set of standards
based on the e-health standards
approved by the WHO for adoption by the
Ministerial Committee on E-Health.
To ensure interoperability and integration,
the Ministry of Health will work within the
e-Government Interoperability
Framework. The Ministerial Committee on
E-Health will ensure that all e-health
solutions comply with these national
technical standards policies and
regulations.

At the MoHP, the structure is
represented by an ICT Section headed
by a Deputy Director and the staff
support the infrastructure, services, and
applications.
At the district level, there is at least one
Systems Analyst and Programmer at
central hospitals and a Programmer
stationed at each District Health Office.
The MoHP has extended the roles of
the Directorate of Quality Management
(QMD) to also include Digital Health.
QMD works closely with
• MoHP ICT Section – responsible for
managing the technology
• Central Monitoring and Evaluation
Division (CMED) – responsible for
data governance and the Health
Management Information System
(HMIS)
• Department of eGovernment –
provides polices, strategies, acts and

Tunisia
Ministry of Health
- IT Centre (Centre Informatique du
Ministère de la Santé – CIMS): study,
development, installation, and
maintenance of HIS (Hospital Information
System) applications
- A non-administrative public
establishment under the Ministry of
Health
The Tunisian Society of Telemedicine
and eHealth (STTeS) – coordinate the
development of HIS programmes and
ensure the training of medical actors.
National Authority for Protection of
Personal Data (INPDP):
- Grant authorizations, receive
declarations for personal data
processing, or withdraw them in the
cases provided for by this law.
- Determine the essential guarantees
and the appropriate measures for
personal data protection.
- Access personal data being processed
for verification and collecting essential
information for its tasks.
- Give its opinion on any subject related
to the provisions of this law.
- Develop rules of conduct for personal
data processing.
- Participate in research, training and
study activities related to personal data
protection, and relevant fields.
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Component #1: Leadership and governance

Organizations or groups dedicated to the development
of e-health, and their current role in developing a
national e-health environment.

Ethiopia

- Direct HIS investments towards the
iterative development of a national HIS
architecture
- Manage communications of the
Information Revolution and other HIS
activities
- Enable ongoing dialogue and
coordination with other constituencies.

Ministry of Health
- Developing and formulating a national
eHealth strategy
- Coordinating and streamlining the
various eHealth initiatives
- Establishing a foundation for
sustainable eHealth implementation

Ghana

The Ministry of Health has developed a
sector-specific policy on ICT.
The National Information Technology
Agency, technical arm of the Ministry of
Communication:
- address issues related to legislature
covering electronic data interchange, data
security and privacy and computer misuse
and electronic fraud.
- developed an electronic Government
Interoperability Framework.

Malawi

standards on ICT for the
government.
• Malawi Communications Regulatory
Authority
• Ministry of Local Government and
Rural Development.
The key structures in the digital health
strategy framework are
• Directorate of Quality Management
and Digital Health
• Digital Health Technical Working
Groups (TWG) and its sub TWGs –
technical implementation guidance
team comprising the government,
development partners, and the
private sector
• Digital Health Steering Committee high-level policy structure.
Bill and Melinda Gates Foundation
through the Kuunika Project.

Tunisia

Private sector – built data exchanges
between physician’s offices, radiology
centres, and clinics.
The Ministry of Communication
Technologies
- Proposes the general policy in terms of
ICT and ensures its implementation.
- Establish the national strategy for the
sector and monitor its implementation.
The Ministry of Higher Education and
Scientific Research – E-health as a
national scientific research priority.

The IT Centre of the Ministry of Health
(CIMS).

US Centers for Disease Control and
Prevention (CDC).
World Health Organization – technical
Support to assess the Malawi Digital
Health Platform.
Deutsche Gesellschaft für
Internationale Zusammenarbeit 6 (GIZ )technical Contributions.
U.S. Agency for International
Development (USAID) through the
ONSE Project.
Implementing Partners
- Baobab Health Trust
- Luke International Norway

6

German Corporation for International Cooperation
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Component #1: Leadership and governance

Ethiopia

Ghana

Malawi

Tunisia

- Health Information Systems Program
(HISP).
Government/Partner consultative
forums:
- mHealth Sub TWG
- National Health Data Standards Sub
TWG.
Increased partner resource commitment
towards HIS from
- Global Fund
- Global Alliance for Vaccines and
Immunisation (GAVI)
- United Nations Children’s Fund
(UNICEF )
- United Nations Population Fund
(UNFAP)
- Department for International
Development (DFID)
- United Nations Agencies.

Competencies and capacities of the above groups in
order to deliver a national e-health vision and
associated work programme.
Are they competent and capable to perform:
• programme execution and oversight
• stakeholder engagement and consultation
• architecture design
• clinical safety governance and oversight
• management and operations
• monitoring and evaluation.

7

Not mentioned

(however, related information is mentioned,
such as involving key stakeholders,
monitoring, and evaluating each
implementation activity in eHealth, providing
leadership and oversight of the execution of
the Information Revolution).

_7

Three key assessments have been vital
in strengthening the digital health
strategy:
1) The Electronic Medical Record
Systems Assessment (conducted by
the Vital Wave, with leadership from the
Ministry).
2) end-user workshop with participants
from the district and health facilities
(supported by UNICEF) – to gain
perspectives of key challenges at the
implementation level.
3) assessment by the WHO to scope
Malawi’s digital health landscape and
identify key focus areas.

_

_ No available information
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Component #1: Leadership and governance

Ethiopia

Ghana

Malawi

Tunisia

To ensure successful digital health
monitoring, the following will be used:
i. The Annual Implementation Plan regular reviews and audits of this plan
by MoHP to track implementation
progress and adherence.
ii. Digital health investment framework maintain a mapping of partners and
investments in digital health in
collaboration with the Department for
Planning and Policy Development’s Aid
Coordination Unit.
iii. Semi-annual performance reports articulate the progress in
implementation of specific activities and
objectives.
CMED developed a unified Monitoring,
Evaluation, and Health Information
Systems (MEHIS) strategy, which will
serve as both the monitoring and
evaluation plan for the Health Sector
Strategic Plan (HSSP) II and an action
plan for strengthening HIS.

_

Collaboration among these organizations.
If not, why?

Authority and mandate of these entities to direct action
at the various levels of the health system (i.e., national,
state, and regional) to drive the development of a
national e-health environment.
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- Support eHealth development,
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strategy implementation
- Identify key partner opportunities
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The Ministry of Health will collaborate with
agencies to develop unique patient and
facility identification systems covering the
public and private sectors and deploy a
disease coding system conforming to
International standards to facilitate
electronic reporting at all levels.

In collaboration with donors, the
Ministry will allocate intervention areas
to implementing partners based on
gaps in the implementation of the health
strategy.

Observation confirms that traditional
capacity of discussion and cooperation
between different stakeholders as well as
between HPs and ICT specialists is a
systematic good practice in Tunisia.
Openness is also confirmed with
participation in numerous international
programmes and projects of
development.

The government has developed an EGovernment Interoperability Framework
which sets out the government’s policy
and standards for interoperability across
the public sector.

MoHP has designated the Directorate
of Quality Management to lead and
coordinate the implementation of Digital
Health in the health sector. At national
level, the Government designated the
Ministry of Information and

In Tunisia, the health system is
excessively centralized: everything is
managed by the state.
At the national level, the Ministry of
Health, and its IT Centre (CIMS) drive
the development of the national eHealth
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Component #1: Leadership and governance

Ethiopia

Ghana

Current level of autonomy of healthcare organizations
and providers regarding investment in e-health, and
differences across the health system.

_

_

_

Existing level of fragmentation across the health
system.
For example, does the health system collectively focus
on priorities, or do different segments and
organizations focus on their particular outcomes?

Existence of up-to-date national health
information system strategic and
operational plans linked to national
needs and priorities

_

_

_

Expressed political commitment to support the
development of a national e-health environment.

The government of Ethiopia has a
strong commitment to national eHealth
development and for its sustainable
implementation.
Thus, it realizes standardization and
implementations of national
eHealth systems that include:
- Access to health information and
knowledge-sharing planning and
decision making.
- Health system capacity building in
terms of creating enabling eHealth
environment (Human resource, legal
framework, privacy and compliance,
and funding)
- Health Growth and Transformation
Plan (GTP) to pull together various
disparate initiatives into a shared vision

_

Government is trying to connect all
government departments through the
national fiber backbone. The MoHP
intends to take advantage of this
initiative and connect all health facilities
to the Government Wide Area Network
(GWAN).

_
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- Approve criteria for identification and
selection of sites and areas of
intervention for eHealth.

Malawi

Communication Technology with
representation at the Cabinet level to
champion digital governance.

Tunisia

environment and they support public
health structures, in other levels, in their
digital transformations.
By and large, Tunisia comes from a
centralized national health system and
aims, despite political and social
difficulties, at defining a national
governance whilst actors, public or
private, operate the system and
innovate, with support from the State.

The government of Ethiopia has set out
policies and strategies that clearly
articulate the priorities in the health
sector, and what should be achieved in
each phase of the health sector
development plan.

OTHER
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The Ministry has put high priority on the
implementation of a hospital wide digital
health solution.
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Component #1: Leadership and governance

Ethiopia

with a process-oriented roadmap to
move ahead.

Ghana

Malawi

Tunisia

Leadership and Governance Summary 8:
The Ministry of Health in each country is the main government organization responsible for the coordination and development of e-health and the national ehealth environment. Other government organizations or bodies, particularly the Information Technology sector play an essential role in the e-health
environment in the four countries. There is a lack of information on the current level of autonomy of healthcare organizations and providers regarding
investment in e-health in each of the four countries.
Implementing and donor agencies collaborate with government bodies in the four countries to contribute immensely to the development of e-health. They
contribute to different e-health activities including the development, implementation, monitoring, and evaluation of e-health in these countries.

8

The summary for the e-health components may be a repetition of the results of the IST-Africa conference paper
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Table 2 Summary of the strategy and investment e-health component.
Component # 2: Strategy and Investment

Health strategy and planning at national, state, regional and local levels
Responsible organizations, bodies, and other mechanisms

How well integrated is it between levels?
Funding in health sector
Country’s health system

Investment in eHealth and the broader health ICT environment

Government programmes or schemes for investing in health ICT or eHealth
services and applications, and eHealth infrastructure
Existing mechanisms for eHealth investments
Are these linked to priority health information flows or the implementation of
eHealth standards?

Ethiopia
National level – Ethiopia Ministry
of Health
Connected Woreda 9 system
developed through which all levels
act
Levels integrated through
connected Woreda
The MDG Performance Fund
(MDG PF)
Projected Government Treasury
Funding
Community & Contributory
schemes funding
SHI and CBHI
External Financing
Government of Ethiopia budget
Health care Financing reform
Other budgets (GF, GAVI, USG,
MDG-PF, other development
partners).
_

(GOE budget, HCF reform, and other
budget)

_

Ghana
National and agency level Ministry of Health (MOH) and its
agencies
_
_

Funded heavily by Development
partners

_

(internally generated funds and
government funds)

_

Malawi
State/national level: The
government of Malawi - Dept of
Health and Population
Regional level: District Councils

Tunisia
Government (State)

_
Development partner – 61.6%
Government funding – 25.5%
Households - 12,9% of the total
health expenditure

_
Households – 37.5%
National Health Insurance Fund –
34.9%
Government funds (MOH) – 26.3%
Private insurance and mutuals minimal

_

_

_

_

The Digital Health Program
Implementation Unit - a central

_

coordination unit and financing
mechanism for investment in digital
health.

Ministry allocates intervention
areas to implementing partners
based on gaps in the
implementation of this strategy

9

District-level administrative unit in Ethiopia
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Component # 2: Strategy and Investment

Government organizations/bodies performing investment management roles for
national infrastructure development

Ethiopia

The Government of Ethiopia (as
part of the ICT4D process)

_

Failed or Stalled eHealth strategies or plans
What were the reasons?

Ghana

The Government of Ghana
_

Malawi

Tunisia

Ministry of Health and Population

_

(through the digital health investment
framework)

_

_

Strategy and Investment Summary:
The Ministry of Health in each country is the main government organization responsible for health strategy and planning. Other government organizations or
bodies, particularly the Information Technology sector play an essential role in the e-health environment in the four countries.
Health sector funding is by the Millennium Development Goal Performance Fund, Projected Government Treasury Funding, Community & Contributory
schemes funding, Health Insurance, and External Financing. The Government of Ethiopia (GoE) budget, the Healthcare Financing reform, and other budgets
from development partners are used for investment in eHealth and the broader health information and communication technology (ICT) environment. The
GoE, as part of the Information and Communications Technologies for Development (ICT4D) process, performs investment management roles for national
infrastructure development.
Financing the e-health transformation of the health sector in Ghana is shared between government funding and funding from development partners.
In Malawi, the District Councils are responsible for health strategy and planning at the regional level. Funding in the health sector is by development partners
(61.6%), Government funding (25.5%), and Households (12.9%). The Digital Health Program Implementation Unit is a central coordination unit and financing
mechanism for investment in digital health in the country. The Ministry of Health and Population (MoHP) allocates intervention areas to implementing
partners based on gaps in the implementation of the digital health strategy. The MoHP through the digital health investment framework performs investment
management roles for national infrastructure development.
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The Government of Tunisia is responsible for health strategy and planning. The health sector is funded by the following: Households (37.5%), National Health
Insurance Fund (34.9%), and Government funds (26.3%). Private insurance and mutuals make a minimal contribution.

Table 3 Summary of the services and applications e-health component.
Component # 3: Services and Applications

E-health implementation across the health sector
Existing and current eHealth services & applications
What is the reason for their introduction?

Ethiopia

Ghana

Malawi

Tunisia

Electronic Health management
information system (eHMIS)/ Public
Health Emergency Management
(PHEM); Electronic Medical Record
(EMR)/ Electronic Health Record
(EHR); Community Health Management
Information System (CHMIS); Human
Resource Information system (HRIS)
(manage/license); Integrated Financial
Management Information System
(IFMIS); Mobile health (mHealth), etc;
Laboratory Information System (LIS);
hub Store information system; Drug
dispending; Community-Based Health
Information System (CBHIS); DHIS 2;
Achieving/ indexing Information system;
Fleet Management Information system;
Stock management system.

District Health Information
Software (DHIS) 2 eTracker (to

DHIS 2 - to digitize and harmonize

Medical Administrative Information
System – appointment & ambulatory

Create a standardized, integrated &
harmonized eHealth environment
to improve health service delivery

help track all registered pregnant
women, children, HIV & TB clients
to ensure that they receive
scheduled care)

The adolescent health
programme (uses social media

platforms used by adolescents to
reach them with health
programmes)

Health Management Information
System implementation, esp.
aggregate data reporting
Chipatala Cha Pa Foni - sharing
of trusted and verified health
messages

Telemedicine
HMIS subsystems:
integrated Human Resource
Management Information System
(iHRIS), Logistics Management
Information System (LMIS),
Laboratory Information
Management System (LIMS),
Physical Assets Management
Information Systems (PAMIS),
Integrated Financial
Management Information System
(IFMIS), various patient level
systems implemented at facility
and community levels
EMR - implemented in

care management

Medical Information System – better
patient access & care, management in
several departments

Management Information System –

administrative, financial/accounting, fixed
assets, budget, supply, biomedical &
hospital maintenance management

Medico-economic Information System
- hospital services evaluation model by
clinical stays

Digital Services – SMS/m-health;
Website hosting & development;
Tele-appointments; e-Pharmacy;
Telephone directory (public health
institutions); e-invoicing: online invoicing
& collection to connect the CNAM 10,
Public Health Companies & Regional
Hospitals

approximately 15% of the public
health facilities

10

Caisse Nationale d'Assurance Maladie - National Health Insurance Fund
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Component # 3: Services and Applications

Projects or pilots underway to deliver eHealth services & applications
What health challenges are these attempting to address?

Ethiopia

_

Ghana

Digital X-rays and automated
laboratory analysers – facilitate

remote specialist care

Malawi

HIV and AIDS focused EMR - to

Tunisia

fight AIDS in sub-Saharan Africa

_

Early Infant HIV Diagnosis - an
electronic system accessed by a
midwife with a mobile device for
results of Dried Blood Samples
(DBS) sent to the laboratory.

Health information flows within the health sector
Existing or currently being implemented

Connected Woreda system

Use of individual electronic health information services & applications

Same systems as listed above 11

DHIS 2 was deployed and
used to collect, collate,
analyse, and report routine
health service data from public,
private, and faith-based
facilities in all 260 districts in
the country
_

Health system levels are linked
through an established referral
system

Few intra/inter public sector and
absence of public-private sector
interactions
Healthcare smart card “Labes” -

electronic data exchange system between
CNAM & healthcare providers

DHIS 2 - the national aggregate

_

data warehouse
NEMRS – patient and facility level
HIS

Drug and essential supply
logistics management
information systems using the
OpenLMIS
cStock - a last mile drug
Existing level of diversity among the health ICT applications and products in
use

District Health Information System
DHIS 2 (strong presence) – used by
Connected Woreda

District Health Information
System DHIS 2 (strong
presence) – used in all 260
districts
mHealth – used extensively in

management tool at the community
level

DHIS 2 (strong presence)
Proliferation of mhealth
applications

community service delivery

Electronic communication channels being used to deliver healthcare
services to individuals remotely

11

No specifics; Telemedicine – patientcentric services, referral system,
remote and rural setting

_

mHealth has been designated for
the community level

Proliferation of different noncommunicating applications; multiple
versions of same application due to
different needs from different
institutions
CNAM information system (strong
presence?)
_

for existing and current e-health services and applications
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Component # 3: Services and Applications

Ethiopia

Current eHealth services, applications & information sources to undertake
health management, administration, analysis, and reporting

DHIS2

Existing national health or other information and knowledge sources

Standards, funding, and integration of e-health services & applications
Level of adoption of eHealth standards occurring among existing eHealth
services & applications

_

_

_

Integration of existing eHealth services & applications with other services &
applications, and scale up beyond current use

Challenges or barriers to the introduction and use of eHealth services &
applications

_

DHIS2

(the FMOH 12 will establish a national HIS
governance structure to oversee
development & adoption of standards &
guidelines for eHealth implementation)

Funding investment in eHealth services & applications

Ghana

Small scale and inability to effectively
communicate with each other

The eHealth Systems Challenges:
Infrastructure (electricity, hardware, and
communication, application),

_

Malawi

_

Tunisia

DHIS2
OPD EMR
ART EMR
mHealth solutions (C-Stock,
Chipatala cha pa foni)
Laboratory management
information systems (LMIS)
Integrated human resources
system (HRIMS)
Logistics information
management systems (LIMS)
NCDs
Pilots for Village Clinic

_

_
(The MoHP 13 has adopted various

_

Both Publicly (Government) and
Privately (Donors & Partners)

_

standards to support implementation.
The implementation of digital health
solutions has incorporated the use of
standards including the HL7, FHIR,
SOAP etc.)

_
‘Silo’ systems which cannot be
interfaced with others

Lack of coordinated & aligned
information systems
Lack of sustained e-health
investment

Systems are not interoperable
with each other, even
subsystems
High dependence on paperbased approach to health service
delivery

No communication functionalities and
low level of integration between
applications
Future plans for integration and scale-up
of existing CIMS 14 applications

_

12

Federal Ministry of Health
Ministry of Health and Population
14
Centre Informatique du Ministère de la Santé - Computer Centre of the Ministry of Health
13
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Component # 3: Services and Applications

Ethiopia

Human Resource (IT, informatics, HIT,
other professions)
Leadership & Governance and
Financing

Failed or Stalled large-scale eHealth services or application projects
What were the primary reasons?

_

Ghana

Shortage of ICT skills (human
resource capacity)
Weak health information
technology Infrastructure

_

Malawi

Lack of sustainability of digital
health solutions
Inadequate coverage of digital
health solutions e.g., EMRs
Lack of interoperability between
digital systems
Lack of trust in data quality and
lack of data use
Poor coordination of digital health
efforts
_

Tunisia

_

Services and Applications Summary:
Each country has several e-health services and applications at different stages of implementation in the health sector. The common factor is the lack of
interoperability among the existing e-health services and applications available in all four countries. District Health Information System (DHIS 2) is used
extensively in the health sectors in Ethiopia, Ghana, and Malawi.
National, regional, and local healthcare levels are integrated via the Connected Woreda system in Ethiopia – a program to realize “Information Revolution” at
the woreda (district) level to provide quality and equitable service delivery to all. The e-health system in Ethiopia consists of several sub-systems, and current
e-health applications are small-scaled isolated efforts. Systems are unable to effectively communicate with each other, or use data in a cooperative,
coordinated manner.
In Ghana, most of the implemented e-health systems are “silos” with different operating systems, reporting formats, and data sets. One of the major
challenges of e-health in the country is the lack of coordinated and aligned information systems.
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The health system levels in Malawi are linked through an established referral system. There are various patient-level systems implemented at facility and
community levels, however, these systems and their subsystems are not interoperable with each other. mHealth has been designated for the community
level in the country.
Within the healthcare sector in Tunisia, there are few intra/inter public sector interactions and an absence of public-private sector interactions. There is a
proliferation of different non-communicating applications, multiple versions of the same application due to different needs from different institutions.

Table 4 Summary of the infrastructure e-health component.
Component # 4: Infrastructure

Ethiopia

Ghana

Malawi

_

Yes (to some extent); DHIS2
eTracker used for certain groups of
clients

Not mentioned
(however, necessary ICT hardware available

Some degree of success with
computerizing some logistics
management systems
Very little success in the public
sector due to poor quality of
computing infrastructure
Key elements of the patient record
in hospitals remain exclusively
paper-based; no systems for the
generation of electronic medical
records
Logistics management systems -

Yes (to some extent): National
Unique Health Identifier through
EMRs implementation by MoHP
Other unique identifiers by other
programs such as HIV to improve
patient tracing
Not mentioned
(however, more healthcare workers

Individuals, healthcare providers and healthcare organizations
Unique identification across the health sector

Advancement in the adoption of ICT by healthcare providers and
organizations

at all levels)

Advancement in the adoption of healthcare provider systems by healthcare
providers and organizations

_

Highly computerized segments of the health sector

_

Existing repositories of electronic health information for individuals
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shown some degree of success with
regards to computerization

_

continue to get access to end-user
computing devices, connectivity,
training, and digital systems to
support health service delivery.)

_

Tunisia
None

Low level of adoption in older
generation compared to the
younger generation of
healthcare providers
Adoption of ICT varies among
healthcare organizations
Low level of adoption esp. in
District and Regional hospitals
due to lack of personnel, IT
skills and resistance to change.

_

_

DHIS2 is the central data
repository (aggregates routine

_
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Component # 4: Infrastructure

Ethiopia

Connectivity and networking across the country, including metropolitan, regional, rural, and remote areas
Data capacity and coverage
_

(Plans to set up national health data
repository at the Ministry of Health and
deploy Patient Record & Service
Systems)

Ghana

health management information data
emanating from health facilities)

Malawi

Tunisia

The National Health Insurance
Scheme has established
connectivity to all major health care
provider.

The Malawi Government has laid
more than 2086Km of the fiber
backbone across the country's
28 districts
Baobab Health Trust has
deployed a network backbone
connecting districts and facilities
to wide area network through a
virtual private network
80% mobile phone coverage
(MACRA 2014 Survey on Access
to ICT and Computer Services)
The mobile phone is the most
common method of connectivity
in Malawi.
36% of households with mobile
phones (MACRA 2014 Survey
on Access to ICT and Computer
Services)
Increasing proportion of
individuals using the Internet (no

51.5% of households connected
to the internet (as of 2019)

Internet connectivity is accessible
nationally. It is available via ADSL,
GPRS and VSAT
Mobile capacity and coverage (e.g., mobile phone coverage)

_

Penetration of mobile phones and other smart devices in the general public

_

_

Penetration of computers and high-speed Internet in the general public

_

_

detailed information)

Existence of computing infrastructure, including components such as server
farms, data centres, support systems and personnel, etc.

Infrastructure scale-up to support broader national use
Scale up of existing infrastructure components
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GA 101017450

OTHER

BeH_D5_1_v04_00

_

_

National data centre not
implemented; Government
Systems are hosted in different
server sites.
Computing devices such as
desktop computers, laptops,
tablets, and mobile phones are
more visible at all levels of
healthcare

_

_

Possible scale-up: in terms of
fiber network and connectivity

_

86.4% penetration of mobile
phones
52.1% of households with a
computer
39.5% of individuals using a
computer (as of 2019)
_

_
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Component # 4: Infrastructure

Failed or Stalled large-scale eHealth or other ICT infrastructure projects
What were the primary reasons?

Ethiopia

Ghana

_

Stalled: National health insurance
ICT platform (automation of health
insurance services) - does not
currently support any shared
services. It only meets the business
processes and needs.

Malawi

Tunisia

Utilization of solar energy for
vaccination refrigerators and
EMR systems deployment
_

_

Infrastructure Summary:
The governments of the four countries are either working towards improving the e-health infrastructure in their respective countries or have plans to do so.
The government of Ethiopia has made available to a large extent, the necessary ICT hardware and other related accessories to all healthcare service levels in
the country.
The Ghana Ministry of Health is taking steps to improve the coordination and alignment of information systems and to improve the health information
technology infrastructure. To improve interoperability and integration of data, Ghana has appointed a National Information Technology Agency (part of the
Ministry of Communication) that has developed an Interoperability Framework. Computerization of patient information, medical records, and patient
management processes in hospitals have only partly succeeded, due to poor quality of computing infrastructure, especially in the public sector. Information
systems support to varying extents the healthcare processes and patient records in hospitals remain paper-based. The national health insurance ICT platform
for automation of health insurance services has yet to support any shared services.
In Malawi, the Government has extended a fibre network to all districts and introduced legislation to improve digital governance. The Baobab Health Trust
has deployed a network backbone connecting districts and facilities to a wide area network through a virtual private network. By 2022, the aim is that
mHealth will be used by 50% of Community Health Teams for integrated service delivery, data collection, and supervision. A key challenge is the lack of
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interoperability between the national e-health subsystems, creating difficulties with providing uninterrupted care to patients. Efforts to improve
standardization and streamlining of solutions are planned. Another challenge is the constant and prolonged power interruptions affecting the
implementation of digital health systems, for which alternative sources of energy are being tested as a solution, such as the use of solar energy for
vaccination refrigerators.
National ID cards that will also store health information for all citizens above age 16 are implemented. However, more secure alternatives that can also be
issued to those under the age of 16 and immigrants are planned. Computing devices are more visible at all levels of healthcare. Mobile phone coverage by
population is 80%, but access to the Internet and other digital services remains low in the population compared to other countries in the region. In the
general public, 36% of households have mobile phones, according to the MACRA 2014 Survey on Access to ICT and Computer Services. There is an increasing
proportion of individuals using the Internet.
In Tunisia, there is an 86.4% penetration of mobile phones in the general public, 52.1% of households with a computer, and 39.5% of individuals using a
computer. In terms of data capacity and coverage, 51.5% of households were connected to the internet in 2019. The adoption of ICT and computer systems
depends largely on the perception of staff, which is linked to their age. The elderly with limited skills in digital systems often need assistance while the
younger generation with access to smartphones, laptops, and tablets use digital devices to perform medical consultations.
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Table 5 Summary of the standards and interoperability e-health component.
Component #5: Standards and Interoperability

Ethiopia

Standards, medical and clinical technologies, and interoperability requirements
Establishing standards
_
1. Storage of health datasets
2. The exchange of structured health data
3. The unique identification of individuals
4. The authentication of health care organizations and
providers

Ghana

Malawi

1) None, currently no operational ehealth architecture or guideline in place.

1) MoHP has developed:
A Master Facility Registry (MHFR).

2) Some degree in changing
management practices by
computerizing of patient info, medical
records, and patient management
processes.

2) The interoperability Layer and the
Terminology Registry.

5. The secure transmission of health information between
health care providers?

3) MoHP introduced a National Unique
Health Identifier in EMRs & HIV.
Civil Registration & Vital Statistics
registration of births and deaths.
4) National Identity Number.

Tunisia
No interoperability framework.
1) ICD-10 is used to ensure a secure
exchange between the private & public
sectors.
3) -Unique Citizen Identifier (IUC)
- Tunisians Health Professionals
Directory
- Professional Orders
- CNAM Caisse Nationale d’Assurance
Maladie (National Health Insurance
Fund)
- Ministry of certain professional
categories in the public sector
- Regional health directorates
- CIMS (Centre Informatique du
Ministere de la Sante) databases of
users and their applications
5) CIMS does not have a formalized
security policy

Establishing common medical and clinical terminologies

Telemedicine, Mobile health

None (existing ICT infrastructure not yet

Updated the standards of clinical coding
and disease conditions

Telemedicine

Existing commonly agreed interoperability requirements or
standards for e-health and other health ICT services and
applications

None (Current eHealth activities

MoH developed sector-specific policy
on ICT, e-Government interoperability
framework - set out the government’s
policy and standards for interoperability
across the public sector.

The Open Health Information Exchange
(OpenHIE) framework.

Interoperability framework establishing
standards

No regulatory framework on electronic
data interchange

The Standard Operating Procedure
(SoPs) & Guidelines to support
implementation of digital health
solutions.
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fully integrated and networked. Few
hospitals have LAN but used to support
automation and pharmaceutical services)

ICT standards for the use of ICT
products.
The Terminology Registry
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Component #5: Standards and Interoperability

Ethiopia

Ghana

Malawi

Tunisia

The National handbook of indicators.
Master Health Facility Registry.

Existing accreditation standards for e-health services and
applications with a focus on interoperability with other services
and applications
Organizations or bodies currently developing ehealth standards and other material to support interoperability
across the health sector
What is the scope of their work?

_
MoPH

_

_

MoPH

- Ministry of ICT

Ministerial Committee on e-health

- The Ministry of Health and Population

_
_

- Digital Health TWG and its Sub
TWGs
- Certify/licensing authority
- High level, multisectoral steering
committee

_

Failed or Stalled e-health standards or interoperability
initiatives
What were the primary reasons?

ICT policy

_

_

Medical Record Policy

Standards and Interoperability Summary:
The Ethiopian national strategy aims to streamline solutions and adopt standards and guidelines for e-health implementation. Improved interoperability will
be ensured through applications guidelines, unique identifiers, facility master lists, and a national health data dictionary. The aim is also to enhance evidencebased planning and decision-making in the health sector using digital data.
According to the Ghana e-health strategy, a Technical Team on Standards has defined, reviewed, and recommended a set of standards for e-health
implementation in the country. Increased systematic efforts are being made to ensure that health solutions comply with the national technical standards
policies and regulations. The Ministry of Health developed a sector-specific policy on ICT, e-Government interoperability framework that sets out the
government’s policy and standards for interoperability across the public sector.
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The MoHP in Malawi is working to develop e-health standards and interoperability. Achievements in this area include the development of a Master Facility
Registry (MHFR), the interoperability Layer and the Terminology Registry, the introduction of a National Unique Health Identifier in EMRs & HIV, etc.
Tunisia’s achievements in the area of e-health standards and interoperability include the use of ICD-10 to ensure a secure exchange between the private and
public sectors, the introduction of the Unique Citizen Identifier (IUC), Tunisians Health Professionals Directory, etc.

Table 6 Summary of the legislation, policy, and compliance e-health component.
Component # 6 Legislation, policy, and compliance

Existing data protection legislation and regulatory frameworks
Existence of legislation and frameworks

Ethiopia

Ghana

Malawi

_

The Data Protection Act and Electronic
Transaction Act, Cybersecurity Act.

The Ministry of Health and Population
have developed policies: eTransaction
and Cybersecurity Act, Access to
information Act, National ICT policy,
Health Information Systems Policy,
Malawi national Registration Act,
Malawi Health sector monitoring,
Monitoring and Evaluation Health
information System. The earliest of
these Acts or policies dates back to
2008.
_

Support or constrain of existing legislation for the sharing of
health information across geographical and health sector
boundaries.

_

Consistency at different levels (nation, state, regional)

_
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_

(but potentially the Data Protection Act of
2012 and the Electronic Transaction Act of
2008 and the Cybersecurity Act will address
this).

_

Lack of consistency between regulatory
frameworks at different levels due to
lack of coordination, consultancy
between government departments and
ministries and lack of a minimum set of
standards.

Tunisia
The Organic Act – 2004

The Organic Act protect transfer of
personal data, without explicit consent
of the person in question. Transfer of
data to foreign country is strictly
prohibited.
There is only the Organic Act, no other
laws regulate this
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Component # 6 Legislation, policy, and compliance

Ethiopia

Ghana

Governing body or organization responsible for regulating
compliance across the health sector

The Ministry of Health

Risks posed by existing legislation and frameworks to the
growth/development of the national e-health environment

_

The Ministry of Communication mainly,
but also the Ministry of Health and its
relevant agency
_

_

Existing data protection legislation and regulatory frameworks address
individuals' choices to opt-in or out of the collection of their
personal health information
purposes for collection, use, disclosure, accuracy, retention,
access to and correction of erroneous information, security of
an individual's personal health information
regulatory, compliance, and enforcement mechanisms
Health policies and broader economic and national policies
Existing policies that directly or indirectly support improved
health information flow through the nation's health system.
Are there policies in place that act as a barrier/risk to
investment in improving health information flows?

_

_

_

_

_

_

_

_

_

_

_

_

_

_

The development of the Electronic
Health Record for adults have improved
health information flow. However,
children and immigrants are not
included in the system – making up
50% of the population.
Ministry of Health and Population,
Ministry of ICT through the Dept of
eGovernment.
_

Government decree from 2020 act as
a support for health information flows
as it lays down the conditions,
modalities and procedures governing
the electronic exchange of data
between structures and their users.
The National Health Assessment and
Accreditation Authority [INASanté] –
under the Ministry of Health
The National Health Assessment and
Accreditation Authority [INASanté] –
under the Ministry of Health, + The
national Information Systems Security
Agency [CIMS], and TUNTRUST – the
national electronic certification agency.
A Tunisian version of the GDPR was
initiated in 2018, but has not been
realized

The Ministry of Health

The Ministry of Health

Organizations or bodies responsible for undertaking
conformance, compliance, and accreditation of products and
services, including ICT used in the health services

The Ministry of Health

The National Information Technology
Agency [NITA]
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Tunisia

The National Authority for Protection of
Personal Data ensures compliance
with the Law.
_

Organizations or bodies responsible for the development of
health sector and national standards.

Failed or Stalled attempts to develop e-health policy and
legislation, or e-health compliance processes.
What were the reasons?
Are there existing policies
defining medical jurisdiction, liability, or reimbursement of ehealth services (public and private insurance).
that address patient safety and quality of care through
requirements for data quality, transmission standards, or
clinical competency criteria.

Malawi

The Ministry of Health and Population
and the Ministry of ICT.
(inadequate policies on security, privacy,
and data governance)

_

_

_

_

_

_

(there is a legal vacuum and absence of
applicative texts for the health sector)

_
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Component # 6 Legislation, policy, and compliance
for quality criteria, information management, and sales of
medicines and regulated health products on the Internet.
for equity of access to information, including for gender and
other sociocultural groups.

Ethiopia

Ghana

Malawi

_

_

_

_

The strategy document contains
objectives on securing appropriate ehealth solutions and access in rural and
remote areas.
_

_

_

_

The Centre for Innovation and
Technological Development, within the
Agency for the Promotion of Industry
and Innovation
_

_

_

_

The Government Decree n 2020-777

that stimulate and manage innovations such as who is
responsible for introducing change/innovation, riskmanagement procedures, and evaluation of appropriateness,
feasibility, and utility.
to demonstrate health outcomes due to e-health and provide
evidence on clinical effectiveness.
to promote e-commerce and services provision (for
example, e-signature) in all sectors.

_

_

_

Only indirectly

Tunisia

The Organic-22 Law No. 2016

Legislation, Policy, and Compliance Summary:
With the exception of Ethiopia, there is available information on existing data protection legislation and frameworks for each country.
The Ministry of Health in Ethiopia is the governing body or organization responsible for regulating compliance across the health sector.
In Ghana, the Ministry of Communication is the main governing body or organization responsible for regulating compliance but works closely with the
Ministry of Health and its relevant agency to regulate compliance across the health sector.
The Ministry of Health and Population and the Ministry of ICT are both responsible for regulating compliance across the health sector in Malawi.
The National Authority for Protection of Personal Data in Tunisia ensures compliance with the law across all sectors, including the health sector.
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Table 7 Summary of the workforce e-health component
Component # 7: Workforce

Use of e-health and health ICT
Current level of skill of the health workforce to support the
day-to-day delivery of care to individuals.

Existing accreditation requirements.
Training programmes, such as those offered by universities,
vocational training institutions and professional bodies.

Ethiopia
All facilities and health offices
have a minimum number of HIS
personnel as per the standard.

Yes, all higher educational
institutions
Health Information Technology
(HIT) in diploma
BSc and MSc in Health
informatics
CBMP (Capacity Building and
Mentoring Program)

Ghana

Malawi

Tunisia

Health workforce skills is limited to
simple work processing and
spreadsheet applications

Most health care workers lack basic skills
in digital health including the common
ones like DHIS2 & EMRs.
65% of healthcare workers with decisionmaking responsibilities demonstrate
adequate knowledge in digital health
concepts.
40% of facilities do not have staff with
formally provided IT/system support
At district level, one Systems Analyst.
Central hospitals a Programmer stationed
at each District Health Office

The workforce has two main category of
health workers; the elderly and younger
generation.
The elder have lower level of skills and digital
engagement while the younger generation
engage with technologies. The younger
generation of staff are more likely to adopt
and adhere to new technology than the
elderly.

All health education institutions

_

The Rural Health Training School
runs a diploma program for middlelevel health professionals.

Medical engineering, computer sciences,
information technology and health
informatics for health professionals.

Ad hoc programs exist for health
Information officers at the agency
level.

Online eLearning courses.

The elder believe that physical contact is the
only acceptable way to perform medical
consultation. Therefore, they do not accept
eHealth strategies. Unlike the younger staff
who use ICT skills and knowledge
_

• Artificial Intelligence: deep learning for
health

• Motion control for health applications
• Virtual augmented reality
• Performance analysis and individualized
training

• Monitoring of physical performance and
•
•
•
•
•
•
•
•
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mental health
New trends in health systems
Internet of Things (IoT) for health
Design thinking / start-up
Medical imaging and EEG/Medidata privacy
/ security and ethics
Data science and big data analysis
Biomedical sensors
Embedded systems for health applications
Cloud for Scientific data management
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Component # 7: Workforce

Ethiopia

Ghana

Malawi

Tunisia
• Risk management of biomedical

technologies
RX/ Non-Ionizing imaging equipment
IT development
Educational and digital engineering
Digital medical signal processing
Telemedicine
Hospital information systems
Innovation in Medical Informatics
IT security
C2I
Digital & Multimedia Pedagogy
Digital learning, management, marketing &
communication
• Medical informatics
• Training cycles on IT applications offered
by the CIMS

•
•
•
•
•
•
•
•
•
•
•

Existing level of consistency or commonality among different
training programs to support delivery of care to individuals
Organizations or bodies responsible for the development of
education and training curricula for universities, vocational
training institutions and professional bodies, in particular for
healthcare providers.

Current state of the ICT workforce, and in particular the
health ICT, e-health, and health informatics workforce.
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_

_

_

_

MoPH

The Pharmacy Council responsible
for standards in the practice of
pharmacy.
The Nurses and Midwives Council
for nursing and midwifery
personnel.
The Medical and Dental Council
deals with Medical & Dental
Practitioners.

_

Diploma in HIT has been trained
at 20 TVET colleges – 917
graduated and more than 1500
enrolled.

MOH does not have adequate staff
with skill sets in e-health.
Few staff have undergone
professional IT training.

40% of facilities do not have staff who
formally provided IT/system support, and
where they do exist, they lack the training

Faculties of Medicine, Pharmacy, Dentistry.
Higher Schools of Science & Health
Technology
Higher Institutes of Nursing
Private sector health vocational training
schools
Private vocational training schools for
paramedics & Continuing Education.
The National Pedagogical Training Centre for
Public Health Managers.
The Public Health Staff Continuous Training
Institute of Monastir
The National Institute of Health
Nursing Sciences Schools

BeH_D5_1_v04_00

There is a scarcity of human resources.

35

Component # 7: Workforce

Ethiopia
MSc in Health Informatics offered
at:
Mekele University - 26 graduates
& 29 enrolled.
Addis Ababa University - 100
graduates & 22 enrolled.
Gonder University - 51 graduates
& 7 enrolled.
BSc Programs.
Gonder University - 27 enrolled.

Existing training programs to provide education in the design,
implementation, and operation of health ICT, e-health, and
health informatics services.

Health Informatics, HIT

Ghana

Human Resource establishment
does not have a structure for ICT
professionals.
Not routine or formal training for
professionals with clinical &
nonclinical background in ICT

_

Malawi

Tunisia

Bachelor & master’s degrees in
computing & Information Systems offered
at The National College of Information &
Technology

Short MBA E santé
Master of Science in Digital Technologies for
Health Care.
Master’s in management of Health
Technologies
Applied License in Medical Informatics
Certificate of Complementary Studies (CCS)
of Innovation in Health Technology
Training/Certificate C21 Level 1
CCS of Digital & Multimedia Pedagogy
CCS Pedagogic and digital engineering
CCS Digital Learning Management
CCS Artificial Intelligence and Health
CCS Telemedicine
CCS Educational and digital innovation
CCS Digital Teaching
CIMS organizes ongoing training sections on
computer applications and eLearning
(distance learning).
Other initiatives include Hackathon supported
by Academia and Incubators

and mastery levels in key areas of
competency.

Post-Graduate Diploma in Computer
Science and an MSc in
Informatics offered at the University of
Malawi.
8 semester training in ICT at Mzuzu
University.
Undergraduate and postgraduate training
in Computer Science and Information
Technology and a bachelor’s degree in
Computer Systems and Security, offered
at Malawi University of Science & IT.

Existing recognized qualifications in the domains of health
ICT, e-health, and health informatics.
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Diploma, BSc, MSc, and
Ph.D. programs in Health
informatics
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Diploma, BSc, MSc, and Ph.D.
programs in Health informatics

Wide range of short courses & master’s
degrees on Global Health Informatics
offered at the Global Informatics Institute.
The Global Informatics Institute has
a master’s Degrees in Global Health
informatics

Bachelor, Research Master, Professional
Master.
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Component # 7: Workforce

Ethiopia

Domestic workforce

Market and availability of professionals in e-health and
informatics.

Ghana

Domestic workforce

Market is poor

Malawi

Tunisia

Domestic workforce

Workforce Summary:
Health information system personnel in health facilities and offices in Ethiopia are few as per the standard. The Ministry of Health is responsible for the
development of training programs, in particular, for healthcare providers. Existing educational programs to support the delivery of care to individuals include
a diploma in Health Information Technology, Bachelor of Science (BSc), and Master of Science (MSc) in Health Informatics, and Capacity Building and
Mentoring Program. Recognized qualifications in ICT, eHealth, and health informatics are BSc, MSc, and Doctor of Philosophy programs in Health informatics.
The Ghana Ministry of Health does not have adequate health staff with skill sets in e-health. While some of the staff have professional IT training, the human
resource scheme does not recognize some professional ICT training and there is no routine or formal training for professionals with a clinical and non-clinical
background in ICT. Therefore, the use of ICT in health is limited compared to the overall availability of tools and modern equipment. The health sector has a
high density of computers, and most of the health staff have basic skills limited to the use of word processing and spreadsheet applications. Although the
healthcare sector is gradually implementing new diagnostic equipment with electronic data transfer capabilities, they are not utilized for such purposes due
to computer illiterate staff or resistance to the current ICT trend. Challenges could be attributed to little exposure to ICT at training institutions, lack of proper
professional training for persons responsible for e-health infrastructure and initiatives, misassignment of staff with ICT experiences such as biostatisticians,
lack of recognition of some professional ICT training, and misdirected focus of ICT capacity building initiatives i.e., focus on user training instead of transfer of
technical skills for the long-term sustainability of the projects.
A diploma program for middle-level health professionals offered at the Rural Health Training School is the only program in the health sector that focuses on
ICT to some degree. At the agency level, some ad hoc programmes are focusing on the use of computers in the management of information. However, there
is no structured ICT training for staff and medical professionals.
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According to Malawi’s digital health strategy, more healthcare workers continue to get access to end-user computing devices, connectivity, training, and
digital systems to support health service delivery. However, there is a significant lack of competent staff with adequate skills in digital health systems, which
hampers existing digital health systems utilization. Public and private universities and colleges offer a variety of training programs in the design,
implementation, and operation of health ICT, e-health, IT, health informatics, medical engineering, and computer sciences to healthcare workers.
Healthcare providers in Tunisia do not have recognized skills in health information systems. Deployment, implementation, and use of hospital Information
Systems remain low, especially in District and Regional Hospitals, due to lack of human resources, users’ insufficient IT practice, resistance to change, and lack
of adaptation to local conditions. Many educational institutions and professional bodies are supporting the use of e-health and health ICT for the delivery of
care. There are existing training programmes in the design, implementation, and operation of health ICT, e-health, and health informatics in the country.
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4.1 Scientific Publication
A full paper (8 pages in length) titled “Assessing strategic priority factors in eHealth policies of
four African countries” was submitted to the IST-Africa conference on 31st December 2021 as
part of this deliverable. For the submitted conference paper, the data synthesis focused
mainly on information extracted from documents. The data was first summarized for each of
the questions of the e-health components as described in Chapter 3.4. The summarized data
was then re-grouped according to the three BETTEReHEALTH factors considered by the
project as necessary for the successful deployment and implementation of e-health: 1) public
policy, 2) technical, and 3) human factor (See Appendix 5.5).
Interested task members were asked to be co-authors for the conference article. All coauthors contributed in various ways to the data synthesis and writing of the article.
The submitted article will be peer-reviewed, and if accepted, the paper will be published in an
international journal. In addition, the results will be presented at the IST-Africa conference to
be held in South Africa in May 2022.

4.2 Conclusion
The four African countries, Ethiopia, Ghana, Malawi, and Tunisia have dedicated government
organizations or bodies responsible for the coordination of efforts in e-health. In addition,
there are key stakeholder groups dedicated to the development of e-health in these countries
who are willing to provide expertise and funds for the development and implementation of ehealth. Across the four countries, there is a need for more training and capacity building for
workers within the health sector. Additionally, there is a need for the development of e-health
standards and interoperable e-health services and applications.
To develop a more comprehensive national e-health policy that will contribute to the
successful deployment and implementation of e-health in African LLMICs, there is the need
for stronger and wider user involvement and a more user-centric design of e-health policies.
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5 Appendices
5.1 Data extraction for Ethiopia
Component #1: Leadership and Governance
Question (WHO & ITU Toolkit)
1.1. Which organizations and bodies coordinate and
develop eHealth at national, state, regional, and
local levels?

1.2. What are their roles and responsibilities?

2.1.

Which organizations or groups are dedicated to
the development of eHealth?
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Response
The organization and bodies which governs eHealth at:

MOH, Ethiopia

Public Health Infrastructure Directorate in collaboration with
stakeholders working group formed by a multidisciplinary
team organized in program line and functional domain
subcommittees
•
Region -Regional Health Bureau
•
Zone -Zonal Health Office
•
District -Woreda Health Office
 Public Health Infrastructure Directorate (PHID) is responsible for the operation of eHealth.
o Monitor and evaluate each implementation activities.
o Establish eHealth in line with the well-known health sector.
o Establish an M&E framework and process.
o Establish a defined and structured program to support initial evaluation and ongoing monitoring of
eHealth interventions.
o Build Data use capacity at all levels in the health system by the following approaches

Scientific report writing skills at all levels,

establish data mining,

modeling and prediction tool,

computing local estimates on selected indicators using a different data source and
data analytics and

visualization will be adapted to the Ethiopian context and introduced in the system.
o Data synthesis, access, and communication
o Ensure alignment of HIS activities with the HSTP strategies
o Oversee development and adoption of standards and guidelines for eHealth implementation,
o Direct HIS investments towards the iterative development of a national HIS architecture,
o
Manage communications of the Information Revolution and other HIS activities, and
o
Enable ongoing dialogue and coordination with other constituencies.
MOH, Ethiopia
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BeH_D5_1_v04_00

Citation
Ethiopian national eHealth strategy Page 2,
paragraph 2, and Page 4, paragraph 1)

Ethiopian national eHealth strategy Page,
Page 4 paragraph 1 and 2
Information revolution strategy plan 2018-2025.
Page 24-25, Page 13 paragraph 3

Ethiopian national eHealth strategy Page 1,
paragraph 3-6)
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2.2. What is their current role in the development of a
national eHealth environment?
3. What competencies and capacities do the above
groups have in order to deliver a national eHealth
vision and associated work program? For example, the
question is whether they are competent and capable to
perform:
(1) program execution and oversight
(2) stakeholder engagement and consultation
(3) architecture design
(4) Clinical safety governance and oversight
(5) management and operations
(6) monitoring and evaluation.
Do these organizations currently collaborate, and if not,
for what reasons?
4.

What authority and mandate do these entities have
to direct action at the various levels of the health
system (i.e. national, state, and regional) to drive
the development of a national eHealth
environment?

5.

What level of fragmentation exists across the health
system? For example, does the health system
collectively focus on health system priorities, or do
different segments and organizations focus on their
own particular outcomes?

6.

What is the expressed political commitment to
support the development of a national eHealth
environment?
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•
•
•


Developing and formulating a national eHealth strategy
Coordinating and streamlining the various eHealth initiatives
Establishing a foundation for sustainable eHealth implementation
The response to this item is not explicitly mentioned in the Ethiopian national eHealth strategy or Information
revolution strategy plan, however, related information such as involving key stakeholders, Monitoring and evaluating
each implementation activities eHealth, providing leadership and oversight of the execution of the Information
Revolution is indicated in the documents.

The Ethiopian Healthcare strategy generally followed the integration “information”, “financing” and “leadership and
governance” components of the health system with the principle of harmonization “one-plan, one-budget and onereport
The MOH, Ethiopia
 Support eHealth development,
 Support annual operational plans for strategy implementation,
 Identify opportunities with key partners,
 Approve criteria for identification and selection of sites and area of intervention for eHealth. However, the
authority and mandate of other levels (state and regional) were not clearly indicated
Existence of up-to-date national health information system strategic and operational plans linked to national needs
and priorities
The government of Ethiopia has set out policies and strategies that clearly articulate the priorities in the health
sector, and what should be achieved in each phase of the health sector development plan.
 This made the government and the country to be the chief architect of the strategies and plans that were
aligned to the national priorities.


The government of Ethiopia has a strong commitment to national eHealth development and for its sustainable
implementation.
 Thus, it realizes standardization and implementations of national
eHealth systems that include:

Access to health information and knowledge-sharing planning and decision making.

Health system capacity building in terms of creating enabling eHealth environment (Human resource,
legal framework, privacy and compliance, and funding); and

Health Growth and Transformation Plan (GTP) to pull together various disparate initiatives into a
shared vision with a process-oriented roadmap to move ahead.
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Ethiopian national eHealth strategy Page 4,
paragraph 2
Information revolution strategy plan 2018-2025,
Page 13 paragraph 3

Ethiopian national eHealth strategy, Page 4,
paragraph 3)
Ethiopian national eHealth strategy, page 4,
paragraph 3, Page 4 paragraph 1

Information revolution strategy plan 2018-2025,
Page 13
Health Sector Transformation Plan page 61,
paragraph 4

Ethiopian National eHealth Strategic (page
1,paragraph 4-5)
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Component #2: Strategy and Investment
Question (WHO & ITU Toolkit)
7. Which organizations, bodies, and other
mechanisms are responsible for health strategy
and planning at national, state, regional, and
local levels?

Response
 Ministry of health, Ethiopia at the national level is responsible for eHealth strategy that focuses on three groups of
beneficiaries (Health and healthcare providers, Consumers of health, and Health and healthcare service managers).
 To achieve this, they developed a connected woreda system through which all levels act to improve, deliver
quality and equitable health service.

Citation
Ethiopian National eHealth Strategic (Page 2,
Paragraph 3),

8.

How well integrated is health strategy and
planning between the national, state, regional,
and local levels?

Through connected Woreda, all level is connected, all the way up to the ministry and its directorates.

Information revolution strategy plan 2018-2025,
Page 33-35

9.

How is the country’s health system funded?

According to the World Health Organization, Ethiopia’s healthcare sector is financed by multiple sources including loans
and donations from all over the world (46.8%), the Ethiopian Government (16.5%), out-of-pocket payments (35.8%), and
others (0.9%) and also
The MDG Performance Fund (MDG PF)
Projected Government Treasury Funding
Community and Contributory schemes funding
SHI and CBHI
External Financing
 Government of Ethiopia budget,
 Health care Financing reform,
 Other budgets (GF, GAVI, USG, MDG-PF, other development partners).
The GOE has spent resources for ICT infrastructure building, training, development, and implementation that are
foundation for eHealth initiatives.
Other major contributors for resources include:
 GOE budget, and HCF reform,
 Other budgets (Global Fund (GF), Global Alliance for Vaccines and Immunizations (GAVI), US
Government (USG), Millennium development goal performance Fund (MDG-PF), other development
partners).
The GOE has spent resources for ICT infrastructure building, training, development, and implementation that are
foundation for eHealth initiatives.
Other major contributors for resources include:
 GOE budget, and HCF reform,
 other budgets (Global Fund (GF), Global Alliance for Vaccines and Immunizations (GAVI), US Government
(USG), Millennium development goal performance Fund (MDG-PF), other development partners).
Telecommunication is a central infrastructure in the implementation of eHealth programs also Bill Gates highlights
Ethiopia's health infrastructure, which has added 35,000 new health workers all over the country and has been helping
with overall health outcomes, sanitation, maternal health, and infectious diseases. Ethiopia’s health service is structured
into a three-tier system: primary, secondary, and tertiary levels of care. The primary level of care includes primary
hospitals, health centers, and health posts. The lowest level of primary health care is the health posts staffed with two
women each to take care of their communities.

https://www.publichealth.columbia.edu/research/comp
arative-health-policy-library/ethiopia-summary
Health Sector Transformation Plan
Page 51. Paragraph 4,
page 93, paragraph 1,
Page 133-135

10. How are an investment in eHealth and the
broader health ICT environment funded?
11. Are there any government programs or schemes
through which funding is available for investing in
health ICT or eHealth services and applications,
and eHealth infrastructure?

12. Are there any existing funding mechanisms for
eHealth investments?
13. Are these linked to priority health information
flows or the implementation of eHealth
standards?
14. Which government organizations or bodies
perform investment management roles for the
development of national infrastructure?

PROJECT NO.
GA 101017450

OTHER

BeH_D5_1_v04_00

Information revolution strategy plan 2018-2025,
Page 33-35

Ethiopian National eHealth Strategic (Page 2,
paragraph 2
Ethiopian National eHealth Strategic (Page 2,
paragraph 2

Ethiopian National eHealth Strategic (Page 2,
paragraph 2

Ethiopian National eHealth Strategic (Page
2,Paragraph 2)
https://bit.ly/3CJFPxl
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15.1. Have there been any eHealth strategies or
plans that have failed or stalled?
15.2. If so, what was the reasons?

There is no information concerning this issue in the documents

Component #3: Services and Applications
Question (WHO & ITU Toolkit)
16.1. Which eHealth services and applications have been or
are being implemented across the health sector

Response
Over the years FMOH has developed various national e-health application that includes;
 Electronic Health management information system(eHMIS)/ Public Health Emergency Management (PHEM),
 Electronic Medical Record (EMR)/Electronic Health Record (E.H.R,)
 Community Health Management Information System (CHMIS),
 Human Resource Information system (HRIS) (manage/license),
 Integrated Financial Management Information System (IFMIS),
 Mobile health (mHealth), etc.
Other initiatives include:
 Laboratory Information System (LIS), hub Store information system,
 Drug dispending,
 Community-Based Health Information System (CBHIS),
 DHIS2
 Achieving/indexing Information system,
 Fleet Management Information system,
 Stock management system, etc has also been developed and deployed to all levels

16.2. What is the reason for their introduction?

 To create a standardized, integrated, and harmonized eHealth environment
to improve health service delivery

17.1. Which projects or pilots are underway to deliver eHealth
services and applications?

Most E-health Projects in Ethiopia failed at the pilot level. They failed because of lack of ownership by health entities
involved, they are imported from other countries and they are not developed and adopted based on the user‘s
requirements and countries context, lack of government role in technical and financial support, and this instead comes
from donors and NGOs, and fragmented and divergent projects at the same health aspects.

17.2. What health challenges are these attempting to address?
18. Which health information flows currently exist or are being
implemented within the
health sector?
19. Which individual electronic health information services and
applications are currently in use?

Connected Woredas system is the current flow of information.
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Electronic Health management information system(eHMIS)/ Public Health Emergency Management (PHEM),
Electronic Medical Record (EMR)/Electronic Health Record (E.H.R,)
Community Health Management Information System (CHMIS),
Human Resource Information system (HRIS) (manage/license),
Integrated Financial Management Information System (IFMIS),
Mobile health (mHealth), etc.
Other initiatives include:
Laboratory Information System (LIS), hub Store information system,
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Ethiopian National eHealth Strategic
(Page 2, paragraph 2
And Page 3, line 5)

https://bit.ly/31t9NYU

Information revolution strategy plan
2018-2025 (page 33, paragraph 4)

Ethiopian National eHealth Strategic
(Page 2, paragraph 2
and Page 3, line 5)
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Drug dispending,
Community-Based Health Information System (CBHIS),
Achieving/indexing Information system,
Fleet Management Information system,
 Stock management system, etc has also been developed and deployed to all levels
District Health Information System DHIS-2,





20.1. What level of diversity exists among the health ICT
applications and products that are used today within the health
sector? For example, are there applications or products that
have a strong presence across the sector, or

20.2. Is there a proliferation of different applications or products Yes, currently connected woredas use DHIS_2 across the health sector
in use to address local needs?
21. Can existing eHealth services and applications be

The current eHealth applications in Ethiopia is characterized as small scale, and to use for the wider community,
integrated with other services and applications, or scaled
the Connected Woreda achieves this via the integration of innovative, relevant, and resource-appropriate
up beyond their current use to support larger individual and
interventions to support the development of a data use culture and the integration of effective data systems,
healthcare provider populations?
including digitalization.

Ethiopian National eHealth Strategic,
(Page 1, Paragraph 3)
Information revolution strategy plan
2018-2025
Page 35

91% said ICT helps them interact with other health service providers. The most common ICT is a telephone (36%), the
next one is a PC (23%). The most commonly used channels of communication with patients are telephones followed by
television also

Telemedicine,

Mobile health is way of a platform to deliver healthcare services to individuals.
Health care transformational plan,
Health information system,
Information revolution strategy plan,
Ethiopian National eHealth Strategic

https://bit.ly/3nSsBIw
Ethiopian National eHealth Strategic,
Page 3 last paragraph

24. What level of adoption of eHealth standards has occurred
among existing eHealth services and applications?

Adoption of standards and guidelines for eHealth implementation
Adoption of new technology and practices to improve healthcare delivery
Adoption of medical equipment, construction, and ICT standards

25. How is an investment in eHealth services and applications
being funded (e.g., publicly, privately, other)?
26. Which eHealth services, applications, and information
sources are used today to undertake health management,
administration, analysis, and reporting at a national, state,
and regional level?
27. What are the challenges or barriers to the introduction
and use of eHealth services and applications within the
nation’s health system?

In the majority of cases, it is funded by the Public gov’t and NGOs.

Health Sector Transformation Plan, Page
82 and 96
Information revolution strategy plan
2018-2025, Page 13

22. Which electronic communication channels are being used
to deliver health care services to individuals remotely, such
as telephone, videoconference, web conference, mobile
phone, and other electronic consultation tools?
23. What national health or other information and knowledge
sources exist today?
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District Health information system version 2

Information revolution strategy plan
2018-2025, page 25,paragraph 1)

The overall healthcare and eHealth has the following challenges:
A) The Healthcare Sector Challenges:
 Shortage of healthcare professionals,
 Emerging of new diseases,

Ethiopian National eHealth Strategic,
(page 1 paragraph 6)
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 Seamless healthcare services all over the country and
 New treatments and technology.
B) The eHealth Systems Challenges:
 Infrastructure (electricity, hardware, and communication, application),
 Human Resource (IT, informatics, HIT, other professions)
 Leadership and Governance and Financing
No

28.1. Have there been any large-scale eHealth services or
application projects that have failed or stalled?
28.2. If so, what were the primary reasons?

Component #4: Infrastructure
Question (WHO & ITU Toolkit)
Can individuals, healthcare providers, and healthcare
organizations be uniquely identified across the health sector?
How advanced are healthcare providers and organizations in their
adoption of ICT, in
particular the use of computer systems and network-based
communications?
How advanced are they in their adoption of healthcare provider
systems, such as practice and patient management systems, and
clinical information systems?
Are there segments of the health sector that would be considered
highly computerized, which may make them candidates for
delivering ‘quick wins’?
Are there any existing repositories of electronic health information
for individuals, such as electronic health records or any other data
assets that capture information regarding an
individual’s encounters with the health system?

What is the capacity and coverage of data connectivity and
networking across the country, including metropolitan, regional,
rural, and remote areas?
What is the capacity and coverage of mobile connectivity and
networking (e.g., mobile phone coverage) across the country,
PROJECT NO.
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Response
This is not clearly identified in the document- From our experienced individuals, healthcare providers and healthcare
organizations be uniquely identified across the health sector have no unique identification system
Infrastructure may be centralized within a data center, or it may be decentralized and spread across several data
centers that are either controlled by the FMOH, RHBs, and Agencies.
It also includes the communication and networking infrastructure for digital data access or device sharing. (
Necessary ICT hardware that includes computation devices such as computers, Servers, Laptops, Tablets,
Mobiles, Printers, Scanner, GPS handhelds, and other related accessories have been made available to all levels.
This is not clearly indicated in the document

Citation

The digitalization pillar of the information revolution intends to develop, pilot, and scale up different electronic HIS
including

Health Information Management System,

Community Health Information System (CHIS),

Electronic Medical Records (EMR),

Logistic Management Information System (LMIS),

Regulatory Information System (RIS),

National Health Data Dictionary (NHDD),

National Health Master Facility Registry (MFR),

Data warehouse and other institution-based and point of care HIS.
There were 23.96 million internet users in Ethiopia in January 2021 which is increased by 2.8 million (+13%) between
2020 and 2021

( Information page 12 ,paragraph 3)

There were 44.86 million mobile connections in Ethiopia in January 2021 which is increased by 710 thousand (+1.6%)
between January 2020 and January 2021.

https://bit.ly/3wdYQ8T
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(Page 2, Paragraph 2)
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including metropolitan, regional, rural and remote geographical
areas?
What is the penetration of computers and high-speed Internet in
the general public?
What is the penetration of mobile phones and other smart devices
in the general public?
What national, state, and regional computing infrastructure exists
across the country, including Components such as server farms,
data centers, support systems, and personnel, etc.?
Can existing infrastructure components scale up to support
broader national use?
(2) Have there been large-scale eHealth or other ICT
infrastructure projects that have failed or
stalled?

Internet penetration in Ethiopia stood at 20.6% in January 2021.

https://bit.ly/3wdYQ8T

There were 44.86 million people (48.8%) mobile phone users in January 2021 or
The number of mobile connections in Ethiopia in January 2021 was equivalent to 38.5% of the total population.
There is a data center at MoH.

https://bit.ly/3wdYQ8T
.

NO

(1) If so, what were the primary reasons?

Component #5: Standards and Interoperability
Question (WHO & ITU Toolkit)
Response
What work has been done on establishing standards for the
following:
This is not explained well in the documents however via the connected woreda, sharing of high-quality data within and
between woreda facilities was done.
(1) The storage of health datasets using consistent data
structures
(2) The exchange of structured health data
(3) The unique identification of individuals, healthcare
providers, and healthcare organizations across the
health sector
(4) The authentication of healthcare organizations and
providers
(5) The secure transmission of health information between
healthcare providers?
What work has been done on establishing common medical and
Telemedicine, Mobile health
clinical technologies?
Are there any commonly agreed interoperability requirements or
 The current eHealth in Ethiopia is characterized as small scale, duplication of efforts isolated, and unable to
standards for e-health and other health ICT services and
effectively communicate (interoperable) with each other.
 However, there is a plan which says, “Data exchange standards will be implemented in the various HIS components
applications?
to enable interoperability
among the different systems.”
PROJECT NO.
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Citation
Information revolution strategy plan
2018-2025, Page 33 last paragraph

Ethiopian national eHealth strategy, page 1,
paragraph 3
Health sector Transformation plan page,
155, paragraph, 4

46

Are there any accreditation standards for e-health services and
applications which focus on ensuring interoperability with other
services and applications?
Which organizations or bodies are currently developing ehealth standards and other material to support interoperability
across the health sector, and what is the scope of their work?
Have there been e-health standards or interoperability initiatives
that have failed or stalled? If so, what were the primary reasons?

NA
MOH, Ethiopia
They work on the development and implementation of National Interoperability services
No

Information revolution strategy plan
2018-2025, page, 19

Component #6: Legislation, Policy, and Compliance
Question (WHO & ITU Toolkit)
What data protection legislation and regulatory frameworks exist?

Response
Existence of approved legislation/regulation to govern HIS

Which areas do existing data protection legislation and regulatory frameworks
address, such as:
(1) individuals’ choice to opt-in or opt-out of the collection of their
personal health information.
(2) purposes for collection, use, disclosure, accuracy, retention, access
to and correction of erroneous information, security of an
individual’s personal health information.
(3) Regulatory, compliance, and enforcement mechanisms?
Do existing legislation and regulatory frameworks support or constrain the
sharing of health information across geographical and health sector
boundaries?
If various data protection legislation and regulatory frameworks exist at
different levels (e.g., national, state, regional), are they consistent with one
another?
Who is responsible for regulating compliance with data protection legislation, in
particular across the nation’s health sector?
What risks do existing data protection legislation and regulatory frameworks
pose to the growth and development of the national e-health environment?
What existing health policies and broader economic and national policies
directly or indirectly support improved health information flows through the
nation’s health system?
Conversely, are there policies that would act as a barrier or risk to investment
in improving health information flows?

The document has no information concerning these issues

Which organizations or bodies are currently responsible for the development of
health sector and broader national standards?

MOH, Ethiopia
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Citation
Information revolution strategy plan 2018-2025, Page
31

This is not explained in the document
This is not explained in the document
MOH, Ethiopia
This is not explained in the document
There is no policy concerning this in the documents

Health sector transformational plan, page 156, paragraph
2

No
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Which organizations or bodies are currently responsible for undertaking
conformance, compliance, and accreditation of products and services,
including ICT, used in the health sector?
Have there been any failed or stalled attempts to develop e-health policy and
legislation, or e-health compliance processes? If so, what were the reasons?
Are there policies to define medical jurisdiction, liability, or reimbursement of ehealth services (public and private insurance), such as telemedicine?
Are there policies for quality criteria, information management, and sales of
medicines and regulated health products on the Internet?
Are there policies for equity of access to information, including for gender and
other sociocultural groups?
What policies exist to stimulate and manage innovations such as who is
responsible for introducing change and innovation, how risks are managed,
and how to evaluate appropriateness, feasibility, and utility?
What policies exist to demonstrate health outcomes due to e-health, and
provide evidence on clinical effectiveness?
What policies exist to promote e-commerce and services provision (for
example, e-signature) in all sectors?

MOH, Ethiopia
No
There is no policy concerning this in the documents
There is no policy concerning this in the documents
There is no policy concerning this in the documents
There is no policy concerning this in the documents
There is no policy concerning this in the documents
There is no policy concerning this in the documents

Component #7: Workforce
Question (WHO & ITU Toolkit)
What is the current level of skill of the health workforce in the use of ehealth and health ICT to support the day-to-day delivery of care to individuals?

Response
All facilities and health offices have a minimum number of HIS personnel as per the standard

Citation
Information revolution strategy plan 2018-2025, ,Page
32

Are there any accreditation requirements regarding the use of e-health and
health ICT as a healthcare provider?

Yes,

Health Sector Transformation Plan 2015/16 - 2019/20
,Page 47, first paragraph,

What education in the use of e-health and health ICT to support the delivery of
care to individuals is currently provided by training programs, such as those
offered by universities, vocational training institutions, and professional
bodies?
What level of consistency or commonality exists among different training
programs in the use of e-health and health ICT to support the delivery of care
to individuals? For example, is there a common definition of e-health and
understanding of the knowledge and skills that providers will require, or does
this differ among training programs?
Which organizations or bodies are responsible for the development of
education and training curricula for universities, vocational training institutions,
and professional bodies, in particular for healthcare providers?
PROJECT NO.
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All higher educational institutions need to be subjected to accreditation
requirements
HIT in diploma
BSc and MSc in Health informatics
CBMP (Capacity Building and Mentoring Program)
This is not clearly described in the documents

Minister of Health

BeH_D5_1_v04_00

Ethiopian national eHealth strategic( Page 2, Paragraph
2)
Information revolution strategy plan 2018-2025, Page
35, last paragraph

Ethiopian national eHealth strategic (Page 2, Paragraph
2)

48

What is the current state of the ICT workforce, and in particular the health
ICT, e-health, and health informatics workforce?

What training programs exist to provide education in the design,
implementation, and operation of health ICT, e-health, and health informatics
services?
Are there recognized qualifications in the domains of health ICT, e-health, and
health informatics?
What is the market and availability of professionals in e-health and informatics
(e.g., domestic workforce, international workforce, other)?

As part of MOH’s Human Resource Strategy 20/20,
HIT in diploma has been trained at 20 TVET colleges,
 Currently close to 917 have graduated and more than 1,500 have been
enrolled;
MSc in Health informatics
 At Mekele University currently, 26 have graduated and 29 enrolled;
 At Addis Ababa University currently, 100 have graduated and 22 enrolled;
 At Gonder university currently, 51 have graduated
and 7 enrolled.
 Gonder University has started a 2012/13 academic calendar Bsc program and
currently, 27 students are enrolled.
Health informatics, HIT,

Ethiopian national eHealth strategic plan, Page 2,
Paragraph 2)

Diploma, BSc, MSc, and Ph.D. programs in Health informatics,

Ethiopian national eHealth strategic (Page 2, Paragraph
2)
Information revolution strategy plan 2018-2025, Page
32,
Ethiopian national eHealth strategic (Page 2, Paragraph
2)

Domestic

Sources



Government document

Information Revolution Strategic Plan (2018-2025). Federal Democratic Republic of Ethiopia Ministry of Health. Online, FMoH, June 2018 [Cited October 6, 2021]; pp.
40. Available from: https://live-better-ehealth.pantheonsite.io/ehealth-policies/information-revolution-strategic-plan or
https://elearning.helinanet.org/course/info.php?id=238
Ethiopian National eHealth Strategic, Online, Ethiopia Minister of Health, [Cited October 6, 2021]; pp. 4. Available from:
https://www.who.int/goe/policies/ethiopian_ehealth_strategy2014.pdf?ua=1



Web page



Online database

Simon Kemp, Digital 2020: Ethiopia, datareportal, 17 February 2020, [Cited Oct 22, 2021}, Available from: https://datareportal.com/reports/digital-2020-ethiopia
Comparative Health Policy Library-Ethiopia Summery, Online, Columbia Public Health, Sep 30, 2021, [Cited Nov, 2, 2021} Available from:
https://www.publichealth.columbia.edu/research/comparative-health-policy-library/ethiopia-summary
E-health Policies in the Ethiopian Policy and Strategy Documents: Content Analysis. Online, Addis Ababa University, May, 2013 [Cited Oct 28, 2021]. Available from:
https://bit.ly/31t9NYU
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5.2 Data extraction for Ghana
Component #1: Leadership and governance
Question (WHO & ITU Toolkit)
(1) Which organizations and bodies coordinate and
develop e-health at national, state, regional and local
levels?
(2) What are their roles and responsibilities?

Citation from policy document
An interagency body, to be chaired by the Deputy Minister of Health, will be constituted to coordinate
e-health activities in the health sector.
The Ministerial Committee on E-Health will review project proposals and ensure, in addition to value
for money, that all standards are met, and projects are effectively monitored. The committee will also
be responsible for advising the Minister of Health on the way forward based on evaluation outcomes.
As a first step the committee will initiate a comprehensive technical review of all e-health programmes
in the sector (5.2.3: p.42).
The Ministry of Health will set up a Technical Team on Standards to review and recommend for
adoption appropriate e-health standards as and when need arises. As a first step the team will define
a set of standards based on the e-health standards approved by the WHO for adoption by the
Ministerial Committee on E-Health.
To ensure interoperability and integration the Ministry of Health will work within the e-Government
Interoperability Framework for Ghana. The Ministerial Committee on E-Health will ensure that all –
health solutions comply with these national technical standards policies and regulations (5.2.3: p.43).

Which organizations or groups are dedicated to the
development of e-health, and what is their current role
in the development of a national e-health environment?

What competencies and capacities do the above
groups have in order to deliver a national e-health
vision and associated work programme?
For example, the question is whether they are
competent and capable to perform:

The Information and Communication Technology for Accelerated Development programme of the
Government of Ghana provides a blueprint for the use of information technology in the health sector.
Based on this document, the Ministry of Health has developed a sector specific policy on Information
and Communication Technology. The National Information Technology Agency, technical arm of the
Ministry of Communication is also addressing issues relating legislature covering electronic data
interchange, data security and privacy and computer misuse and electronic fraud. The agency has
also developed an electronic Government Interoperability Framework (5.2.2: p.41).
The document has no information concerning these issues

Comments
The governance module recognizes that the Ministry of Health has
ultimate accountability for national health care funding and the delivery of
national health care outcomes. An Interagency Ministerial Committee will
therefore be put in place and will be responsible for setting overall
national e-health direction and priorities. It will also review and approve
e-health projects and monitor the progress and outcomes of the e-health
strategy and review implementation priorities as and when necessary.
The committee will advise the minister of health on e-health investment
cases. A Technical Advisory Committee will also be established to
provide support to e-health initiatives and to test the compliance with
national standards. This committee will report to the Interagency
Ministerial Committee. The National Information Technology Agency will
implement and enforce the national e-health regulatory framework. This
will cover regulations on integrity, privacy and security of personal health
care information. The Agency will develop and maintain national e-health
standards and the delivery of specific national e-health infrastructure
foundations including the establishment and implementation of national
e-health solution compliance testing and certification (7.3: p.72).

(1) programme execution and oversight
(2) stakeholder engagement and consultation
(3) architecture design
(4) clinical safety governance and oversight
(5) management and operations
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GA 101017450

OTHER

BeH_D5_1_v04_00

50

(6) monitoring and evaluation
Do these organizations currently collaborate, and if not,
for what reasons?

The Ministry of Health will collaborate with agencies to develop unique patient and facility identification
systems covering the public and private sectors and deploy a disease coding system conforming to
International standards to facilitate electronic reporting at all levels (5.2.3: p.43).

What authority and mandate do these entities have to
direct action at the various levels of the health system
(i.e., national, state, and regional) to drive the
development of a national e-health environment?

The Government of Ghana has developed an E-Government Interoperability Framework which sets
out the government’s policy and standards for interoperability across the public sector. Government is
also putting in place several regulations to deal with how electronic data will be created and managed
to serve the nation in the digital revolution. These include the Electronic Transaction Bill, Data
Protection Bill, Electronic Investigations and Inception Regulation, Electronic Payment Mediums
Regulation, Electronic Signature (Certifying Agency) Regulation and Electronic Waste (Disposal and
Recycling) Regulation (5.2.2: p.42).

What level of autonomy do health care organizations
and providers currently have regarding investment in ehealth, and how does this differ across the health
system?

There is currently no regulatory framework for electronic data interchange in the Health Sector. There
are, however, several pilot e-health programmes at various levels but since there are no systems in
place to coordinate them, issues relating to interoperability and seamless integration of data and other
information are not being addressed (5.2.2; p.41).

What level of fragmentation exists across the health
system?
For example, does the health system collectively focus
on health system priorities, or do different segments
and organizations focus on their own particular
outcomes?
What is the expressed political commitment to support
the development of a national
e-health environment?

The document has no information concerning these issues

The Government of Ghana, to ensure IT Support for the delivery of better
services in government and other public sectors developed an eGovernment Interoperability Framework (eGIF) (2008).
The MOH is very involved and is taking a lead role in developing
interventions to support HIS interoperability. There is evidence of strong
collaboration between the National IT Agency of Ministry of Information,
Communications and Technology and MOH and its agencies in
supporting HIS and the National eHealth Steering Committee, which is
made up of key digital health stakeholders and meets routinely.
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Component #2: Strategy and investment
Question (WHO & ITU Toolkit)
Which organizations, bodies and other mechanisms
are responsible for health strategy and planning at
national, state, regional and local levels?

Citation from policy document
It is expected that at national and agency level, sufficient commitment will be given to the investment
in and deployment of e-health solutions as part of the performance arrangement on yearly basis. The
implementation arrangement also assumes that formal approval of the strategy will be given by the
Ministry of Communication through its technical agencies and allowing the Ministry of Health to present
the strategy as reflecting its official framework for guiding the sector-wide deployment of e-health
solutions. The implementation of the strategy largely falls under the Ministry of Health and its agencies.
Much of the actual demonstration of success will lie with agencies and therefore the need for a buy-in
mechanism will be essential (7.1: p.70).

How well integrated is health strategy and planning
between the national, state, regional and local levels?

The document has no information concerning these issues

How is the country’s health system funded?
How is investment in e-health and the broader health
ICT environment funded?

Comments

The document has no information concerning these issues
E-health Initiatives are funded and managed heavily by the development partners (3.1: p.29).

Are there any government programmes or schemes
through which funding is available for investing in
health ICT or e-health services and applications, and
e-health infrastructure?

The deployment of ICT infrastructure, installation of management information systems and training of
ICT professionals are not funded in a structured and coordinated manner. Implementations at the
healthcare provider facilities are normally funded from internally generated funds (IGF) and
Government of Ghana funds (p.29).

(1) Are there any existing funding mechanisms for ehealth investments?

The document has no information concerning these issues

(2) Are these linked to priority health information flows
or the implementation of e-health standards?
Which government organizations or bodies perform
investment management roles for the development of
national infrastructure?

Government will be responsible for directly funding, implementing, and operating e-health
infrastructure. Government will also stimulate and encourage the market to develop quality e-health
solutions that are scalable, standards compliant and aligned with national priorities (7.2: p.71).

(1) Have there been any e-health strategies or plans
that have failed or stalled?
(2) If so, what were the reasons?

No
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Component #3: Services and applications
Question (WHO & ITU Toolkit)
Which e-health services and applications have been or
are being implemented across the health sector, and
what is the reason for their introduction?

Which projects or pilots are underway to deliver ehealth services and applications, and what health
challenges are these attempting to address?

Citation from policy document
Inequalities in access to care is a real concern in Ghana and the health sector has leverage
Telemedicine to facilitate access and improve referral. National Identification of all citizens in Ghana
has enabled the use of a unique identification number to track and offer service to clients. The health
sector in Ghana has deployed the dhis2 eTracker to help track all registered pregnant women,
children, and HIV and TB clients to ensure that they receive scheduled care. The adolescent health
programme uses social media platforms used by the adolescents to reach them with health
programmes.
Digital X-rays and automated laboratory analysers are available in key hospitals. The X-rays and
laboratory results are sent to a remote site for a specialist to read and report back to the facility. To
improve Early Infant Diagnosis for HIV, Dried Blood Samples (DBS) taken from babies born to HIV
positive mothers are sent to the laboratory. The results from the laboratory are entered into an
electronic system and the midwife then uses a mobile device to get access to the results from the
laboratory.

Which health information flows currently exist or are
being implemented within the
health sector?

Ghana has deployed the DHIS2 in all the 260 districts in the country. It is used to collect, collate,
analyse, and report routine health service data from public, private and faith-based facilities in the
country. The African Development Bank in 2013 gave Ghana an award in facilitating health managers
access data for decision making through the use of DHIS2.

Which individual electronic health information services
and applications are currently in use?

The document has no information concerning these issues

What level of diversity exists among the health ICT
applications and products that are used today within
the health sector?
For example, are there applications or products that
have a strong presence across the sector, or is there a
proliferation of different applications or products in use
to address local needs?

To achieve the SDGs, promoting close-to-client community service delivery approaches is key.
Community service delivery thrives on Community Ownership and Participation. Ghana is using the
Community-based Health Planning and Services (CHPS) to promote community access to health
service. Trained nurses are assigned to communities and supported by community health volunteers
(CHV). The CHV supports the nurses’ work through mobilization, providing health information and
supporting disease surveillance. Due to its utility in these deprived environments and rugged terrains,
mHealth, a sub-component of e-Health has been used extensively to support community service
delivery.
The document has no information concerning these issues

Can existing e-health services and applications be
integrated with other services and applications, or
scaled up beyond their current use to support larger
individual and healthcare provider populations?
Which electronic communication channels are being
used to deliver health care services to individuals
remotely, such as telephone, videoconference, web
PROJECT NO.
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conference, mobile phone, and other electronic
consultation tools?
What national health or other information and
knowledge sources exist today?

DHIS 2 is used across the health sector

What level of adoption of e-health standards has
occurred among existing e-health services and
applications?

The document has no information concerning these issues

How is investment in e-health services and
applications being funded (e.g., publicly, privately,
other)?

The document has no information concerning these issues

Which e-health services, applications and information
sources are used today to undertake health
management, administration, analysis and reporting at
a national, state, and regional level?

The document has no information concerning these issues

What are the challenges or barriers to the introduction
and use of e-health services and applications within
the nation’s health system?
(1) Have there been any large-scale e-health services
or application projects that have failed or stalled?
(2) If so, what were the primary reasons?

PROJECT NO.
GA 101017450

The DHMIS software application is primarily used for data capture,
aggregation, and generation of management reports. Ghana has
deployed the DHIS2 in all the 260 districts in the country. This
comprehensive HMIS is used to collect, collate, analyse and report
routine health service data from public, private and faith-based facilities
in the country.

Explained earlier

The response to this item is not mentioned in the Ghana national eHealth strategy (2010).
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Component #4: Infrastructure
Question (WHO & ITU Toolkit)
Can individuals, health care providers and health care
organizations be uniquely identified across the health
sector?

Citation from policy document
Several local initiatives have taken place in the area of health information management. A
comprehensive mapping of data collection points within the sector has been conducted and this has
helped in defining a health information management strategy for the sector. This outlines the reporting
lines and responsibilities and the content of information to be provided by agencies. A District health
Information Management System has also been developed and has currently been rolled out
nationally. The system provides aggregate data from health facilities and programmes at the district
level which are pooled together at the regional and national level. The DHIMS was developed in
response to the need for annual reporting based on selected indicators (5.5.1- p.56).

How advanced are health care providers and
organizations in their adoption of ICT, in particular the
use of computer systems and network-based
communications?

The health sector has within the last two decades gradually attempted to computerize a number of its
operations. However, the only areas that have shown some degree of success in changing
management practices have been the effort to computerize some logistics management systems.
Computerization of patient information, medical records and patient management processes in hospital
has met with very little success, especially in the public sector. A key barrier has been the relatively
poor quality of computing infrastructure in many facilities and agencies. Computing infrastructure is one
of the most basic foundations required for collecting, recording, and sharing electronic information
across the health sector. Unfortunately, the health sector has traditionally under invested in computing
infrastructure compared with other information intensive industries over the last twenty years. The
result is that much of required infrastructure is either not existent or are underdeveloped. To provide
the foundation to support e-health, therefore, there will be the need to invest in the establishment and
maintenance of an acceptable baseline of computing infrastructure in all health facilities. One of the
key aims in the medium term will be to put in place a mechanism by which the health sector can
gradually be transformed into an effective data management and information dissemination sector (5.5:
p.54-59).

Comments

Develop a comprehensive Information and Communication Technology requirement for each level of
service provider based on the sector ICT policy. This will guide the gradual modernization of the
information management systems within facilities and management units. This plan will be
incorporated into the medium-term capital programme of the health sector (5.5.2: p.57).
How advanced are they in their adoption of health care
provider systems, such as practice and patient
management systems, and clinical information
systems?

PROJECT NO.
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There are five different software used in the management of hospital operations. The software
applications are modular in nature and do not support the full processes in the hospitals. The extent to
which these processes are supported by information systems varies from hospital to hospital and from
activity to activity. The characteristics of the hospital processes include documentation on admission,
capturing of treatment regimen and discharge summaries. All are done manually and kept in folders.
Key elements of the patient record in hospitals remain exclusively paper-based. Imaging and
diagnostic results are not available electronically and are also not accessible from remote locations.
Electronic versions of prescription history are not available and there is no electronic logistics and
supply chain management system in place for medicines and non-consumables. Most activities are
OTHER

BeH_D5_1_v04_00

55

carried out manually. There are no systems for the generation of electronic medical records. This
impacts significantly on the arrangements for referrals and patient management (3.1: p.26).
Several health facilities have diagnostics and imaging equipment. These equipment are used for the
conventional laboratory examinations and X-rays. The use of paper based documentation for the
diagnostics and films for x-rays are the standard practice. Technicians usually carry out tests whilst
physicians or other specialist handle the interpretations of results. Even though some diagnostic and
imaging equipment support automation and have the capacity for digital imaging they are hardly used
for that purpose.
Telemedicine is the use of information and communications technology to deliver healthcare services,
promote healthy lifestyles and education, where the patients or clients are geographically separated.
Telemedicine facilitates clinical consultation including patient assessment, diagnosis and treatment,
continuing professional education, health promotion, and healthcare management (3.1: p.27-28).
Are there segments of the health sector that would be
considered highly computerized, which may make
them candidates for delivering ‘quick wins’?

Within health facilities several uncoordinated efforts have been made to put in place computer assisted
management systems that will help in managing revenue and patient information. With the introduction
of the National Health Insurance scheme, steps are being taken to computerize the claims
management system to ensure accountability. In the large hospitals computers are available at almost
all service delivery points but these are not networked and do not have standard software to allow
transactions to be pooled together at the end of the day. New diagnostic and laboratory equipment
being brought into the system have electronic reporting and data capture capabilities, but this is not
used due to skill constraints and lack of patient management systems that allow for electronic transfer
of reports to consulting rooms (5.5.1: p.56).

Are there any existing repositories of electronic health
information for individuals, such as electronic health
records or any other data assets that capture
information regarding an individual’s encounters with
the health system?

Review and upgrade the DHIMS into a web-based system to enable real time reporting of performance
at all levels. To ensure that programmes are catered for effectively a coordinating committee will be set
up to review the performance of the software and ensure maximum coverage at all times. The Centre
for Health Information Management will also undergo a radical upgrade to serve its purpose as the
main centre for compiling service data.
Set up a national health data repository at the Ministry of Health to collate reports from all agencies
electronically and to provide comprehensive analysis and updates on performance of the health sector
(5.5.2: p.57).
The deployment of Patient Record and Service Systems require significant process change and huge
investments in equipment and training. The strategy will adopt an incremental and distributed approach
to the development of Patient Records that will focus initial efforts on enabling the flow of quality and
relevant health information across the health care network. It will also support more effective
management of Patient Records and the timely delivery of systems capability in those parts of the
health sector that are ready to move. This approach is based on the principle of ensuring that health
information is made available to the consumer and care provider at the point of care through simple
facility networks and at the district level information becomes more summarized and aggregated to
provide a consolidated summary of facility performance (5.5.2.2: p.58).
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What is the capacity and coverage of data connectivity
and networking across the country, including
metropolitan, regional, rural, and remote areas?

Internet connectivity is available in all Regional Health Administrations via ADSL mode of connectivity.
Institutions requiring heavy bandwidth are presently using VSAT. In areas unreachable by telephone
landlines, connectivity is achieved by GPRS provided by Internet Service Providers (5.4.2: p.49).
As part of the claims management processes, the National Health Insurance Scheme has established
connectivity to all major health care provider. Local Area Networks are also widely available in
hospitals. Although not at par with that of telephone network, infrastructure to enable telemedicine can
also be developed based on initial investments that have been made through Government of Ghana
initiatives (5.4.2: p.49).

What is the capacity and coverage of mobile
connectivity and networking (e.g., mobile phone
coverage) across the country, including metropolitan,
regional, rural, and remote geographical areas?

There is currently a national coverage for telecommunication via landlines and cell phone. Internet
connectivity is accessible nationally. It is available via ADSL, GPRS and VSAT. All the ISPs have
internet enable features on their network. The Ministry of Communication is rolling out a programme for
optical fiber connectivity for all regional hospital and selected district hospitals. A nation-wide area
network (WAN) is also being deployed by the Ministry of Communication for use by the MDAs. There
are however challenges with bandwidth and cost (3.1: p.28).
A few hospitals with a fully functional local area network (LAN), most of the healthcare providers have
restricted their LANs to the front office and pharmaceutical unit of their facilities. The LANs are mainly
used to support the automation of pharmaceutical services and front office operations like patient
registration and records keeping (3.1: p.24-25).

What is the penetration of computers and high-speed
Internet in the general public?
What is the penetration of mobile phones and other
smart devices in the general public?

Most health facilities in the country have computing equipment, multimedia device, imaging, and
printing system, communication, and Internet system. The existing ICT infrastructure have not been
fully integrated and networked in a manner that will support healthcare services locally or across
facilities (3.1: p.24).
Ghana has the highest mobile penetration in West Africa and already outperforms many of its regional
peers. By the end of 2019, mobile adoption stood at 55 per cent, higher than the regional average
which is at 44.8 per cent. This means a huge number of people can be served through digital services,
positively impacting the growth of the digital economy (The state of mobile in Ghana tech ecosystems.
GSMD website. Visited 13 November 2021).

What national, state, and regional computing
infrastructure exists across the country, including
components such as server farms, data centres,
support systems and personnel, etc.?

Computing equipment, networking devices, multimedia systems, mobile telephony and communication,
Imaging devices and internet systems form the basis for ICT infrastructure (3.1: p.24).

Can existing infrastructure components scale up to
support broader national use?

There is currently no operational e-health architecture in place. The existing systems are not based on
any defined data standards with defined data sets. Most of the systems in place are “silos”. They run
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Multimedia systems are employed for playing back medical and non-medical documentaries and
movies at the front desks. Routine planned preventative maintenance is not carried out because of
budgetary constraints. Service level agreement is not used to define the nature and quality of ICT
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on different operating systems, generate different reporting formats, and have different data sets. Data
from one system cannot be interfaced with any other (3.1: p.25).
A draft enterprise architecture for the Ghana Health Service and a report on the technological needs of
the service has been completed (3.1: p.26).
(1) Have there been large-scale e-health or other ICT
infrastructure projects that have failed or stalled?
(2) If so, what were the primary reasons?

The Government’s health insurance scheme plays a vital role in the financing arrangements for the
health care providers. The National Health Insurance Authority (NHIA) has deployed an ICT
infrastructure for the automation of health insurance services. All accredited healthcare providers
operate a common ICT platform with common protocols for patient’s authentication and claims
management. There are also plans to deploy an online claims management system. The ICT platform
for the national health insurance does not currently support any shared services. It only meets the
business processes and needs (3.1: p.27).

Component #5: Standards and interoperability
Question (WHO & ITU Toolkit)
What work has been done on establishing
standards for the following:
(1) The storage of health datasets using
consistent data structures
(2) The exchange of structured health data
(3) The unique identification of individuals,
health care providers, and health care
organizations across the health sector
(4) The authentication of health care
organizations and providers
(5) The secure transmission of health
information between health care providers?

Citation from policy document
(1) There is currently no operational e-health architecture in place. The existing systems are not based
on any defined data standards with defined data sets. (p. 25).
There is currently no policy guideline with respect to electronic data interchanges and patient
identifiable information in the health sector. Ownership of electronic data and information is not
defined (p.29).
The health sector has within the last two decades gradually attempted to computerize a number of its
operations. However, the only areas that have shown some degree of success in changing
management practices have been the effort to computerize some logistics management systems.
Computerization of patient information, medical records, and patient management processes in
hospital have met with very little success especially in the public sector. A key barrier has been the
relatively poor quality of computing infrastructure in many facilities and agencies (p. 54-55).

Summary-note, analytic remark
The report outlines a variety of strategies related to storage and exchange of
data, unique identification, authentication, and transmission of health information.
There have not been reported established standards, and a key barrier presented
is poor quality or non-existing computing infrastructure in the sector.

Unfortunately, the health sector has traditionally under invested in computing infrastructure compared
with other information intensive industries over the last twenty years. The result is that much of
required infrastructure is either not existent or are underdeveloped (p. 55).
Within health facilities several uncoordinated efforts have been made to put in place computer
assisted management systems that will help in managing revenue and patient information. With the
introduction of the National Health Insurance scheme, steps are being taken to computerize the claims
management system to ensure accountability.
In the large hospitals computers are available at almost all service delivery points but these are not
networked and do not have standard software to allow transactions to be pooled together at the end of
the day.
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New diagnostic and laboratory equipment being brought into the system have electronic reporting and
data capture capabilities but this is not used due to skill constraints and lack of patient management
systems that allow for electronic transfer of reports to consulting rooms.(p.55)
(2) Most of the systems in place are “silos”. They run on different operating systems, generate
different reporting formats and have different data sets. Data from one system cannot be interfaced
with any other (p.25)
(3) The Ministry of Health will collaborate with agencies to develop unique patient and facility
identification systems covering the public and private sectors and deploy a disease coding system
conforming to international standards to facilitate electronic reporting at all levels. (p.43)
Key elements of the patient record in hospitals remain exclusively paper-based. Imaging and
diagnostic results are not available electronically and are also not accessible from remote locations.
Electronic versions of prescription history are not available and there is no electronic logistics and
supply chain management system in place for medicines and non-consumables. Most activities are
carried out manually. There are no systems for the generation of electronic medical records. This
impacts significantly on the arrangements for referrals and patient management (p.26).
The National Health Insurance Authority (NHIA) has deployed an ICT infrastructure for the automation
of health insurance services. All accredited healthcare providers operate a common ICT platform with
common protocols for patient’s authentication and claims management. There are also plans to deploy
an online claims management system. The ICT platform for the national health insurance does not
currently support any shared services. It only meets the business processes and needs (p.27).
(5) Data safety and privacy has been violated in a number of projects and programmes. This is
because security regarding the confidentiality, availability and integrity of data and information has not
been defined and backed by an official procedure. The form in which data and information should be
transmitted, and the encryption methodology is also, non-existent.
Procedures regarding responsibility and accountability in the use of passwords and access privileges
are not fully implemented.
Patient identifiable information could be viewed by third party vendors and the transmission of data
and information via the internet or WAN is not regulated by any security protocol. There is a general
lack of security policies and protocols regarding confidentiality, availability, and integrity of data.
Business continuity plans and disaster recovery procedures are non-existent. There is no
standardized information on the ownership of patient identifiable data. Computing equipment are
susceptible to external threats like viruses, worms and hacking of corporate networks.
Business continuity plan and disaster recover procedures are also not in place to ensure availability of
connectivity (p.40).
What work has been done on establishing
common medical and clinical technologies?
PROJECT NO.
GA 101017450

Computing equipment, networking devices, multimedia systems, mobile telephony and
communication, Imaging devices and internet systems form the basis for ICT infrastructure. Most
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health facilities in the country have computing equipment, multimedia device, imaging and printing
system, communication, and Internet system. The existing ICT infrastructure have not been fully
integrated and networked in a manner that will support healthcare services locally or across facilities
(p.24).

and clinical technologies (e.g., imaging devices, computer, and printing systems),
there does not seem to be initiated work on establishing common technologies or
technologies which can support services across facilities.

Apart from a few hospitals with a fully functional local area network (LAN), most of the healthcare
providers have restricted their LANs to the front office and pharmaceutical unit of their facilities. The
LANs are mainly used to support the automation of pharmaceutical services and front office
operations like patient registration and records keeping (p.24-25).
Are there any commonly agreed
interoperability requirements or standards
for e-health and other health ICT services and
applications?

The Information and Communication Technology for Accelerated Development programme of the
Government of Ghana provides a blueprint for the use of information technology in the health sector.
Based on this document, the Ministry of Health has developed a sector specific policy on Information
and Communication Technology. The National Information Technology Agency, technical arm of the
Ministry of Communication is also addressing issues relating legislature covering electronic data
interchange, data security and privacy and computer misuse and electronic fraud. The agency has
also developed an electronic Government Interoperability Framework. These developments
notwithstanding, there is currently no regulatory framework for electronic data interchange in the
Health Sector. There are, however, several pilot ehealth programmes at various levels but since there
are no systems in place to coordinate them, issues relating interoperability and seamless integration of
data and other information are not being addressed (p.41).
The Government of Ghana has developed an E-Government Interoperability Framework which sets
out the government’s policy and standards for interoperability across the public sector. Government is
also putting in place several regulations to deal with how electronic data will be created and managed
to serve the nation in the digital revolution. These include the Electronic Transaction Bill, Data
Protection Bill, Electronic Investigations, and Inception Regulation, Electronic Payment Mediums
Regulation, Electronic Signature (Certifying Agency) Regulation and Electronic Waste (Disposal and
Recycling) Regulation (p.42).

Are there any accreditation standards for ehealth services and applications which focus
on ensuring interoperability with other services
and applications?

The document has no information concerning these issues

Which organizations or bodies are currently
developing e-health standards and other
material to support interoperability across the
health sector, and what is the scope of their
work?

A protocol on data handling in the health sector will be developed
and procedures will be put in place to ensure appropriate disclosure, systems for authorization and
consent for all aspects of personal and service data. The protocol will also determine the best way to
allow individuals to participate in and consent to electronic health information exchange. Steps for
authenticating users of health information, proper access controls will be defined in the protocol to
help maintain adequate audit trails for monitoring access to health data (p.42-43).
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To ensure interoperability and integration the Ministry of Health will work within the e-Government
Interoperability Framework for Ghana. The Ministerial Committee on E-Health will ensure that all –
health solutions comply with these national technical standards policies and regulations (p.43).
Have there been e-health standards or
interoperability initiatives that have failed or
stalled? If so, what were the primary reasons?

Within the health sector, in addition to the Information and Communication Technology Policy a
Medical Records Policy has been developed to guide the content of medical records across board.
This has however not been extensively disseminated. Some steps were taken to review the policy and
legal environment for health data and health information reporting but this has not yet resulted in any
concrete piece of legislation or policy (p.41-42).
There is currently a national coverage for telecommunication via landlines and cell phone. Internet
connectivity is accessible nationally. It is available via ADSL, GPRS and VSAT. All the ISPs have
internet enable features on their network. The Ministry of Communication is rolling out a programme
for optical fiber connectivity for all regional hospital and selected district hospitals. A nation-wide area
network (WAN) is also being deployed by the Ministry of Communication for use by the MDAs. There
are however challenges with bandwidth and cost. There is clear commitment from the top
management to establish a robust and dependable telecommunication infrastructure throughout the
country. In spite of the ongoing activities, there is still a large “digital divide” delineated by geography,
income, education level, literacy etc. (p.28).
The MOH and a few of the agencies and regulatory bodies have developed web sites for the
dissemination of information. The content of the portals are skewed towards non-clinical information.
They are also not regularly updated. The HMIS systems are also not web based and data can only be
accessed on site. The use of PDAs and cell phone for mHealth activities is at the pilot stages. The
deployment of ICT infrastructure, installation of management information systems and training of ICT
professionals are not funded in a structured and coordinated manner. Implementations at the
healthcare provider facilities are normally funded from internally generated funds (IGF) and
Government of Ghana funds (p.29).

Component #6: Legislation, policy, and compliance
Question (WHO & ITU Toolkit)
What data protection legislation and regulatory
frameworks exist?
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The document has no information concerning these issues
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Summary-note, analytic remark
The Data Protection Act and Electronic Transaction Act provide the broad legal environment for the
practice of eHealth in Ghana.
Data Protection Act 2012, Act 843
Electronic Transactions Act 2008, Act 772
Cybersecurity Act 2020, Act 1038
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Which areas do existing data protection
legislation and regulatory frameworks
address, such as:
(1) Individuals’ choice to opt in or opt out of the
collection of their personal health
information.
(2) Purposes for collection, use, disclosure,
accuracy, retention, access to and correction
of erroneous information, security of an
individual’s personal health information.
(3) Regulatory, compliance and enforcement
mechanisms?

The document has no information concerning these issues

Do existing legislation and regulatory
frameworks support or constrain the sharing
of health information across geographical and
health sector boundaries?

The document has no information concerning these issues

If various data protection legislation and
regulatory frameworks exist at different
levels (e.g., national, state, regional), are they
consistent with one another?

The document has no information concerning these issues

Who is responsible for regulating compliance
with data protection legislation, in
particular across the nation’s health sector?

Government, through the Ministry of Communication, will define standards, data
protection rules and regulations and put in place mechanisms for enforcement and
adherence. Direct supervision will be provided jointly by the technical units of the
Ministry of Communication and the Ministry of Health and its relevant agency (7.2:
p.71).

What risks do existing data protection
legislation and regulatory frameworks pose to
the growth and development of the national ehealth environment?

The document has no information concerning these issues

What existing health policies and broader
economic and national policies directly
or indirectly support improved health
information flows through the nation’s health
system? Conversely, are there policies that
would act as a barrier or risk to investment in
improving health information flows?

The document has no information concerning these issues
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Which organizations or bodies are currently
responsible for the development of
health sector and broader national standards?

MoH

Which organizations or bodies are currently
responsible for undertaking
conformance, compliance and accreditation of
products and services, including ICT, used in
the health sector?

National Information Technology Agency (NITA)

Have there been any failed or stalled attempts
to develop e-health policy and legislation, or ehealth compliance processes? If so, what were
the reasons?
Are there policies to define medical jurisdiction,
liability, or reimbursement of e-health services
(public and private insurance), such as
telemedicine?
Are there policies for quality criteria,
information management and sales of
medicines and regulated health products on
the Internet?
Are there policies for equity of access to
information, including for gender and
other sociocultural groups?
What policies exist to stimulate and manage
innovations such as who is responsible for
introducing change and innovation, how risks
are managed and how to
evaluate appropriateness, feasibility, and
utility?

The document has no information concerning these issues

What policies exist to demonstrate health
outcomes due to e-health, and provide
evidence on clinical effectiveness?
What policies exist to promote e-commerce
and services provision (for example, esignature) in all sectors?

The document has no information concerning these issues
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Component #7: Workforce
Question (WHO & ITU Toolkit)
What is the current level of skill of the health
workforce in the use of e-health and
health ICT to support the day-to-day delivery
of care to individuals?

Citation from policy document
There is the need for relevant minimum Information and Communication Technology skill among
health care providers to support the delivery of the national e-health strategy. This will
however, be done systematically in order to help skilled workers appreciate the potential rather than
see it as a new demand (p.38).
One of the biggest challenges to e-health capacity building in Ghana is the shortage of qualified,
trained health care professionals and training resources. Consequently, the use of Information and
Communication Technology in health is limited compared to the overall availability of tools and
modern equipment that are capable of providing such services.
New diagnostic equipment with electronic data transfer facilities exists in the system but are not
utilized for such purposes. The health sector has one of the highest densities of computers in Ghana
but almost all of them are used for simple word processing and spreadsheet applications. These
challenges are as a result of high numbers of staff who are either not computer literate or have not
yet adapted to the current ICT trend. The problem can also be traced to the training institutions
where trainees have very little exposure to Information and Communication Technology (p.44).

Summary-note, analytic remark
Strategy 2.
Building Sector Capacity for Wider Application of e-Health (p.44-47).
In 2002, the Ministry of Health developed a five-year (2002-2006) policy and
strategy document “Human Resources for the Health”. The full implementation of
staffing norm was failed and in September 2007, the Ministry of Health developed
“Human Resource Policies and Strategies for the Health Sector (2007-2011)”.
These documents not adequately explicitly lay out human resources (HR) related
to HIS or digital health. This policy document outlines the basis for decision making
regarding planning, training, recruitment, deployment, and management only the
Health Information Officers. In 2015, the Ministry of Health developed an
evidenced based Staffing Norm (staffing standard) for all levels of Health Facilities.
This document outlines the staffing norms for Biostatisticians, Biostatistics
Assistants and Technical Officer (Health Information).

Most persons driving and managing the existing e-Health Infrastructure and initiatives have not had
proper professional training. With the few who have had some professional training, the Human
resource scheme of service does not recognize such professionals and are most often placed in
areas where they do not get involved in mainstream ICT related activities. Biostatisticians and
regional information officers double as ICT experts. Most ICT capacity building initiative is directed at
user training in the use applications rather than transfer technical skills for the long-term
sustainability of the projects (p. 44).
Are there any accreditation requirements
regarding the use of e-health and health ICT
as a health care provider?

Yes, all high education institutions need to have accreditation

What education in the use of e-health and
health ICT to support delivery of care
to individuals is currently provided by training
programmes, such as those offered
by universities, vocational training institutions
and professional bodies?

The Rural Health Training School, which runs a diploma programme for middle level health
professionals have, for the last decade run a programme for Health Information Officers. This
happens to be the only programme in the health sector that focuses on ICT to some degree. At the
agency level, ad hoc programmes are run for Health Information Officers and to some extent
programme managers. All these however focus on use of the computer in the management of
information. Structured ICT training for staff and medical professionals are not available. (p.45).
The Ministry of Health will develop a proposal for all health training institutions to include basic
practical ICT skills that will enable graduates to be conversant with tools, equipment and systems
that support e-health at their level. Specifically, the ministry will determine the education and training
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course changes required to ensure the development of e-health workforce capabilities and support
each institution to set up demonstration sites to support training.
The Ministry of Health will work with health training and professional bodies to embed e-health into
their continuing education curricula so that practicing health professionals can have the knowledge to
take on e-health projects, such as implementation of electronic health record, electronic prescribing,
and public health information initiatives. Each professional grouping will establish core competencies
for e-health and a task force will be put together to develop tools to be used in training. (p.46).
What level of consistency or commonality
exists among different training programmes in
the use of e-health and health ICT to support
the delivery of care to individuals?
For example, is there a common definition
of e-health and understanding of the
knowledge and skills that providers will
require, or does this differ among training
programmes?

This is not clearly described in the documents

Which organizations or bodies are responsible
for the development of education and training
curricula for universities, vocational training
institutions and professional bodies, in
particular for health care providers?

The Pharmacy Council is charged with the primary responsibility of ensuring the highest standards in
the practice of pharmacy in Ghana. This is done by assuring competence of service providers
through licensing of personnel and prescribing standards of practice for them (p.19).
The Nurses and Midwives Council focuses on the training of nursing and midwifery personnel for
health care delivery. Their key objective is to ensure that there are enough competent nursing and
midwifery human resource at every level of the healthcare delivery system, delivering safe and
efficient care. The Council also ensures that these nurses practice in appropriate environment. To
meet these requirements, the council has oversight responsibility for the training of nurses and
midwives and prescribes conditions of registration of nurses and midwives. Other responsibilities
include verification of registration/licensure, orientation of foreign-trained nurses and midwives, and
supervising nurses and midwives at both public and private health facilities (p.19).
The Medical and Dental Council ensures the highest level of training of Medical and Dental
Practitioners and prescribes and enforces the highest standards of professional conduct. The council
also determines the adequacy and quality of service facilities, promotes continuing medical
education and protects the rights of the patients and clients (p.19-20).

What is the current state of the ICT workforce,
and in particular the health ICT, e-health, and
health informatics workforce?
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The health sector in Ghana suffers a shortage of ICT skills required to deliver large scale e-health
programs. Given the complexity of workplace and technological challenges involved in the rollout of
e-health solutions building the human resource capacity to meet the challenge will be an uphill task.
The need to nurture such skills and ensure that they are ready for effective implementation of the
strategy will create significant delay in the system. (p.31-32).
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The availability of staff with clinical and non-clinical background and a desirable level of IT literacy
are crucial in any e-health project. The MOH does not have adequate staff with skill sets in e-health
systems. The few staff who have undergone professional IT training are not involved in mainstream
ICT related activities because the existing Human Resource establishment post does not have a
structure for ICT professionals. There is no routine or formal training for professionals with clinical
and non-clinical background in ICT related courses like networking, systems administration,
database administration, security, fundamental of computing and web based systems etc. (p.27).
What training programmes exist to provide
education in the design, implementation
and operation of health ICT, e-health, and
health informatics services?

The Ministry of Health will take steps to develop and implement a relevant scheme of service that will
enable the recruitment and retention of requisite ICT staff to support e-health. To do this the ministry
will define a standardized e-health competency framework for health workers and health sector
information technology practitioners providing an understanding of required e-health knowledge,
skills and attributes for each professional group (p. 46).

Are there recognized qualifications in the
domains of health ICT, e-health, and health
informatics?
What is the market and availability of
professionals in e-health and informatics
(e.g., domestic workforce, international
workforce, other)?

Diploma, BSc, MSc, and Ph.D. programs in Health informatics
Domestic workforce

Source



Government document

National eHealth Strategy, 2010. Ministry of Health, Ghana. 2010. [Assessed January 10, 2021]. Available from: www.moh.gov.gh/wpcontent/uploads/2016/02/Ghana-E-Health-120504121543.pdf
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5.3 Data extraction for Malawi
Component #1: Leadership and governance
Question (WHO & ITU Toolkit)
Which organizations and bodies coordinate
and develop e-health at national, state,
regional and local levels? What are their roles
and responsibilities?

Citation from policy document
The Strategy has been developed by the Ministry jointly with key stakeholders such as implementing
partners and donor partners, other Ministries, Departments and Agencies, especially the Ministry of
ICT through the Department of EGovernment. Furthermore, the ministry is grateful to the Department
of Quality Management and Digital Health for leading and coordinating this process
(Acknowledgements Page 7)
This Strategic Plan highlights the Ministry’s (Ministry of Health and Population) approach to attain the
Universal Health Coverage by implementing selected activities in the next five years. It is a tool that
will help the Ministry provide leadership and coordinate effort towards improving digital health in
support of health service delivery (Preface Page 8).
The Department for eGovernment in the Ministry of Information and Communications Technology
(ICT) is the lead on technology development and implementation on behalf of the Government
establishment. The Ministry of ICT has a decentralized structure for the management of ICT with its
staff seconded to each Ministry and Government Department. At the Ministry of Health and Population,
the structure is represented by an ICT Section headed by a Deputy Director and has staff to support
the infrastructure, services, and applications.

Summary-note, analytic remark
The Ministry of Health and Population has main responsibility for the
governance of digital health in Malawi. The Ministry has extended the roles of
the Directorate of Quality Management (QMD) to also include Digital Health.
QMD works closely with
1) MoHP’s ICT Section - responsible for managing the technology
2) the Central Monitoring and Evaluation Division (CMED) - responsible for
data governance and the Health Management Information System (HMIS)
3) Department of eGovernment - works closely with MoHP’s ICT section to
provide ICT support.

At the district level, there is at least one Systems Analyst and Programmer at central hospitals and a
Programmer stationed at each District Health Office.
In a greater awakening and consciousness, the Ministry of Health and Population has strategically
repositioned the governance of digital health to harmonize implementation of initiatives and strengthen
coordination among related Departments and Sections. The Ministry has, therefore, extended the roles
of the Directorate of Quality Management to also include Digital Health. In this respect QMD is working
closely with the (1) MoHP’s ICT Section which is responsible for managing the technology and (2) the
Central Monitoring and Evaluation Division (CMED), which is responsible for data governance and the
Health Management Information System (HMIS) and (3) the Department of eGovernment which works
closely with the MoHP’s ICT section as its mother body in providing ICT support in various MDAs. The
department provides polices, strategies, acts and standards on ICT for the government. Additionally,
MoHP Departments and Programs have been particularly useful in implementation of digital health
solutions by providing programmatic and subject matter leadership to the design and deployment of
solutions (Chapter 2 Page 14).

Specific roles are highlighted in the document and the primary (P) and
secondary (S) departments and/or organizations responsible for each of these
are provided as well (Table too long to include in this document) and include:
1.1.1 Establish governance structures and
processes for digital health – QMD (P) & IT/CMED (S)

The implementation of digital health shall be lead within the Ministry of Health and Population
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by the Directorate of Quality Management and Digital Health. While the Director is the primary decision
maker, the decision process will be supported by permanent structures and temporally structures will
be set up based on need. Figure 10 below presents a governance framework for digital health in
Malawi. The key structures in this framework are the Directorate of Quality Management and Digital
Health, the Digital Health TWG and its sub TWGs and the Digital Health Steering Committee. The
steering committee is the high-level policy structure while the TWG is a technical implementation
guidance team comprising the government, development partners and the private sector (Page 72).

2.1.2 Ensure internet and network connectivity in all health facilities eGovernment (P) & Health ICT (S)

Implementation Roles
For the implementation of the digital health strategy to be successful there is need to clearly identify
roles for each stakeholder to ensure ownership of responsibility and accountability. The execution of
other activities in the plan falls outside the purview of the MoHP due to the nature of those activities.
Within the Ministry of Health and Population the primary stakeholders include the Directorate of Quality
Management and Digital Health, the Department of Planning and Policy Development through the
Central Monitoring and Evaluation Division, the Directorate of Administration through the ICT Section
and all the Departments and programs.

3.1.2 Facilitate increased numbers of skilled ICT personnel to support
implementation of digital health solutions – eGovernment (P) & QMD/HRMD
(S)

Outside the MoHP, the Department of e-Government in the Ministry of ICT, the Malawi
Communications Regulatory Authority and the Ministry of Local Government and Rural Development.
Table 6 (Refer to Table in pdf for details) below presents the activities and the stakeholder responsible
for each activity (Page 73-78).
Which organizations or groups are dedicated
to the development of e-health, and what is
their current role in the development of a
national e-health environment?

We would like to thank partners that funded or provided technical expertise to the process: The Bill
and Melinda Gates Foundation through the Kuunika Project for funding the strategy development
process; The US Centers for Disease Control and Prevention (CDC); The World Health Organization
for the Technical Support to assess the Malawi Digital Health Platform; GIZ for the Technical
Contributions; The USAID through the ONSE Project; Implementing Partners including Baobab Health
Trust, Luke International Norway, and the Health Information Systems Program (HISP)
(Acknowledgements Page 7).
MoHP has also used Government/Partner consultative forums such as the mHealth Sub TWG &
National Health Data Standards Sub TWG, which are also part of the governance structure in
implementation of digital health solutions (Chapter 2 Page 14).
Increased partner resource commitment towards HIS from 2015 (Global Fund, GAVI, USAID,
CDC, UNICEF, UNFAP, Norway, DFID, Bill and Melinda Gates Kuunika Project, GIZ, UN Agencies)
(Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021: Page 5).
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2.2.1 Define specifications for renewable and hybrid power solutions – PAM
(P)
2.2.2 Deploy hybrid power solutions in health facilities – PAM (P)

4.1.4 Improve performance of the current
EMRs – Implementing Partners (P) & QMD (S)
4.1.5 Saturate functionality to already installed facilities - Implementing
Partners (P) & QMD (S)
4.1.8 Strengthen management of health
research and data - Research Unit (NHSRC) (P) & CMED (S)
Organizations outside of the government that contributed to the development
of the Malawi e-health strategy:
•
•
•
•
•
•

The Bill and Melinda Gates Foundation through the Kuunika Project
- funding the strategy development process
The US Centers for Disease Control and Prevention (CDC)
The World Health Organization - Technical Support to assess the
Malawi Digital Health Platform
GIZ - Technical Contributions
The USAID through the ONSE Project
Implementing Partners
o Baobab Health Trust
o
Luke International Norway
o Health Information Systems Program (HISP)
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What competencies and capacities do the
above groups have in order to deliver a
national e-health vision and associated work
programme? For example, the question is
whether they are competent and capable to
perform:
•

programme execution and oversight

•

stakeholder engagement and
consultation

•

architecture design

•

clinical safety governance and
oversight

•

management and operations

•

monitoring and evaluation.

Three key assessments and consultations provided input into the strategy development process. First
was the Electronic Medical Record Systems Assessment which was independently conducted by the
Vital Wave with leadership from the Ministry. The sole purpose of this assessment which was funded
by the Bill and Melinda Gates Foundation was to inform the development of the Digital Health
Strategy. Additionally, with support from UNICEF, the Ministry organized a digital health end user
workshop where participants were drawn from the districts and health facilities. The aim of this
workshop was gain perspectives of the key challenges and demand for digital health at the
implementation level of the health system. The third input came from the assessment conducted by
the WHO mission to scope the digital health landscape in Malawi and identify key areas of focus to
improvement in order to integrate digital health in the delivery of health services. The report from the
scoping mission provided a number of recommendations to the Ministry. These assessments have
been integrated and have been vital to strengthen the final digital health strategy (Chapter 1 Page 7).

There appears to be collaboration between the Ministry and the
implementing/donor partners to complement each other in the area of
competencies and capacities to perform the listed activities.

The Central Monitoring and Evaluation Division (CMED) within the MoHP is
responsible for monitoring and evaluation(M&E).

With so many partners in the digital health environment, the Ministry need to closely monitor that every
effort is aligning and supporting the planned direction through the digital health strategy. Two key
areas will therefore be focused on. First is to ensure that activities are kept within the parameters of
the agreed strategic aims and objectives. And second, is to ensure that activities are consistent with
the strategic vision, mission, and values. To ensure successful digital health monitoring the following
tools will be used:
i. The Annual Implementation Plan. The Ministry will conduct regular reviews and audits of the annual
implementation plans to track implementation progress and adherence. ii. Digital health investment
framework. The Ministry will maintain in collaboration with the DPPD’s Aid Coordination Unit a
mapping of partners and investments in digital health. This will help track where resources are going
and where gaps exist.
iii. Semi-annual performance reports. These will articulate the progress in implementation of specific
activities and objectives. The digital health steering committee and TWG will receive these reports.
Notwithstanding the approaches highlighted above, the key inputs into monitoring and evaluation are
the performance metrics which provide either in quantitative or qualitative form the progress of
implementing the strategy. These metrics are also known as indicators. There are five types of
indicators categorized as inputs, process, output, outcome, and impact indicators. Input indicators
measure the level of resources put into programs; process indicators measure the activities and
milestones to enable service delivery to be implemented as planned; output indicators measure the
volume and percent of people provided with services, and the quality of the services provided;
outcome indicators measure the effect on behaviors. In the case of the strategy, it will measure the
effect of digital health on how work is done; impact indicators will measure and provide evidence that
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the purported improvement in health service delivery was as a result of the strategy implementation
(Page 87).
The HSSP II recognizes the Central Monitoring and Evaluation Division (CMED) within the MoHP
as the primary stakeholder responsible for monitoring and evaluation(M&E). CMED is also the
coordinating authority and steward of Malawi health data and information systems. To ensure
alignment, continuity, and harmonization of M&E activities and information systems, CMED
developed this unified Monitoring, Evaluation, and Health Information Systems (MEHIS) strategy,
which will serve as both the M&E plan for the HSSP II and an action plan for strengthening HIS in
Malawi (Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021:
Executive summary Page i).
Do these organizations currently collaborate,
and if not, for what reasons?

In collaboration with donors, the Ministry will, therefore, take the role of allocating intervention areas to
implementing partners based on gaps in the implementation of this strategy (Page 93) .

There is mention of collaboration between different government organizations
/ministries, departments within government organization/ministries and
between ministries/government organizations and external
organizations/implementing/donor organizations.

What authority and mandate do these entities
have to direct action at the various levels of
the health system (i.e., national, state, and
regional) to drive the development of a
national e-health environment?

To show its commitment to digital health leadership, the Ministry of Health and Population has
designated the Directorate of Quality Management to lead and coordinate the implementation of Digital
Health in the health sector. At national level, the Government designated the Ministry of Information
and Communication Technology with representation at Cabinet level to champion digital governance
(Preface Page 8).

National level: The Ministry of Health and Population designated the
Directorate of Quality Management to lead and coordinate the implementation
of Digital Health in the health sector. Government designated the Ministry of
Information and Communication Technology to champion digital governance.

What level of autonomy do healthcare
organizations and providers currently have
regarding investment in e-health, and how
does this differ across the health system?
What level of fragmentation exists across the
health system? For example, does the health
system collectively focus on health system
priorities, or do different segments and
organizations focus on their own particular
outcomes?

[did not find information about this]

[did not find information about this]

Health services in Malawi are provided by public, private for profit (PFP) and private not for profit
(PNFP) sectors. The public sector includes all health facilities under the Ministry of Health and
Population (MoHP), district, town and city councils, Ministry of Defense, Ministry of Internal Affairs and
Public Security (Police and Prisons) and the Ministry of Natural Resources, Energy and Mining. Health
services in the public sector are free-of-charge at the point of use. The PFP sector consists of private
hospitals, clinics, laboratories, and pharmacies. Traditional healers are also prominent and would be
classified as PFP. The PNFP sector comprises of religious institutions, nongovernmental organisations
(NGOs), statutory corporations and companies. The major religious provider is the Christian Health
Association of Malawi (CHAM) which provides approximately 29% of all health services in Malawi.
Most private and private-not-for-profit providers charge user fees for their services.

The information does not provide an answer to the question. It describes the
health system and services in Malawi in general.
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Malawi’s health system is organized at four levels namely: community, primary, secondary, and
tertiary. These different levels are linked to each other through an established referral system.
Community, Primary and Secondary level care falls under district councils. The District Health Officer
(DHO) is the head of the district health care system and reports to the District Commissioner (DC) who
is the Controlling Officer of public institutions at district level. At community level, health services are
provided by health surveillance assistants (HSAs), health posts, dispensaries, village clinics, and
maternity clinics. At primary level, health services are provided by health centres and community
hospitals. Health centres offer outpatient and maternity services and are meant to serve a population
of 10,000. The secondary level of care consists of district hospitals and CHAM hospitals of equivalent
capacity. Secondary level health care facilities account for 9.5% of all health care facilities. They
provide referral services to health centres and community hospitals and also provide their surrounding
populations with both outpatient and inpatient services. The tertiary level consists of central hospitals.
They ideally provide specialist health services at regional level and also provide referral services to
district hospitals within their region (Chapter1 Pages 2-3).
What is the expressed political commitment to
support the development of a national e-health
environment?

Leveraging the effort that government is making to connect all government departments through the
national fiber backbone is the most sustainable approach. Government is already paying for Internet
cost under GWAN. The Ministry of Health and Population therefore intends to take advantage of this
government driven initiative and connect all health facilities to the GWAN (Page 65).
Feedback from key stakeholders such as district health offices and central hospitals is that the Ministry
need to a hospital wide solution that enables clinical staff such as doctors and nurses use a decision
support solution at the point of service. This means that the digital solution should focus on how to
improve the quality of care at the point of service delivery rather than focus on data collection. The
Ministry has, therefore, put high priority on the implementation of a hospital wide digital health solution
(Page 66).

The Malawi government is connecting all government departments through the
national fiber backbone.
The Ministry of Health and Population intends to make internet connection
available in all health facilities through this initiative.
The Ministry has put high priority on the implementation of a hospital wide
digital health solution to address the issue of lack of a decision support solution
at the point of service in Malawi.

Component #2: Strategy and investment
Question (WHO & ITU Toolkit)
Which organizations, bodies and other
mechanisms are responsible for health
strategy and planning at national, state,
regional and local levels?
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Citation from policy document
The government of Malawi (from Health Sector Strategic Plan II (2017-2022) p 7).
Ministry of Health and Population
"Health services in Malawi are provided by public, private for profit (PFP) and private not for profit
(PNFP) sectors. The public sector includes all health facilities under the Ministry of Health (MOH)"
(from Health Sector Strategic Plan II (2017-2022) p.15)
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Summary-note, analytic remark
Organisations, bodies or mechanisms responsible for health strategy and
planning at:
national level: The government of Malawi, the Dept of Health and Population
state level: The government of Malawi
regional level: District Councils with the District Health Officer as head of the
district health care system, and reports to the District Commissioner. The
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Ministry of Health headquarters
The functions of the central level include policy making, standards setting, quality assurance, strategic
planning, resource mobilisation, technical support, monitoring and evaluation and international
representation. Five Zonal Health Support Offices (ZHSOs) are an extension of the central level and
provide technical support to districts" (p 16).
" The MoH, ZHSOs and District Health Offices (DHOs) are required to conduct quarterly Integrated
Support Supervisions (ISS) to central hospitals, district hospitals and lower level facilities respectively.
Since 2012, the paper-based checklists were abolished and electronic ones developed and uploaded
on smart phones that were procured for supervisors. There have been challenges to conduct regular
supervision that emanate from inadequate resources" (p 30).

district level also has District Health Management Teams (DHMT) that produce
implementation plans (see text further down in the middle column)

local levels: "health services are provided by health surveillance assistants
(HSAs) in communities, health posts, dispensaries, maternity clinics, health
centres and community hospitals" (p 15) – HOWEVER THESE ARE
PERHAPS TO A LIMITED EXTENT INVOLVED IN STRATEGY AND
PLANNING, - AS IT SAYS IN THE DOCUMENT: The Ministry of Health works
on the central level and tasks involve policy making, standards setting, quality
assurance, technical support, monitoring and evaluation.

" District Level - District Health Management Teams (DHMTs) are located within district hospitals but
have dual responsibilities of managing both the district hospitals and wider district health services. The
functional roles and responsibilities of DHMT members are not entirely clear and there is a lack of
terms of reference (TORs) and job descriptions for individual positions. Further, turnover within DHMT
members is high which limits continuity and institutional memory. DHMTs produce District
Implementation Plans (DIPs) to guide implementation at district level. Guidelines for DIPs were
developed in 2013 and are due for revision due to developments happened during the HSSP 1 period.
A number of local oversight institutions exist in order to ensure accountability and transparency of
health facilities. These bodies rarely exist and when they do, they perform their roles ineffectively. Civil
society organisations (CSOs) at district level have limited capacity to hold public servants accountable.
DHOs have instituted stakeholder coordination mechanisms to address lack of coherence and
coordination of resources. These mechanisms work better in some districts than others. Some local
partners have not subscribed to these mechanisms." (p 31)
"The HSSP II will be implemented by DHOs, central hospitals, development partners, civil society
organisations, Non-Governmental Organisations (NGOs) and other health stakeholders" (p. 9).
How well integrated is health strategy and
planning between the national, state, regional
and local levels?

"Malawi's health care system is organised at three levels namely; primary, secondary and tertiary.
These different levels are linked to each other through an established referral system. Primary and
secondary level care fall under district councils. The District Health Officer (DHO) is the head of the
district health care system and reports to the District Commissioner (DC) who is the Controlling Officer
of Public Institutions at district level". (p 15).

Malawi's healthcare system is organized at three levels (primary, secondary
and tertiary), which are linked through a referral system. Primary and
secondary level care are under the District Councils with a District Health
Officer who is responsible for coordination and coherence. However, it varies
how well this is performed in each district.

DHOs [District Health Officers] have instituted stakeholder coordination mechanisms to address lack of
coherence and coordination of resources. These mechanisms work better in some districts than others.
Some local partners have not subscribed to these mechanisms." (p 31)
PROJECT NO.
GA 101017450

OTHER

BeH_D5_1_v04_00

72

How is the country’s health system funded?

"Health care financing in Malawi remains unsustainable and unpredictable. During the period 2012/132014/15, development partners’ contributions accounted for an average 61.6% of total health
expenditure (THE), Government accounted for an average of 25.5% and households 12.9% of THE. In
the HIV/AIDS subsector, donor contributions average 95% of total financing. Health care financing
reforms were hence explored such as feasibility of a national health insurance scheme and
establishment of a health fund" (p. 9).

Health care financing is unpredictable. 2021-2015: 61,6% of health care
financing came from development partner. Government funding: 25,5% and
households 12,9% of the total health expenditure.

Development aid plays a key role in the economy and in the health sector it accounts for on average
62% of total funding" (p. 14).
Development aid plays a key role in the economy and count for 62% of total
funding in the health sector.
How is investment in eHealth and the broader
health ICT environment funded?

[No information found that specifies how health ICT is funded]

Did not find specific information about how the health ICT is funded.

Are there any government programmes or
schemes through which funding is available
for investing in health ICT or eHealth services
and applications, and eHealth infrastructure?

[No information found)

Did not find information about this.

Are there any existing funding mechanisms for
eHealth investments? Are these linked to
priority health information flows or the
implementation of eHealth standards?

"The Ministry has established the Digital Health PIU as a central coordination unit and financing
mechanism for all investments in digital health. In collaboration with donors, the Ministry will, therefore,
take the role of allocating intervention areas to implementing partners based on gaps in the
implementation of this strategy" (Digital health strategy, 2020-2025, p. 93).

The Ministry of Health and Population has established a central financing and
coordination mechanism for investments in digital health – the Digital Health
PIU.

Which government organizations or bodies
perform investment management roles for the
development of national infrastructure?

"The direction of the Ministry is to get maximum value from both existing and future investments by
ensuring that funds are leveraged on existing interventions to avoid duplication or repetition. The
Ministry is therefore harmonizing all investments from both financing and intervention perspectives. As
part of its implementation strategy the Ministry will annually update the digital health investment
framework" (p. 93).

The Ministry of Health and Population performs investment management for
the national infrastructure

Have there been any eHealth strategies or
plans that have failed or stalled? If so, what
were
the reasons?

[No information found on this]

[No information found on this]
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Component #3: Services and applications
Question (WHO & ITU Toolkit)
Which e-health services and applications
have been or are being implemented
across the health sector, and what is the
reason for their introduction?

Citation from policy document
Telemedicine was successfully piloted at Kamuzu Central Hospital with complementary efforts from other partners such as the
DREAM Project which is using telemedicine services in its health facilities. Other services such as the Chipatala Cha Pa Foni
are actively improving health information and knowledge through sharing of trusted and verified health messages. To digitize
and harmonize the implementation of the Health Management Information System, especially aggregate data reporting, the
Ministry has implemented the DHIS 2 as a single source for accessing aggregate health information. Although anecdotal
evidence suggests that more than 90% of service delivery and data management is paper based, the Ministry has made
progress in computerizing key HMIS sub systems at aggregate data management level. The key subsystems under HMIS
include integrated Human Resource Management Information System (iHRIS), Logistics Management Information System
(LMIS), Laboratory Information Management System (LIMS), Physical Assets Management Information Systems (PAMIS),
Integrated Financial Management Information System (IFMIS) and the various patient level systems implemented at facility and
community levels (Chaulagai et al., 2005). Each of these sub systems is represented by electronic systems that are used to
support service delivery (Page 18).

Summary-note, analytic remark
• DHIS 2 - to digitize and harmonize the implementation
of the Health Management Information System,
especially aggregate data reporting.
Not sure if the listed subsystems are being used across
the health sector.
• EMR implemented in approximately 15% of the public
health facilities
Are the listed e-Modules a part of the implemented EMR or
are they separate e-health services?
Is the HMIS mention in MEHIS 2017-2021 different from
the DHIS2?

DHIS 2 adopted as National HMIS platform
DHIS 2 reconfigured and updated with servers housed in MoH
Assessment on systems sub-systems interoperability conducted
(Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021: Page 6).
At patient level, through support provided by partners, the Government has developed and expanded an EMR solution over the
past 16 years. The EMR is currently implemented in approximately 15% of the public health facilities. It now has deployed 20 eModules including patient registration, assigning Unique Patient Identifiers to over 5 million patients in more than 130 Sites,
and increasing; HIV Testing Services Application which facilitate HIV testing and linking of the yield to treatment in ART, TB
and Antenatal Clinic (Page 19-20).
Malawi has made great strides in the last five years to improve and integrate HIS. The Ministry of Health (MoH) took inventory
of existing information systems in 1999, and in early 2000 endorsed a strategy to establish an integrated and comprehensive
routine health management information system. This led to the development and implementation of a routine data collection
and reporting platform—Health Management Information System (HMIS)—owned by and rooted in the GoM system
(Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021: Page 5).
Which projects or pilots are underway to
deliver e-health services and applications,
and what health challenges are these
attempting to address?
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Additionally, the Government is implementing another HIV and AIDS focused EMR, the DREAM software by the Community of
Sant'Egidio to fight AIDS in sub-Saharan Africa. This software is implemented across the few DREAM sites in Malawi (Page
20).
For example, the recent mHealth assessment identified more than 30 mHealth applications to be implemented in the health
sector. Some of these are implemented in the same geographical area (Page 32).
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HIV and AIDS focused EMR - to fight AIDS in sub-Saharan
Africa.
The strategy mentions mhealth pilots and projects across
the country but does not provide details.
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Which health information flows currently
exist or are being implemented within the
health sector?

Which individual electronic health
information services and applications are
currently in use?

Malawi’s health system is organized at four levels namely: community, primary, secondary, and tertiary. These different levels
are linked to each other through an established referral system.
Community, Primary and Secondary level care falls under district councils. The District Health Officer (DHO) is the head of the
district health care system and reports to the District Commissioner (DC) who is the Controlling Officer of public institutions at
district level. At community level, health services are provided by health surveillance assistants (HSAs), health posts,
dispensaries, village clinics, and maternity clinics. At primary level, health services are provided by health centres and
community hospitals. Health centres offer outpatient and
maternity services and are meant to serve a population of 10,000. The secondary level of care consists of district hospitals and
CHAM hospitals of equivalent capacity. Secondary level health care facilities account for 9.5% of all health care facilities. They
provide referral services to health centres and community hospitals and also provide their surrounding populations with both
outpatient and inpatient services. The tertiary level consists of central hospitals. They ideally provide specialist health services
at regional level and also provide referral services to
district hospitals within their region (Chapter1 Pages 2-3).
Services and applications follow a cascade of solutions provided at various levels of health service delivery including
community, facility, and national level. This cascade is represented in the architecture shown in Figure 2 below (Page 20):

Health system organized at four levels linked through an
established referral system (→): Community (health
surveillance assistants (HSAs), health
posts, dispensaries, village clinics, and maternity clinics)
→ Primary (health centres and community hospitals) →
Secondary (district hospitals and CHAM hospitals) →
Tertiary (central hospitals).
Describes health information flows with the health system
not the health sector which includes the ministry and
government health institutions.
• DHIS 2 - the national aggregate data warehouse
• Drug and essential supply logistics management
information systems using the OpenLMIS
• cStock - a last mile drug management tool at the
community level

In terms of applications, the analysis has noted the successful implementation of DHIS 2 as the national aggregate data
warehouse; the successful implementation of drug and essential supply logistics management information systems using the
OpenLMIS; the scale up of cStock as a last mile drug management tool at the community level (Page 13).
What level of diversity exists among the
health ICT applications and products that
are used today within the health sector?
For example, are there applications or
products that have a strong presence
across the sector, or is there a
PROJECT NO.
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To digitize and harmonize the implementation of the Health Management Information System, especially aggregate data
reporting, the Ministry has implemented the DHIS 2 as a single source for accessing aggregate health information. Although
anecdotal evidence suggests that more than 90% of service delivery and data management is paper based, the Ministry has
made progress in computerizing key HMIS sub systems at aggregate data management level. The key subsystems under
HMIS include integrated Human Resource Management Information System (iHRIS), Logistics Management Information
System (LMIS), Laboratory Information Management System (LIMS), Physical Assets Management Information Systems
(PAMIS), Integrated Financial Management Information System (IFMIS) and the various patient level systems implemented at
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There appears to be diversity among mhealth applications
but to adopt DHIS 2 as a single source for accessing
aggregate health information.
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proliferation of different applications or
products in use to address local needs?

facility and community levels (Chaulagai et al., 2005). Each of these sub systems is represented by electronic systems that are
used to support service delivery (Page 18).

There is mention of different EMRs being used within the
health sector.

For example, the recent mHealth assessment identified more than 30 mHealth applications to be implemented in the health
sector. Some of these are implemented in the same geographical area. Furthermore, lack of a minimum set of standards with
criteria against which EHRs can be measured has made difficult the coordination effort to harmonize effort around HER
implementation (Page 32).
Can existing e-health services and
applications be integrated with other
services and applications, or scaled up
beyond their current use to support larger
individual and healthcare provider
populations?

As noted in Table 3 below, these systems are not interoperable with each other. Additionally, these sub systems are all part of
the one system, the national health management information system (HMIS) as such they are incomplete when considered
individually as they need to input into each other (Page 18).
From a 2019 analysis that looked at HIV systems, there were many different systems across various departments within the
ministry where HIV data was stored as shown in Figure 7 below, yet none of them were connected in a way to make it easy for
users to share information and/or perform analyses. At the point of care, lack of interoperable systems affects the linkage
between care providers, sharing of clinical information between the care providers as well as the provision of smooth and
uninterrupted care to patients (Page 29-30).

The strategy does not answer this question directly but
identifies the lack of interoperable systems.
No direct mention of the possibility to scale up existing ehealth services and applications.

The benefits that can be generated from the health information system is limite by lack of interoperability and/or data
exchange between the multiple electronic subsystems and the national central repository for aggregate data, DHIS2. In
addition, Malawi lacks the core components of an interoperability layer necessary for data to be accurately linked and analyzed
across systems.
(Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021: Page 5).
Which electronic communication channels
are being used to deliver healthcare
services to individuals remotely, such as
telephone, videoconference, web
conference, mobile phone, and other
electronic consultation tools?

The National Health Information System (HIS) designates mHealth for the community level. The strategy includes a target that
by 2022, 50% of Community Health Teams (CHTs) should be using mHealth for integrated service delivery, data collection,
and supervision (Page 25).

No mention of the electronic communication channels
being used to deliver healthcare services to individuals
remotely.

At community at least 31 different applications are in use providing access to almost 45% of health surveillance assistants
(HSAs) currently active (Page 26).

mhealth has been designated for the community level,
although no mention of whether it is currently in use.
No further information on the 31 different applications in
use providing access to HSAs currently active.

What national health or other information
and knowledge sources exist today?

•
•
•
•
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DHIS2 adopted by MoH and rolled out to all districts
Electronic medical record (EMR) systems for outpatient department(OPD) and antiretroviral therapy (ART) rolled
out to over 120 high-volume health facilities
mHealth solutions (C-Stock, Chipatala cha pa foni)
Laboratory management information systems (LMIS) rolled out
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No information in the strategy about the national health
information sources and knowledge available in the
country in the strategy.
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Integrated human resources system (HRIMS) and logistics information management systems(LIMS) in place
(Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021: Page 5 -6).
2. Update standards of clinical coding of disease conditions – conditions in the OPD register revised (Chapter 1 Page 5).
•

What level of adoption of e-health
standards has occurred among existing ehealth services and applications?

The Ministry of ICT has a set of ICT standards to be used in deployment and use of ICT products. The Ministry of Health and
Population has adopted various standards to support the implementation and use of health information systems. Such
standards include national handbook of indicators, the Master Health Facility Registry, the Terminology Registry etc. In
addition, the implementation of digital health solutions has incorporated the use of standards including the HL7, FHIR, SOAP
etc ( Chapter 1 Page 20-21).

Obtained from the Key Achievements of 2011-2015 digital
health strategy implementation review.
Information about the adoption of standards by the Ministry
of Health and Population but no detailed information about
the adoption of standards by the existing e-health services
and applications.

How is investment in e-health services
and applications being funded (e.g.,
publicly, privately, other)?

While Government procures and supports some of the ICT technologies, most of the digital health solutions are financed by
donors and partners. Although Government contribute officers to support deployment of the digital systems, most projects have
time frame of basically five years demonstrating a strong link with donor project funding cycles. Consequently, the government
fails to sustain such projects due to financial challenges and poor incorporation of sustaining strategies in projects (Chapter 1
Page 14).

Most e-health services and applications are donor funded.

Which e-health services, applications and
information sources are used today to
undertake health management,
administration, analysis and reporting at a
national, state, and regional level?

8. Improve patient management at the OPD and Wards by ensuring that the Clinician, Physician, Order Entry (CPOE) for the
OPD; and Admission, Discharge and Transfer (ADT) for the Ward are computerized for all high burden health facilities – OPD
EMR extended to more than 70 health facilities within the period.

Obtained from the Key Achievements of 2011-2015 digital
health strategy implementation review.

10. Strengthen the drug Logistics Management Information System (LMIS) through design and implementation of an electronic
system – OpenLMIS in place
11. Other patient management systems developed and implemented in selected facilities within this period include NCDs,
LIMS, Pilots for Village Clinic; cStock piloted and scaled up (Chapter 1 Page 6)
DHIS2 adopted by MoH and rolled out to all districts
Electronic medical record (EMR) systems for outpatient department (OPD) and antiretroviral therapy (ART) rolled
out to over 120 high-volume health facilities
•
mHealth solutions (C-Stock, Chipatala cha pa foni)
•
Laboratory management information systems (LMIS) rolled out
Integrated human resources system (HRIMS) and logistics information management systems(LIMS) in place (Monitoring,
Evaluation and Health Information Systems Strategy (MEHIS) 2017-2021: Page 5 -6).
•
•

What are the challenges or barriers to the
introduction and use of e-health services
and applications within the nation’s health
system?
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•
•
•
•
•
•
•

DHIS2
OPD EMR
ART EMR
mHealth solutions (C-Stock, Chipatala cha pa foni)
Laboratory management information systems (LMIS)
Integrated human resources system (HRIMS)
Logistics information management systems(LIMS)

While appreciating the progress that has been made, the situation analysis recognizes the following key challenges:
i. High dependence on Paper based approach to health service delivery
ii. Lack of Sustainability of digital health Solutions
iii. Inadequate coverage of digital health solutions e.g., Electronic Medical Records Systems (EMRs)
iv. Lack of Interoperability between digital systems
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Have there been any large-scale e-health
services or application projects that have
failed or stalled? If so, what were the
primary reasons?

v. Lack of trust in Data Quality and lack of Data Use
vi. Poor coordination of Digital Health Efforts (Page 14).
[did not find information about this]

[did not find information about this]

Component #4: Infrastructure
Question (WHO & ITU Toolkit)
Can individuals, healthcare providers and
healthcare organizations be uniquely identified
across the health sector?

Citation from policy document
The key challenge in enabling continuity of care is to uniquely identify each user of the health system. In the absence
of a national unique identifier the MoHP introduced the national Unique Health Identifier through the implementation of
EMRs. Other programs such as HIV also introduced other unique identifiers in order to improve tracing of patients.
However, for national unique identification the Ministry of Home Affairs and Internal Security through the National
Registration Bureau (NRB) has the mandate to register all citizens over 16 years with a national ID number and card.
At the end of a mass registration campaign in December 2017 over 9 million (48% of total population) Malawians
aged 16 and above had registered for the national ID card. The national ID card contains a chip, which also contains
the biometric details of the individual. The NRB has provided for space on the chip to be used for electronic health
passport based on the Health Service applet CWA 15974, commonly known as the electronic European Health
Insurance Card. The electronic health passport will be used for storage of individual health information. The roll out of
the National ID registration has provided potential for continuity of health service delivery for each individual. The
National ID came at a time when the health sector had implemented the Demographic Data Exchange (DDE).
Through the DDE, health service beneficiaries are able to get a unique number although there is a possibility for a
beneficiary to get duplicate numbers within or across health facilities. Efforts are underway to utilize the National ID in
the health sector (Page 26).

Summary-note, analytic remark
The MoHP introduced the national Unique Health Identifier
through the implementation of EMRs. Other programs such as
HIV also introduced other unique identifiers in order to improve
tracing of patients.

How advanced are healthcare providers and
organizations in their adoption of ICT, in
particular the use of computer systems and
network-based communications?

Notably, there has been increased investment in computing infrastructure at national, district and facility levels. More
healthcare workers continue to get access to end user computing devices, connectivity, training, and digital systems
to support health service delivery.

More healthcare workers continue to get access to end user
computing devices, connectivity, training, and digital systems to
support health service delivery.

How advanced are they in their adoption of
healthcare provider systems, such as practice
and patient management systems, and clinical
information systems?

[did not find information about this]

[did not find information about this]

Are there segments of the health sector that
would be considered highly computerized,

[did not find information about this]

[did not find information about this]
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Efforts are underway to utilize the National ID in the health
sector; it contains a chip that contains the biometric details of
the individual and there is available space on the chip to be
used for electronic health passport based on the Health Service
applet CWA 15974, commonly known as the electronic
European Health Insurance Card. The electronic health
passport will be used for storage of individual health
information.
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which may make them candidates for
delivering ‘quick wins’?
Are there any existing repositories of
electronic health information for individuals,
such as electronic health records or any other
data assets that capture information regarding
an individual’s encounters with the health
system?

The MoH continues to strengthen the collection and reporting of data through a harmonized Health Management
Information System (HMIS), which includes the District Health Information Software (DHIS2). The DHIS2 is the central
data repository, which aggregates routine health management information data emanating from health facilities
(Health Sector Strategic Plan II 2017-2022 Page 17).

DHIS2 is the central data repository, which aggregates routine
health management information data emanating from health
facilities.

What is the capacity and coverage of data
connectivity and networking across the
country, including metropolitan, regional, rural,
and remote areas?

To date, the Malawi Government has laid more than 2086Km of the fiber backbone across the country's 28 districts
with drop off points at each and every DCs office. As a result, Government offices in Lilongwe, Mchinji, Salima,
Nkhotakota and Rumphi including selected health facilities have been connected to the Government Wide Area
Network (GWAN). The overall goal of the Government is to connect all public institutions in the country to the GWAN
through the high-speed backbone with an aim of modernizing public service. In addition, partners such as Baobab
Health Trust have deployed a network backbone connecting districts and facilities to wide area network through a
virtual private network (Page 23).

The Malawi Government has laid more than 2086Km of the
fiber backbone across the country's 28 districts with drop off
points at each and every DCs office. As a result, Government
offices in Lilongwe, Mchinji, Salima, Nkhotakota and Rumphi
including selected health facilities have been connected to the
Government Wide Area Network (GWAN).

What is the capacity and coverage of mobile
connectivity and networking (e.g., mobile
phone coverage) across the country, including
metropolitan, regional, rural, and remote
geographical areas?
What is the penetration of computers and
high-speed Internet in the general public?

[did not find information about this]

Until 2016, the proportion of individuals using Internet has been increasing as shown in Figure 5 below, although cost
is a key barrier to access. MACRA’s 2014 Survey on Access to ICT and Computer Services established that at
community level 56% of individuals perceive cost as the key barrier to Internet access. High costs for mobile phone
usage might be a key contributor to this perception as some studies have suggested that the use of mobile phone is
very expensive in Malawi considering that the mobile phone is the most common end user computing device in
Malawi (Page 23).

Baobab Health Trust have deployed a network backbone
connecting districts and facilities to wide area network through a
virtual private network.
[did not find information about this]

The proportion of individuals using Internet has been
increasing.
The mobile phone is the most common method of connectivity
in Malawi.

With mobile phone coverage by population of 80% and the proportion of households with mobile phones at 36%
(MACRA, 2014), the mobile phone is the most common method of connectivity in Malawi. More people including
health care workers are finding platforms provided by the mobile phone, including messaging, whatsup etc, more
relevant for both individual and work-related communication (Page 24).
What is the penetration of mobile phones and
other smart devices in the general public?
PROJECT NO.
GA 101017450

With mobile phone coverage by population of 80% and the proportion of households with mobile phones at 36%
(MACRA, 2014), the mobile phone is the most common method of connectivity in Malawi. More people including
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Mobile phone coverage by population is 80% and the proportion
of households with mobile phones is 36%.
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health care workers are finding platforms provided by the mobile phone, including messaging, whatsup etc, more
relevant for both individual and work-related communication (Page 24).
What national, state, and regional computing
infrastructure exists across the country,
including components such as server farms,
data centres, support systems and personnel,
etc.?

In terms of infrastructure, analysis has noted the progress that Government has made both in the health sector and at
national level. The Government has extended the fiber backbone network to all districts, has established two fiber
links to the sea for Internet access and has gazetted a number of legislations to improve digital governance. ICT
penetration continues to rise steadily although the access to Internet and other digital services remains low compared
to the rest of SADC countries (Page 13).

Computing devices such as desktop computers, laptops,
tablets, and mobile phones are more visible at all levels of
healthcare.
Different server sites host Government systems.

Contrary to the situation 5 years ago, computing devices such as desktop computers, laptops, tablets, and mobile
phones are more visible at all levels of healthcare. In addition to computing devices, other critical infrastructure is the
National Data Centre which has not been implemented yet; hence Government Systems are hosted in different server
sites resulting in high management cost. Plans are underway to establish a national Data Centre (Page 23).
Can existing infrastructure components scale
up to support broader national use?

The activities around this strategy are therefore aimed at mobilizing resources and support to extend the operation of
MNOs to cover health facilities. In terms of public sector, extending the connectivity for the health sector intends to
leverage the connectivity infrastructure that government has established through eGovernment. This means
extending the government fiber network and connectivity to district health offices and health facilities (Page 43-44).

Have there been large-scale e-health or other
ICT infrastructure projects that have failed or
stalled? If so, what were the primary reasons?

The main source of power in Malawi is electricity grid provided by the Electricity Supply Commission of Malawi.
However, the country has been facing constant and prolonged power interruptions. This has made it difficult to
progress in implementation of reliable digital health systems. As a solution the health sector has slowly been moving
to alternative sources of energy including renewable and hybrid energy sources. For example, the country is using
solar energy for vaccination refrigerators and Electronic Medical Records systems deployment, among others.
However, the utilization is at a smaller scale although it can be expanded (Chapter 2 Page 23).

Extending the connectivity for the health sector intends to
leverage the connectivity infrastructure that government has
established through eGovernment i.e., extending the
government fiber network and connectivity to district health
offices and health facilities.
No direct answer to this question in the strategy or other
documents.

Component #5: Standards and interoperability
Question (WHO & ITU Toolkit)
What work has been done on establishing standards for the
following:
(6) The storage of health datasets using consistent
data structures

(7) The exchange of structured health data

PROJECT NO.
GA 101017450

Citation from policy document
"In terms of Interoperability, the MoHP is following a standards based approach to Interoperability with the
development of key interoperability components based on the Open Health Information Exchange (OpenHIE)
framework as shown in Figure 3 below. As such the Ministry has developed the Master Facility Registry and as of
2018 work was under way to develop the Interoperability Layer and the Terminology Registry which comprises
definitions for both disease diagnosis and treatment" (Chapter 2, p. 21)
"The Master Health Facility Registry (MHFR) which is the national registry of all facilities maintained by the Ministry of
Health and Population, was completed in 2018. Figure 4 shows some screenshots from the MHFR. Other key
OTHER
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Summary-note, analytic remark
Interoperability-components developed. Based
on the Open Health Information Exchange
(OpenHIE) framework. Completed work: the
Master Facility Registry. From 2018, onwards): I
worked on the interoperability Layer, the
Terminology Registry
MHFR= the Master Health Facility Registry
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(8) The unique identification of individuals, health care
providers, and health care organizations across
the health sector

(9) The authentication of health care organizations
and providers

(10) The secure transmission of health information
between health care providers?

components for interoperability slated for development include the terminology service and demographic data
exchange (DDE) as the client registry" (Chapter 2, p. 22).
(3) "The key challenge in enabling continuity of care is to uniquely identify each user of the health system. In the
absence of a national unique identifier the MoHP introduced the national Unique Health Identifier through the
implementation of EMRs. Other programs such as HIV also introduced other unique identifiers in order to improve
tracing of patients. However, for national unique identification the Ministry of Home Affairs and Internal Security
through the National Registration Bureau (NRB) has the mandate to register all citizens over 16 years with a national
ID number and card. At the end of a mass registration campaign in December, 2017 over 9 million (48% of total
population) Malawians aged 16 and above had registered for the national ID card. The national ID card contains a
chip, which also contains the biometric details of the individual. The NRB has provided for space on the chip to be
used for electronic health passport based on the Health Service applet CWA 15974, commonly known as the
electronic European Health Insurance Card. The electronic health passport will be used for storage of individual
health information. The roll out of the National ID registration has provided potential for continuity of health service
delivery for each individual. The National ID came at a time when the health sector had implemented the
Demographic Data Exchange (DDE). Through the DDE, health service beneficiaries are able to get a unique number
although there is a possibility for a beneficiary to get duplicate numbers within or across health facilities. Efforts are
underway to utilize the National ID in the health sector" (Chapter 2, p. 26).
"The country is implementing Civil Registration and Vital Statistics through registration of births and deaths. Birth
registration is available at all health facilities providing maternity services. Children under 16 years are to be
registered through birth registration and receive a birth certificate with their national ID number, but at the moment
only a small percentage of children has actually been registered, leaving a gap of 8-9 million children that are not
legally registered with a national ID number" (Chapter 2, p. 27).
For Unique Identification to be effectively implemented in the health sector the following considerations are key. First,
there is need to ensure that all children under the age of 16 are provided with a National Unique ID. Since this
population comprises more than 50% of the total population and the most of users of the health system, implementing
Unique ID with only adults may not be feasible. Second, the National ID is only available to eligible Malawians and
selected groups of non-nationals who achieve a certain criteria. However, the health system continues to be
accessed by non-nationals who are not eligible for the Malawi National ID especially through the long borders with
Mozambique, Zambia and Tanzania. Third, there are ethical and security concerns about directly matching patient
records with the national ID as any one who knows the ID can attempt to look up a person’s medical history. The
issue of non eligible non-nationals for the National ID and the issue of security concerns necessitate the
implementation of a complementary health sector Unique ID" (Chapter 2, p. 27).

MHFR is the national registry of all facilities
Ministry of Health introduced the national Unique
Health Identifier through the implementation of
Electronic Health Records.
Unique identifiers will improve tracing of patients.
All citizens above age 16: national ID card w/chip
with biometric details. Also possible to store
electronic health passport on chip (health
information).
Challenges implementing national ID:
1)

Implementing ID numbers for only
adults not feasible since half of
population is under age 16.
2) National ID only eligible for
Malawians, but non-nationals have
access to the health system
3) Ethical and security issues of
matching national ID with patient
records (anyone knowing someone's
ID can look up this info).
Conclusion: need to implement a
complementary health sector Unique ID.
MoHP has no digital health solution provided at a
health facility that can cover all services.
No standards exist for implementing or designing
digital solutions at health facilities (including the
EHRs)
Multiple databases, digital systems and
applications, but interoperability is a problem.

"Up to now, the Ministry has no digital health solution which can cover all services provided at a health facility. This
has led to a mixed approach of digital and paper in facilities where digital health solutions are implemented. While
PROJECT NO.
GA 101017450
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there are various initiatives to implement digital health solutions at health facilities there are no standard guidelines to
design and implement such solutions including Electronic Health Records (EHRs)" (Chapter 3, p. 29).
"Within health domains there are multiple databases, digital systems, and applications that are not interoperable,
disconnected and are unable to talk to one another" (Chapter 3, p. 29).
What work has been done on establishing common medical
and clinical technologies?

During the previous e-health strategy period (2011-2015) Malawi updated the standards "of clinical coding of disease
conditions – conditions in the OPD register was revised" (Chapter 1, p. 5).

Prior to 2015, Malawi updated the standards of
clinical coding of disease conditions.

Are there any commonly agreed interoperability requirements
or standards for e-health and other health ICT services and
applications?

"To achieve this [interoperability], the global community has supported the process through development of standards
around interoperability culminating into the Open Health Information Exchange (OpenHIE) framework
(http://openhie.org/)" (Chapter 1, p. 12).

The global community has supported the dev of
standards for interoperability – resulting in the
Open Health Information Exchange (OpenHIE)
framework.

"The Ministry of ICT has a set of ICT standards to be used in deployment and use of ICT products. The Ministry of
Health and Population has adopted various standards to support the implementation and use of health information
systems. Such standards include national handbook of indicators, the Master Health Facility Registry, the
Terminology Registry etc. In addition, the implementation of digital health solutions has incorporated the use of
standards including the HL7, FHIR, SOAP, etc. "(chapter 2, p 20-21).
"A special type of standards that Ministry of Health and population (MoHP) has developed are the Standard Operating
Procedures (SoPs) and Guidelines to support implementation of digital health solutions. These include SoPs and
guidelines for the following: HIS Security Guidelines; Interoperability of Systems; Introduction of New Systems;
Disaster Recovery and Data Breach; User Support and User Account Management; among others" (chap.2,p. 21).

The Ministry of ICT has a set of standards to be
used, and the MoHP has developed a national
handbook of indicators. In addition, the
standards of HL7, FHIR and SOAP etc have
been incorporated in the impl. of digital health
solutions.

MoHP has developed a special type of standards
called the Standard Operating Procedures
(SoPs)
Are there any accreditation standards for e-health services
and applications which focus on ensuring interoperability with
other services and applications?
Which organizations or bodies are currently developing ehealth standards and other material to support interoperability
across the health sector, and what is the scope of their
work?
Have there been e-health standards or interoperability
initiatives that have failed or stalled? If so, what were the
primary reasons?
PROJECT NO.
GA 101017450

[did not find information about this]

[did not find information about this]

-Ministry of ICT
-The Ministry of Health and Population
▪ Digital Health TWG and its Sub TWGs
▪ Certify/licensing authority
▪ High level, multisectoral steering committee
[did not find information about this]

[did not find information about this]
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Component #6: Legislation, policy, and compliance
Question (WHO & ITU Toolkit)
What data protection legislation and regulatory
frameworks exist?

Citation from policy document
At national level, the Government through the Ministry of ICT and the Ministry of Health and Population has put in
place various regulations, laws, policies and standards to guide the implementation of the digital systems. The
following documents provide a framework and vision for ICT in the country:
● the eTransactions and Cyber Security Act (2016), which aims to provide a framework for digital transactions and to
protect individuals from digital fraud
● the Access to Information Act (2017) which provides guidelines for access to public data
● the National ICT Policy (2013). The aim of the policy is to support the national goal of wealth creation and
reduction of poverty through sustainable economic growth and infrastructure development
● the National ICT Master Plan and the ICT Standards & Guidelines.
● the Health Information Systems Policy (2015) is available.
● the Malawi National Registration Act (2009). Records births, deaths, and marriages at the village, traditional
authority, district, and national levels. Also establishes a registry of everyone in Malawi who is 16 years or older and
is a Malawian citizen or has a permanent residence permit, a temporary employment permit, or a business residence
permit
● The Malawi Health Sector Monitoring, Evaluation and Health Information Systems Strategy (2017)
● Monitoring and Evaluation Health Information System 2018 (MEHIS) (Chapter 2, p. 15-16).

Summary-note, analytic remark
Min. of ICT + MoHP have made regulations&policies to guide
impl of digital systems. A list of documents that form the
framework for ICT in Malawi:
eTransactions and Cyber Security Act (2016)
Access to Information Act 2017)
National ICT policy (2013)
National ICT master Plan and the ICT Standards &
Guidelines
Health Information Systems Policy (2015).
Malawi National Registration Act (2009)
The Malawi Health Sector Monitoring, Evaluation
and Health Information Systems Strategy (2017)
Monitoring and Evaluation Health Information
System (2018).

"As special type of standards that Ministry of Health and population (MoHP) has developed are the Standard
Operating Procedures (SoPs) and Guidelines to support implementation of digital health solutions. These include
SoPs and guidelines for the following: HIS Security Guidelines; Interoperability of Systems; Introduction of New
Systems; Disaster Recovery and Data Breach; User Support and User Account Management; among others.
Notwithstanding, there is need to develop and implement digital health Standards and Guidelines document.
Furthermore, as a basis for implementation of digital health solutions, the Ministry of Health and Population has

MoPH has standardised data collection and reporting tools.

MoPH dev the Standards Operating Procedures (SoPs) and
Guidelines to support impl of digital health solutions.

A set of revised registries was released 2018.
National Health Indicator s Handbook published (2018?)
Definition of diagnoses based on ICD-10 coding out in 2018.

standardized data collection and reporting tools. A new set of revised selected registers was released in 2018. The
Ministry has also finalized the development of National Health Indicators Handbook and as of 2018the development
of Program level indicators was in progress. The
MoHP through the Central Monitoring and Evaluation Division was finalizing the definition of diagnoses based on
ICD-10 coding as of 2018" (Chapter 2, p. 21).
Which areas do existing data protection
legislation and regulatory frameworks
address, such as:
(4) individuals’ choice to opt in or opt
out of the collection of their personal
PROJECT NO.
GA 101017450

The strategy's "Objective 5" deals with security of information (p. 54). In the rationale behind this objective, it is
stated:
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Promote privacy and security of clients' data
Plans to develop tracking system of all data accesses.
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health
information;
(5) purposes for collection, use,
disclosure, accuracy, retention,
access to and correction
of erroneous information, security of
an individual’s personal
health information;
(6) regulatory, compliance and
enforcement mechanisms?

"In digital health systems security extends the privacy of the individual. Privacy is defined as the right of an individual
to keep his/her individual health information from being disclosed. This is typically achieved through policy and
procedure" (p. 56).
Strategy 5.3: "Address ethical issues in digital health in order to promote privacy and security of clients data" (p. 56).
5.3.1 Implement and enforce Data Access and Release Sops
5.3.2 Develop a tracking system of all authorized data accesses and disposal policy for ease follow up.
5.3.3 Conduct targeted orientation on privacy and confidentiality ethical issues (p. 57)
Strategy 5.4 "Ensure that digital health information and users are protected from undesirable threats including
physical threats (fraud and theft), malwares, breach of privacy, misuse of information.
5.4.1 Implement user account management SoPs
- Enforce password policy in all digital health systems
5.4.2 Enhance physical security controls in all digital health systems
- implement physical access control system to digital health systems
- Install physical security controls in all buildings housing electronic equipment (e.g., lock, authentication processes,
alarm system, burglar bars, etc.).
5.4.3 Implement and adhere to security measures in line with Public Service ICT Standards" (p 57).

Do existing legislation and regulatory
frameworks support or constrain the sharing
of health information across geographical and
health sector boundaries?

Existing legislation and regulatory frameworks do not constrain the sharing of health information across geographical
and health sector boundaries, but they do not support this either. The legislation and regulatory framework that exist
results in a variety of databases, quote from page 29: "there are multiple databases, digital systems, and applications
that are not interoperable, disconnected and are unable to talk to one another. This affects the ability of the systems
to share information securely and timely, ultimately affecting the quality of information" (p. 29).

It does not seem as if existing legislation and regulatory
frameworks do not constrain the sharing of health information.
The problem is the variety of systems and databases and the
lack of interoperability between them. This is the reason shy
information is not shared across health sector boundaries.

If various data protection legislation and
regulatory frameworks exist at different
levels (e.g., national, state, regional), are they
consistent with one another?

No, there is a lack of harmonization and consistency between the different systems – indicating that the regulatory
framework and legislation do not secure or facilitate improvement in these matters.

Lack of consistency between the regulatory frameworks at
different levels, due to lack of coordination, consultancy
between government departments and ministries and lack of a
minimum set of standards.

PROJECT NO.
GA 101017450

"The situation analysis has covered issues of leadership and governance and Legislation, Policy and Compliance
which are vital in the coordination of digital health investments. However, gaps still exist as evidenced by lack of
harmonization in the implementation of digital health investments. For example, the recent mHealth assessment
identified more than 30 mHealth applications to be implemented in the health sector. Some of these are implemented
in the same geographical area. Additionally, there has been lack of consultative decision-making processes with key
departments in the Ministry or other government departments and ministries in the introduction or deployment of
digital health systems as some departments and programs have unilaterally initiated and deployed solutions without
including other departments in the decision process. Furthermore, lack of a minimum set of standards with criteria
against which EHRs can be measured has made difficult the coordination effort to harmonize effort around HER
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implementation. These challenges point to inadequate policy and regulatory framework for the management and
coordination of digital health implementations" (p. 32).
Who is responsible for regulating compliance
with data protection legislation, in
particular across the nation’s health sector?
What risks do existing data protection
legislation and regulatory frameworks pose to
the growth and development of the national ehealth environment?

The Ministry of Health and Population and the Ministry of ICT.

The Ministry of Health and Population and the Ministry of ICT.

There are regulatory frameworks for the sharing of information. But there are also "Inadequate policies on security,
privacy and data governance at national level" (p 33) and "Inadequate coverage of integrated digital health solutions
across all service areas in community and facility" (p 33).

There are inadequate policies on security, privacy, and data
governance.

What existing health policies and broader
economic and national policies directly or
indirectly support improved health information
flows through the nation’s health
system? Conversely, are there policies that
would act as a barrier or risk to investment in
improving health information flows?

Development of EHRs (Electronic health Records), and transition from EMR (Electronic Medical Records). This will
improve health information flows.

Development of Electronic Health Record for each citizen.
However, this is hindered by the fact that if all digital health
information regarding a person is to be collected, stored,
transferred, the person must have a unique national ID number
tied to the health record. 50% of the population do not have a
national ID number (that is: children below 16, and nonMalawians living in Malawi).

Link the National ID with health identification system. However: not all children under the age of 16 are registered and
therefore lack their national ID number. Children under 16 years are to be registered through birth registration and
receive a birth certificate with their national ID number, but at the moment only a small percentage of children has
actually been registered, leaving a gap of 8-9 million children that are not legally registered with a national ID number.
To improve the matters here, a task force has been appointed "to develop a concept document on a possible mass
birth and ID registration of children for the benefit of all different departments" (p 27).
"Second, the National ID is only available to eligible Malawians and selected groups of non-nationals who achieve a
certain criteria. However, the health system continues to be accessed by non-nationals who are not eligible for the
Malawi National ID especially through the long borders with Mozambique, Zambia and Tanzania" (p 27).
"Third, there are ethical and security concerns about directly matching patient records with the national ID as any one
who knows the ID can attempt to look up a person’s medical history. The issue of non eligible non-nationals for the
National ID and the issue of security concerns necessitate the implementation of a complementary health sector
Unique ID" (p. 27).

Which organizations or bodies are currently
responsible for the development of health
sector and broader national standards?

Ministry of Health and Population, Ministry of ICT through the department of E-government. A taskforce has been
appointed, and the taskforce functions as "the major coordinating mechanism driving the different steps for
developing the strategy with the Directorate of Quality Management and Digital Health as the Secretariat continuing
from the effort that started with the Directorate of Planning and Policy Development" (chapter 1, p.7).

Ministry of Health and Population, Ministry of ICT through the
department of E-government.

"…[the] government is working to provide an enabling environment for the implementation of digital health in Malawi".
(chapter 1, p. 7).
Which organizations or bodies are currently
responsible for undertaking
conformance, compliance and accreditation of
PROJECT NO.
GA 101017450

[No information found – or at least did not find this written explicitly in the document. However, it might be the case
that this belongs under the mandate of the Ministry of Health and Population]
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products and services, including ICT, used in
the health sector?
Have there been any failed or stalled attempts
to develop e-health policy and legislation, or ehealth compliance processes? If so, what were
the reasons?

[No information found]

[did not find information about this]

Are there policies to define medical
jurisdiction, liability, or reimbursement of ehealth
services (public and private insurance), such
as telemedicine?

[No information found]

[did not find information about this]

Are there policies for quality criteria,
information management and sales of
medicines and regulated health products on
the Internet?

[No information found]

[did not find information about this]

Are there policies for equity of access to
information, including for gender and
other sociocultural groups?

The strategy contains objectives regarding enabling access to appropriate e-health solutions in rural and remote
areas (p. 43). Mobile Network Operators focus on return on investment "and are therefore not attracted to invest in
point of presence in low income areas where health facilities are also available. The activities around this strategy are
therefore aimed at mobilising resources and support to extend the operation of MNOs to cover health facilities" (p
43). ,…"This means extending the government fiber networks and connectivity to district health facilities" (p 44).

The strategydocument contains objectives on securing
appropriate e-health solutions and access in rural and remote
areas in Malawi.

What policies exist to stimulate and manage
innovations such as who is responsible for
introducing change and innovation, how risks
are managed and how to evaluate
appropriateness, feasibility, and utility?

[No information found]

[did not find information about this]

What policies exist to demonstrate health
outcomes due to e-health, and provide
evidence on clinical effectiveness?

[No information found]

[did not find information about this]

What policies exist to promote e-commerce
and services provision (for example, esignature) in all sectors?

[No information found]

The words "e-signature" or "e-commerce" did not appear in the
document.

PROJECT NO.
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Component #7: Workforce
Question (WHO & ITU Toolkit)
What is the current level of skill of the health
workforce in the use of e-health and
health ICT to support the day-to-day delivery
of care to individuals?

Citation from policy document
"For the digital health professionals, the education sector has moved to provide academic training in medical
engineering, computer sciences, information technology, and health informatics. While this pool of trained personnel
is available, the Ministry of Health and Population continues to struggle in hiring and retaining adequate numbers of
staff to strengthen the delivery of its services. At national level, the ICT Section continues to have high vacancy rates
as struggles to fill positions due to the freeze on hiring of new staff by the government. Although eGovernment took
steps to address human capacity challenges at sub national levels by seconding Programmers to Central Hospitals
and District Health Offices, most of the seconded staff have either been moved to other Ministries without
replacement or have resigned and moved on to other jobs. This has created a significant gap in staffing levels"
(Chapter 2, p. 16).

Summary-note, analytic remark
Personnel can obtain education in IT, health informatics,
medical engineering, computer sciences, but the Ministry of
Health and Population struggles to hire adequate numbers and
there is a significant lack of competent staff.

"..most health care workers lack necessary skills in digital health systems including some of the common ones like
DHIS 2, EMRs etc. For example, in the Training Needs Assessment conducted by the Ministry23 only 64% of health
care workers with decision making responsibilities at health facility level demonstrated adequate knowledge in digital
health concepts" (Chapter 2, p. 31).

At every central hospital regional hospital), there is at least one
System Analyst or Programmer.

"In the most recent training needs assessment, 40% of facilities did not have staff who formally provided IT/systems
support. At facilities that did, they lacked the training and mastery levels in key areas of competency for such a role"
(ref 22 in doc. Chapter 2, p. 31).

Skills-assessments indicate lack of skills among most health
care workers, 36% of health care workers at management level,
and health facilities lack IT-staff (40% of health facilities) or
have IT staff who lack the training necessary to do this job.

There is also a lack of skills among end users (health workers,
patients or clients) and this hampers the utilization of existing
digital health solutions.

"At the district level, there is at least one Systems Analyst and Programmer at central hospitals and a Programmer
stationed at each District Health Office" ( (chapter 2, p 14).
"In addition to the capacity gaps for the ICT personnel, there are still gaps in the skills of end users to enable
utilization of existing digital health solutions. In light of this, introduction of new technologies requires an upgrading of
skills for end users who are consumers of the technologies. Such end users include health workers and patients or
clients. The eGovernment has proposed for a structure review on ICT common service to increase the number of IT
staff in MDAs" (Chapter 2, p. 16)
Are there any accreditation requirements
regarding the use of e-health and health ICT
as a health care provider?

[No information found]

What education in the use of e-health and
health ICT to support delivery of care to
individuals is currently provided by training
programmes, such as those offered by

"For the digital health professionals, the education sector has moved to provide academic training in medical
engineering, computer sciences, information technology, and health informatics (Chapter 1, p. 16).
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universities, vocational training institutions and
professional bodies?
What level of consistency or commonality
exists among different training programmes
in the use of e-health and health ICT to
support the delivery of care to individuals?
For example, is there a common definition
of e-health and understanding of the
knowledge and skills that providers will
require, or does this differ among training
programmes?

[No information found]

Which organizations or bodies are responsible
for the development of education and
training curricula for universities, vocational
training institutions and professional bodies, in
particular for health care providers?

[No information found]

What is the current state of the ICT workforce,
and in particular the health ICT, e-health, and
health informatics workforce?

"In the most recent training needs assessment, 40% of facilities did not have staff who formally provided IT/systems
support. At facilities that did, they lacked the training and mastery levels in key areas of competency for such a role"
(ref 22 in doc. Chapter 2, p. 31).

40% of facilities do not have staff who formally provide IT- or
systems support.

What training programmes exist to provide
education in the design, implementation
and operation of health ICT, e-health, and
health informatics services?

The National College of Information and Technology is a training section under the Dept. of E-Government in the
Ministry of Information Communication and Technology and offers Bachelor and Master's Degrees in Computing and
Information systems.

Malawi has public and private universities and colleges
providing education in computer science and informatics. But
none of the medicine- or nursing programmes seem to offer
training in e-health.

University of Malawi offers a Post-Graduate Diploma in Computer Science and a Master of Science in Informatics
Mzuzu University has a 8 semester training in ICT.,
Malawi University of Science and Information Technology offers undergraduate and post-graduate training in
Computer Science and Information Technology and a Bachelor's Degree in Computer Systems and Security.

Facilities that have such staff, lack personnel sufficiently
competent in these areas.

Only one college seem to offer specific training in health
informatics and e-health (the National College of Information
and Technology).

The Global Informatics Institute has a wide range of Short Courses and Masters Degrees in Global Health informatics
Universities public and private, and colleges offering programmes in Clinical Medicine, Nursing & Midwifery, and
Public Health do not seem to offer courses as part of these programmes that train the students in e-health, digital
health, health informatics or the likes.
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(this information has been searched for on the different universities' and colleges webpages and does not
come from the strategy document).
Are there recognized qualifications in the
domains of health ICT, e-health, and health
informatics?

The Global Informatics Institute has a Master’s Degrees in Global Health informatics

There is at least one institution in Malawi that can provide
students with a master’s degree in health informatics.

What is the market and availability of
professionals in e-health and informatics
(e.g., domestic workforce, international
workforce, other)?

There is a lack of skilled personnel when it comes to health informatics. "In the most recent training needs
assessment, 40% of facilities did not have staff who formally provided It/systems support. At facilities that did, they
lacked the training and mastery levels in key areas of competency for such a role. Addressing staff shortage and
equipping them with the skills to provide basic troubleshooting and user support for electronic systems at the facility
level will be critical to having a capable workforce" (p 31, chap 2).

The market and availability of professionals in e-health and
informatics are poor. There is a lack of trained personnel
nationally. The report does not provide information on whether
there is skilled labour imported from other countries.

Sources



Government document

Digital Health Strategy 2020-2025. Ministry of Health and Population. Government of the Republic of Malawi. May 2020 [Accessed May 11, 2021]; pp. 114. Available
from: https://www.healthdatacollaborative.org/fileadmin/uploads/hdc/Documents/Country_documents/Malawi/Malawi_Digital_Health_Strategy__20-25.pdf
Ministry of Health and Population. Monitoring, Evaluation and Health Information Systems Strategy (MEHIS) 2017–2022. Government of the Republic of Malawi.
September 2018. [Accessed May 11,2021]; pp. 82. Available from: https://drive.google.com/file/d/1Ntg-iyHARc_DT-fSmZwL31GVMJjO3der/view
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5.4 Data extraction for Tunisia
Component #1: Leadership and governance
Question (WHO & ITU Toolkit)
Which organizations and bodies coordinate and develop ehealth at national, state, regional and local levels?

Citation from policy document
5. Development and organization
5.1 key actors

●

The Ministry of Health (MSP in this document) and other public actors

(Names and attributions have changed – the names here under are 2017 ones)
The IT Centre of the MSP (Centre Informatique du Ministère de la Santé – CIMS) is often Project owner or Delegate Project owner and often developer. Other main public
authorities are the Ministry of Higher Education and Scientific Research, Ministry of Communication and Digital Economy, Ministry of Social Affairs. There are also important
Agencies and public companies, as Tunisie-Telecom, the main telecom operator (public administration until opening of the market in 2002).

●

The Tunisian Society of Telemedicine and eHealth (STTeS)

Created in 1999, this scientific society regroups medical doctors and professors with IT specialists. Professor Aziz el Matri, its founder, has remained the chair since.
Partnering with the Ministry and private actors, the Society organizes with the press national and international seminars and participates in international associations. The
STTeS has played a key role in development of eHealth with the Ministry of Health, ensuring continuity albeit political evolutions and revolutions. The Society is also a strong
advocate for positioning Tunisia as a platform for Teleradiology and eHealth services towards Sub-Saharan Africa, if possible in partnership with Europe.

●

Public health insurance:

The CNAM is also an important actor. The Ministry and CNAM announced in 2016 the launch of a smart health card. CNAM Information system development will start with
electronic treatment form, definition of national protocols for fully reimbursed disease (linking reimbursement to therapeutic protocol), electronic hospital discharge summary.
The objective is also to facilitate care coordination between HPs*, traceability of patient care pathway, provide classification tools, contribute to evaluation and studies.
*HP : Health Professional

●

National Authority for Protection of Personal Data

Tunisia was a precursor in the domain of privacy, creating the "Instance nationale de protection des données personnelles" (INPDP) in 2002. This was confirmed by the
2014 Constitution which inscribed private personal data among fundamental rights of the citizen of the new Republic.

●

Private sector

The private sector has already built data exchanges between physician’s offices, radiology centres, and clinics. Doctors can follow their patients and keep track of various
personal data." (Main Tunisia eHealth policies and activities, p. 6-7)
There is a " modest direct support of for the emergence of regional ecosystems specializing in digital health (Cluster Sfax Health TECHTech, Smart City Bizerte, etc.)"
(Dialogue-Sociétal, p. 11)
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However, there is no global and clear governance for the coordination and the piloting of the execution of the programs launched in Tunisia:
"The Ministry of Health has taken up the digital issue by being a few people in charge of this subject. However, there is no strategic digital health contracting authority at this
stage. The establishment of an "e-health unit" within the ministry was considered for a time but was unsuccessful.…. There are a multitude of digital projects or projects with
a digital component having an impact on the health system, whether they are projects internal to the Tunisian administration (projects of the CNAM, CRES, regional
directorates, etc.) and projects within the framework of multiple cooperation (Europe, AFD, AfDB, EBRD, Saudi funds and QIA, etc.). These projects obviously require
complex coordination in order to avoid recoveries and wasted resources. Their impact can and must be optimized with regard to the means and public money invested in
these projects." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.20)
an eHealth commission is created as part of the MS / AFD e-health project with a limited mandate responsible for the management of this project. (interview with the Director
of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)
What are their roles and responsibilities?

●

The Ministry of Health

"It develops public health policy for the government, plans it, oversees its implementation and monitors execution in the areas of prevention, care, drugs, narcotics and
laboratories and rehabilitation."
(Rôles et attributions - Ministère de la santé publique (santetunisie.rns.tn))
●

The IT Centre of the MSP (Centre Informatique du Ministère de la Santé – CIMS)

"The IT Centre of the Ministry of Health (CIMS), created by Law No. 92-19 of February 3, 1992 as a non-administrative public establishment under the Ministry of Health. It is
a major player in the field of e-health in Tunisia, its main missions include from the development to the deployment of the hospital information system and digital services as
well as assistance and continuing training. It contributes to improving the conditions of healthcare provision while ensuring support for public health structures* in their digital
transformations in complete confidence and security." (Qui sommes nous - CIMS)
* Public health structures are divided into three levels:
first line: Regional health directorates, Basic health groups, Basic health center, District hospitals, Hemodialysis Center
second line: Regional hospitals
third line: Public health establishments
"Missions of the IT Centre of the Ministry of Health:
Study & development: Study, development, installation and maintenance of HIS (Hospital Information System) applications
Operation & Maintenance: Operation, support and maintenance of networks and computer equipment
ISP (Internet Service Provider): Messaging, Internet, Web Site Hosting
Training: Training in the areas of Internet, office automation and Health information System (HIS)" (Nos missions - CIMS)
●

The Ministry of Communication Technologies

"The Ministry of Communication Technologies, proposes the general policy in terms of information and communication technologies and ensures its implementation in order
to consolidate the role of the sector in economic and social development. In this context, it is responsible for:
o Establishing the national strategy for the sector and monitoring its implementation,
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o

Establishing programs and procedures for the development and consolidation of the information and communication technology sector. " (Rôles et
attributions – Le Ministère – Ministère des technologies de la communication et de l'economie numérique (mtcen.gov.tn))

●

The Ministry of Higher Education and Scientific Research: E-health as a national scientific research priority

●

Public health insurance:

"The National Health Insurance Fund (CNAM) is a non-administrative public establishment with legal personality and financial autonomy. It is subject to oversight by the
Ministry of Social Affairs and created under Law 2004-71 of August 2, 2004.
The CNAM is an institution introduced by the reform of health insurance, which aims, among other things, to unify health insurance schemes and health benefits in the country.
Indeed, it is for the first time that health risk management, previously carried out by the CNSS and CNRPS, has been unified into a single fund, the CNAM. This structure will
be based on its 62 regional and local centers spread over the entire Tunisian territory. " (CNAM - La caisse)

●

The Tunisian Society of Telemedicine and eHealth (STTeS)

"The Tunisian Society of Telemedicine and e-health (STTe) works to coordinate the development of the program and ensure the training of medical actors.
The Tunisian company of Telemedicine officially came into being on September 20, 2000 (official journal of the Republic of Tunisia N ° 109). Its objective is the promotion of
telemedicine in Tunisia and the establishment of relations with similar associations around the world.
Since its creation, it has worked in collaboration with other scientific associations such as the Tunisian Society of Medical Sciences and the Tunisian Society of Medical
Informatics to promote telemedicine.
The Ministry of Public Health regularly associated it with specialized committees and meetings of the technical telemedicine committee chaired by the director general of
health… It has established collaborative relationships with several foreign and international associations such as the European Society of Telemedicine and s-Health, Arab
Society of Telemedicine and eHeath (ASTeH) and International Society For Telemedicine and e-Hearth (ISTeH)" (Société Tunisienne de Télémédecine et e-Santé | Société
Tunisienne de Télémédecine & e-Santé (telemedecine-tunisie.tn))

●

Which organizations or groups are dedicated to the
development of e-health, and what is their current role in
the development of a national e-health environment?
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National Authority for Protection of Personal Data

The National Authority for the Protection of Personal Data (INPDP) is responsible for the following missions:
grant authorizations, receive declarations for the implementation of the processing of personal data, or withdraw them in the cases provided for by this law.
determine the essential guarantees and the appropriate measures for the protection of personal data.
access the personal data being processed in order to verify them, and collect the information essential for the performance of its tasks.
give its opinion on any subject related to the provisions of this law.
develop rules of conduct relating to the processing of personal data.
participate in research, training and study activities related to the protection of personal data, and in general in any activity related to its field of intervention.” (Loi
63-2004 Fr, Art.76, p.15)
" The IT Centre of the Ministry of Health (CIMS), created by Law No. 92-19 of February 3, 1992 as a non-administrative public establishment under the Ministry of Health. It is
a major player in the field of e-health in Tunisia, its main missions include from the development to the deployment of the hospital information system and digital services as
well as assistance and continuing training. It contributes to improving the conditions of healthcare provision while ensuring support for public health structures in their digital
transformations in complete confidence and security." (Qui sommes nous - CIMS)
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"The CIMS, if it occupies a central place, develops IT applications for the public health sector but does not have a real "supervision" within the ministry. CIMS is akin to a public
mastery ok work without strong project management." ( SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.20)
What competencies and capacities do the above groups
have in order to deliver a national e-health vision and
associated work programme? For example, the question is
whether they are competent and capable to perform:
programme execution and oversight
stakeholder engagement and consultation
architecture design
clinical safety governance and oversight
management and operations
monitoring and evaluation.

"All these activities and missions can be carried out and we have enough skills in Tunisia (whether in the private or public sector) except that there is no clear vision of ehealth." (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)
Some affirmations can be drawn from the report of the Societal Dialogue in relation to this question:
"In this context, the Ministry of Health must play a decisive role, not only to meet the needs of the populations but also and above all to define the national digital health
strategy which will make it possible to coordinate, in the most effective way, all the actors mentioned above around a common national vision and programs.
The Ministry of ICT, for its part, should play an essential role in piloting and accelerating technological innovation in response to health challenges. In the Tunisian case, this
ministry is also the leader in the National Strategic Plan “Digital Tunisia 2020” and is, therefore, the guarantor of the success of the programs which are registered therein,
including the national e-health program.
The Ministry of Social Affairs is a third actor which also plays an essential role, as a binomial partner of the Ministry of Health in national social health programs and as a
stakeholder in health financing (AMG, CNAM programs, etc.)" (Dialogue-Sociétal, p. 27)

Do these organizations currently collaborate, and if not, for
what reasons?

"In the beginning, resistance and especially ignorance of HPs, Institutions managers and the public nearly blocked deployment. National policy was too centralized and favored
a top-down approach. After this first phase, there are still huge challenges and eHealth is not yet well developed in remote, rural and poor areas. However, capacity of
cooperation between different stakeholders and specialists allows for a renewed dynamism.
Observation confirms that traditional capacity of discussion and cooperation between different stakeholders as well as between HPs and ICT specialists is a systematic good
practice in Tunisia. It is an antidote to the top-down approach mostly favored by ancient administration. Openness is also confirmed with participation in numerous international
programmes and projects of development, notably towards sub Saharan Africa. " (Main Tunisia eHealth policies and activities, p.9)
"Collaborations are very insufficient, there are occasional small exchanges." (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD
e-health project)

What authority and mandate do these entities have to
direct action at the various levels of the health system (i.e.,
national, state, and regional) to drive the development of a
national e-health environment?

Since there is not yet a clear vision and strategy for the development of eHealth in Tunisia, the authorities and mandates of the different entities at the various levels of the
health system are not explicitly defined.
In Tunisia, the health system is excessively centralized: everything is managed by the state.
At the national level, the Ministry of Health and its IT Centre (CIMS) drive the development of the national eHealth environment and they support public health structures, in
other levels, in their digital transformations. However, no clear authority or mandate of other levels are defined.
"By and large, Tunisia comes from a centralized national health system and aims, despite political and social difficulties, at defining a national governance whilst actors,
public or private, operate the system and innovate, with support from the State." (Main Tunisia eHealth policies and activities, p. 4)

What level of autonomy do health care organizations and
providers currently have regarding investment in e-health,
and how does this differ across the health system?
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"In terms of investment in e-Health, the private sector has autonomy but for the public sector it is almost non-existent.
Hospitals and organizations under the supervision of the MoH or under state supervision depend on the structure and manner of budget management. The system is
excessively centralized: everything is managed by the state." (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)
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“By and large, Tunisia comes from a centralized national health system and aims, despite political and social difficulties, at defining a national governance whilst actors, public
or private, operate the system and innovate, with support from the State... The public sector remains by far the primary healthcare provider, with 31 936 beds (87% of total).
Public system continues to expand, but the development of the private sector is faster." (Main Tunisia eHealth policies and activities, p.6)
" Health system not adapted to change
... It has responded poorly over the past twenty years: the operational crisis affects the availability, quality and safety of services. This crisis is related to very insufficient
funding and vertical and centralized management, reducing to its simplest expression the autonomy of public health establishments established in the mid-1990s. At the
same time, the private sector has been strongly encouraged. Increasing numbers of private clinics were established in advantaged areas, which were still urban and coastal
areas. This health policy continued after the revolution of dignity and freedom of 2011. The growing deterioration of public structures is met by an increase in the number of
beds in the private sector which has even more than doubled since 2011, while still remaining established in areas of financial solvency."( Nawaat – Crise du système de
santé tunisien : Défaillances et voies de sortie (II))
What level of fragmentation exists across the health
system? For example, does the health system collectively
focus on health system priorities, or do different segments
and organizations focus on their own particular outcomes?

According to the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project, different segments and organizations focus on their own
particular outcomes.
Tunisian’s health system is suffering from fragmentation at different levels:
Funding fragmentation and two-tier offer
Since the late 1980s and following the adoption of the structural adjustment program financed by the International Monetary Fund, public funding has started to stall. This
situation had a negative impact on the public resources allocated to health (budget, investment and recruitment) and resulted in an increase in household costs.
The decline in public funding, added to the dysfunctions created by the encouragement of private curative activities within the framework of the duality of the practice, created
forms of active and passive privatization of the public offer and the appearance of a system two-speed supply. This situation has encouraged petty and medium corruption
practices in the public sector."(Belgacem Sabri: Le système de santé tunisien face au défi de la pandémie du Covid-19 (leaders.com.tn))
"Nevertheless, the system is suffering from the fragmentation of the offer and the duality between the public and the private sectors. The opportunity is obvious here to jump
to the next level, Tunisia will have to rely on innovation to consolidate the Health sector assets and align the services quality to hit the international standards for all patients.
This will only be achieved once an Innovation strategy will be adopted and implemented for the whole Health sector." (Public-policy-to-enable-KBE-in-Africa.-The-case-ofHealthcare-sector-in-Tunisia, p.13
-

Fragmentation of health insurance system

“The fragmented and complex health insurance system is inequitable and generates corruption. There are marked inequalities in access to health care: the latest studies
report that nearly 2 million Tunisians are neither covered by the National Health Insurance Fund (CNAM) nor by Free Medical Assistance (AMG) . Therefore, they do not have
any social health coverage." (Nawaat – Crise du système de santé tunisien : Défaillances et voies de sortie (II))
-

Fragmentation of health information system

"...Another challenge is the fragmented nature of health information systems and lack of integration of different health registries, particularly at the primary care level where
digital connectivity is very limited.” (Tunisia-COVID-19-Response-Project-Additional-Financing, p.17)
"The Tunisia’s HIS mainly consists of stand-alone program- specific subsystems working in silos addressing only the basic needs. Therefore, the Health Information System
is hyper fragmented. In this context, several HIS subsystems can be identified:
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●
●
●

HIS of the public healthcare sector, developed by the CIMS
HIS of the National Health Insurance Fund
HIS for the Tunisian’s private healthcare sector" (Workshop on eHealth Standards and Interoperability in Tunisia)

" The fragmentation, compartmentalization and lack of integration of the many subsystems that make up the SIS, the lack of data sharing, the partial deployment of new
technologies, the low interest given to the patient and his or her care path are some of the reasons. main causes but not the only ones. " (Programme de Développement de
la «Santé Numérique» en Tunisie - Ministère de la santé publique (santetunisie.rns.tn))
What is the expressed political commitment to support the
development of a national
e-health environment?

"Political commitment is one of the major problems of the development of a national eHealth environment. In this context, the eHealth sector faces three main barriers:
1. high level appropriation problem : the excessive centralization of the health system
2. the lack of political commitment : lack of clear strategic orientations for the development of digital health
3. the non-prioritization of digitization." (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)
"Tayeb Zahar, President of the 6th edition of the Réalités International Digital Health Forum, said that politicians in Tunisia must be aware of the importance of digital health
and enact laws and decree laws to this effect. According to him, digital health will be a remedy for many problems and will facilitate the access of patients to healthcare
services, such as making appointments, teleconsultation, and the digitization of the medication circuit in hospitals. Digital health must be one of the government's priorities."
(Tayeb Zahar : La numérisation du système de santé doit être au coeur des priorités du gouvernement (radioexpressfm.com))
"The Ministry of Health has taken up the digital issue by putting a few people in charge on this subject. However, there is no strategic digital health contracting authority at
this stage. The establishment of an "e-health unit" within the ministry was considered for a time but was unsuccessful.
At this stage, there is no strategic reference document on a public policy on the health information system." (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.20)
" Deficiency in the role of the state
The excessive centralization and the deficiency of the piloting of an increasingly complex system as well as the insufficiencies of the intersectoral collaboration affect the
obligations of the State and its capacity to develop a vision and a national policy making it possible to protect health and better meet the new legitimate expectations of the
population. There seems to be a lack of will and / or adequate means to allow public resources (fiscal and health insurance) to play the role of leverage allowing the general
interest to prevail and to promote complementarity between the diversity of actors and institutions in carrying out public health missions. In the perception of the population,
the health sector is the most exposed to corruption." (PNS 2030, p.12)

Component #2: Strategy and investment
Question (WHO & ITU Toolkit)
Which organizations, bodies and other mechanisms are
responsible for health strategy and planning at national, state,
regional and local levels?
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Citation from policy document
“The public health sector remains characterized by an excessive centralization of strategic planning. The ministry of Health is responsible for health strategy and
planning through its Direction of Studies and Planning. At the regional level, the regional directorates are supposed to do the planning, but due to a lack of resources
and skills, they are unable to do so. Also excessive centralization prevents them from developing planning capacities. At the local level, this planning competence is
almost non-existent." (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)
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"By and large, Tunisia comes from a centralized national health system and aims, despite political and social difficulties, at defining a national governance whilst actors,
public or private, operate the system and innovate, with support from the State." (Main Tunisia eHealth policies and activities, p. 4)
How well integrated is health strategy and planning between
the national, state, regional and local levels?

"Currently, there is no integration since health strategy and planning does not exist at regional and local levels. There is only a national health policy (PNS 2030) at the
national level."(interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)

How is the country’s health system funded?

"4. Care funding:
In Tunisia, the health accounts generated for the years 2012 and 213 showed that the total health expenditure represented 7.1% of the GDP. Households financed the
largest share (37.5%) of total health expenditure. CNAM's share was 34.9%, the contribution of the Ministry of Health was about a quarter (26.3%). As for private
insurance and mutuals, their contribution was minimal."( private public partnership: a solution for the development of health system in tunisia, p.3)

How is investment in e-health and the broader health ICT
environment funded?

"There is national investment in eHealth. The state invests in eHealth via 3 ministries:
1- The Ministry of Health
2- The Ministry of Social Affairs
3- The Ministry of Communication Technologies
There is an enormous amount of external funding via several donors, notably the French Development Agency (AFD), the World Bank, the German cooperation (GIZ),
the European Union (EU)."(interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)

Are there any government programmes or schemes through
which funding is available for investing in health ICT or e-health
services and applications, and e-health infrastructure?

"Digital Health” Development Program in Tunisia : a government program through which a provisional budget of around 70 Million Dinars over the period 2017-2020
was reserved as part of the National Strategic Plan "Digital Tunisia 2020" tol allow the financing of the conduct of a set of strategic projects.

Are there any existing funding mechanisms for e-health
investments? Are these linked to priority health information
flows or the implementation of e-health standards?

"All partnership projects with external partners (such as the WHO, the EU, the World Bank, AFD, GIZ) have clear funding mechanisms whether through credits,
donations or twinning but unfortunately these mechanisms are under-exploited in Tunisia due to the lack of a validated eHealth strategic document.

Which government organizations or bodies perform investment
management roles for the development of national
infrastructure?

"Mainly the following four organizations:
Ministry of Finance
Ministry of Health
Ministry of Social Affairs
Ministry of Communications Technologies.

E-health cooperation program with the French Development Agency (AFD) : Two “e-health” technical cooperation agreements between France and Tunisia were
signed on October 18, 2016. This step marked the launch of this bilateral program funded by the French Development Agency (AFD) for the benefit of the Ministry. of
Health (MS) and the Ministry of Social Affairs (MAS) via the National Health Insurance Fund (CNAM) (Envelope of € 500,000)."
(Programme de Développement de la «Santé Numérique» en Tunisie - Ministère de la santé publique (santetunisie.rns.tn)

WHO provides the MoH with some funds which are mainly linked to the implementation of eHealth standards. (interview with the Director of Studies and Planning of
the MoH and responsible for the MS / AFD e-health project)

Each ministry acts through its own Information Systems Department (interview with the Director of Studies and Planning of the MoH and responsible for the MS /
AFD e-health project)

PROJECT NO.
GA 101017450

OTHER

BeH_D5_1_v04_00

96

Have there been any e-health strategies or plans that have
failed or stalled? If so, what were the reasons?

"There was a guidance note developed in 2015. This strategic study did not go beyond the stage of the preliminary report because the organization that was mobilized to
develop a strategic study of the national HIS lacked will and did not have a benchmark in health." (interview with the Director of Studies and Planning of the MoH and
responsible for the MS / AFD e-health project)

Component #3: Services and applications
Question (WHO & ITU Toolkit)
Which e-health services and applications have been or are
being implemented across the health sector, and what is the
reason for their introduction?

PROJECT NO.
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Citation from policy document
"A service catalog already exists but covers the needs of public establishments.” (Dialogue-Sociétal, p. 14)
The referred catalog is a set of computer applications developed by the CIMS making it possible to constitute the areas of management, medical and piloting of the 3
lines (public health establishments, regional hospitals, district hospitals and basic health groups):
●

The Medical Administrative Information System
o Appointment management: Appointment management for outpatient consultations, additional procedures, day hospital and hospitalization
o Management of ambulatory care: registration of patients for the various outpatient consultations with and without an appointment.
o Admissions management: follow a patient's admission episode from hospitalization to discharge.

●

The Medical Information System
o Digital Medical File: better patient care and easier access to the medical file and its history
o Health-Lab: manages the activity of a multidisciplinary laboratory
o ANAPATH: manages the medico-administrative activities of the anatomy and pathological cytology department
o Medical imaging: managing the medico-administrative activities of a radiology department
o Management of drug stocks: management of multi-depot stocks of drugs. It manages drugs according to the international nonproprietary name
(INN)
o Management of accessories and ligatures: management of ligature deposits, medical devices, dressings, films and ingredients and biochemical
reagents.

●

The Management Information System
o Administrative management of food product analysis: follow-up of customer sample analysis requests in the various laboratories, invoicing, and
payment.
o Financial management: allows to know at any time the income of a public health establishment, its expenses and its cash position.
o Fixed assets management: allows the monitoring of fixed assets in hospital structures and the classification of these assets by family.
o Follow-up of collections: follow unpaid bills of patients.
o Budget management: allows the distribution of a hospital's budget by budget heading.
o Accounting management: designed and developed in accordance with the Tunisian accounting system, it allows to have at any time the accounting
and financial statements of public health establishments
o Billing: establishment of invoices following episodes of care.
o Billing of hemodialysis sessions: monitor all hemodialysis patients in dialysis centers regardless of their diet, and bill the corresponding sessions
according to the episodes of treatment.
o Supply management: Manage purchasing, contracts and data mining Warehouse inventory management
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o

Management of biomedical and hospital maintenance

●

The Medico-economic Information System: develop a medico-economic evaluation model of hospital services by clinical stays and the implementation in
pilot hospital sites

●

Digital Services
o SMS m-health service: a catalog of SMS services for staff and patients (results of competitions for doctors, anti-smoking program by mobile phone,
reminder of patient appointments, national alert by SMS, natural disaster, …)
o Hosting and development of websites: creation and development of tailor-made ergonomic, scalable and efficient websites for health
establishments under the supervision of the ministry.
o Tele-appointments: making appointments between 1st line, 2nd line and 3rd line health structures. It aims to facilitate the appointment procedure for
patients.
o e-Pharmacy: rational and centralized management of pharmaceutical products at the national level
o Telephone directory: service for professional use intended for actors in the public health sector in the form of a directory in which the telephone
numbers of public health institutions are listed.
o e-Invoicing: online invoicing and collection makes it possible to connect the CNAM, Public Health Companies and Regional Hospitals on the same
platform, in order to exchange data (invoices, dispatch slips, etc.)"(www.cims.tn/documents/catalogue1.pdf)

" While the applications are stable, their design in this technological environment is reminiscent of software from twenty years ago. These points (both positive on the
proper functioning of applications and negative on the lack of modernity of interfaces and technological choices) are regularly underlined by stakeholders." (SYSTEME
D'INFORMATION DES SSPL | État des lieux et recommandations, p.26)
In response to the Covid-19 pandemic, Tunisia has managed to design and develop digital platforms, in particular:
COVID TEST RDV Platform: https://rdvtestcovid.tn an online service allowing citizens and travelers abroad to schedule their appointments online to take the
COVID-19 test.
RAPID TESTS platform: platform dedicated to pharmacies, analysis laboratories, free practice doctors. It made it possible to have the results of rapid tests
in real time
Evax is the official registration portal for the COVID-19 vaccination campaign in Tunisia: https://www.evax.tn. Interfaced with the E-Pharmacy application for
vaccine stock management, which enabled good governance of the vaccine stock
Prioritization registration platform dedicated to citizens with a priority disease: https://priorite.evax.tn
Registration platform for the request for a third dose dedicated to travelers: https://priorite.evax.tn/mobilite
health pass with QR Code
“As part of controlling the management of the health insurance system with a view to improving the provision of services for the benefit of the social insured, the CNAM
recently established a new electronic data exchange system (Seed), materialized by the establishment of an electronic healthcare card, which will be carried out
between this administrative structure and public and private care providers. This card is officially called "Labes". (Sousse - CNAM : Bientôt, généralisation de la carte
électronique «Labès» | La Presse de Tunisie)
During her intervention in the 6th edition of the international digital health forum of Réalités,a representative of the CNAM pointed out that “In the context of
approximating its services and digitizing its provision, the CNAM is putting at the disposal of all its stakeholders an interactive and secure platform called "e-cnam" that
gives them electronic access to several services both for social insureds and healthcare providers."
1- Services for social insureds:
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o
o
o
o
o
o
o
2-

Follow-up the processes of all stages of the liquidation of their files
Extracting the redemption statements
Electronic filing of supplementary documents for their files
Changing the treatment regimens within the legal deadlines
Changing the family doctor for insured persons who are enrolled in the private medical system within the legal deadlines
Downloading private drug sourcing decisions
Identifying the geographical presence of health service providers contracting with the Fund, including specializations and addresses

For health service providers:
o Electronic billing transfer
o Download discount certificates from the supplier
o Follow-up schedules on a timely basis
o Download personal activity stats
o Follow-up of their patients’ records within the limits of their personal medical relations with them and within the limits of the medical service provided
by them (Annonce-2021-CNAM)

"Start-ups dedicated to remote medical consultation have emerged, with the support of the Ministry of Health. They are called "med.tn", "tobba.tn" or even
"doqtoor.com". During confinement due to the coronavirus, these start-ups allowed free online medical advice and eased the pressure on 190 (a free number for the
Emergency Medical Assistance Service). Video consultations are not yet available because if the law has been passed, the texts that govern it have not yet been
drafted." (Tunisie - Crise du Covid-19 et impulsion pour la télémédecine - Business France)
Many other eHealth solutions are developed and deployed in the private sector but unfortunately, we do not have an exhaustive list of these solutions. Here are some
examples:
CliniSys Erp : CliniSys Erp is a clinical management solution installed in 90% of clinics in Tunisia and covers all their activities: administrative and financial,
medical, block, sterilization, Ris, Pacs and LIS, Pharmacy, Purchase and Stock, HR …
MEDICA OBSERVANCE : The pharmacist via his web platform adds the medication and the patient receives notification of these medications (photo of
medication, dosage and how to take).
Dacima Clinical suite : Electronic Data Capture Software providing different features to create forms and store data collected in clinical trials, patient
registries, health records, etc. DACIMA Clinical Suite(r) can build forms, create professional questionnaires, manage queries and custom reporting. The
software is compliant to all data management and data security requirements (FDA 21 CFR part 11, HIPAA ICH, GDPR, etc.)
BirdNotes : The pharmaceutical CRM mobile application allows delegates to plan visits in a targeted manner, to easily enter their activity reports (medical
visits, expense reports, opportunity reports) and to share data with their supervisors on time. The pharmaceutical CRM web application allows the supervisor
to monitor and manage the daily rounds of his delegates:
Steros STERILIZATION : is an integrated information system for the management of sterilization centers, based on the Smart Instrument concept, designed
and developed according to ISO 13485 international standards.
Steros Lab : Steros Lab is a web-based laboratory Information System with multiple modules covering the front and back-office functionalities of
laboratories’ in compliance with ISO 15189. Quality Control, Quality management, and Stock management are the three main axes of this smart, Hi-tech
solution which ensures top levels of configurability, scalability and easy deployment.
Steros Laundry : Steros Laundry, with the smart linen concept, offers an automated laundry item tracking system with fully integrated and highly scalable
inventory visibility which reduces linen losses and saves on unnecessary linen purchases in hospitals and other health institutions. Data accuracy and realtime dashboards reveal valuable insights, such as item usage, workload trends, laundering history, and laundry turn-around times.
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Which projects or pilots are underway to deliver e-health
services and applications, and what health challenges are
these attempting to address?
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Steros Fertility : Steros Fertility enables the electronic traceability of the staff members performing each procedure and the time it was performed, and
increases the efficiency of the whole process. Moreover, Automated witness Systems ensures safety, efficiency and standardization throughout all the clinical
processes, giving precise information from every operator.

Based on the presentations that took place during the 6th edition of the international digital health forum of Réalités and the presentations during the First Workshop of
the North African eHealth Hub as part of the BETTEReHEALTH project, a list of projects and pilots are underway is presented:
●

The MS / AFD e-health project aims to support the reform and modernization of the health sector through three investment components:
○ Component 1 - Hospital Information Systems (HIS): This involves supporting the necessary investments and training of medical teams for the
adoption of HIS in 15 public hospitals through the deployment of the following application suites:
■ Modernization of the information system : improve development tools and applications’ design to make them more user-friendly and easier
to use.
■ The Electronic Medical Record (DMI) for patients;
■ Computerization and automation of the drug circuit to facilitate the implementation of the Individual and Nominative Daily Dispensation
mode of drugs (DJIN);
■ The Tunisia Without Films dynamic (TSF) which combines the system of archiving medical images (Picture Archiving and Communicating
System (PACS)) and the radiological information system (Radio Information System (RIS)); with the threefold objective of ensuring permanent
imaging care, of alleviating the constraints of unavailability of radiology specialists in certain establishments and of making significant savings
by avoiding redundant procedures or the development of radiological films.
■ The management of Digital Medical Archives (AMN) in hospitals with the aim of improving the management of medical archives and the
development of national registers for clinical and scientific research.
○

Component 2 - Telemedicine: This involves the deployment of 5 territorial telemedicine initiatives in several medical specialties. These are telecardiology, tele-perinatal, cardiac emergency, tele-radiology and obstetric tele-ultrasound programs.

○

Component 3 - Support and promotion of e-health: support for the deployment of the digital strategy and promotion of a Tunisian e-health dynamic
turned towards the international and the private sector. In particular, this involves carrying out the following actions:
■ The development of a human resources deployment trajectory for the implementation of e-health initiatives: skills plan, training plan, etc.
■ Communication and capitalization on initiatives: dedicated collaborative platform, animation of events, by continuing the documentary and
information base around digital health already established.
■ The overall coordination of the project: framing and methodological and legal support, coordination

●

Projects related to strengthening of the healthcare IT infrastructure:
○ Deployment project of the National Health Network - New Generation (RNS-NG) :aims to iupgrade the internal networks of health structures
(LAN) and the wide area network (WAN). This upgrade aims to connect a large part of the SSPL to the RNS-NG and to adopt a single medium for the
transmission of all the data produced / useful in the field of health (voice, video, etc.). The RNS-NG connectivity project covers part of the SSPLs sites
(between 297 and 360 sites) of the Ministry of Health in addition to the CIM. Currently, 219 hospitals have speeds ranging from 10MBPS up to 100
MBPS
○ Virtual platform implementation project : 37 virtual platforms installed in 37 hospitals
○ Project to set up virtual platforms : Acquisition of 1,700 PCs and 800 printers for the scanning needs scheduled for 2021-2022

●

Digital projects in the context of the Covid-19 epidemic:
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○
○
○
○
○
○

COVID TEST RDV Platform: https://rdvtestcovid.tn an online service allowing citizens and travelers abroad to schedule their appointments online to
take the COVID-19 test.
RAPID TESTS platform: platform dedicated to pharmacies, analysis laboratories, free practice doctors. It made it possible to have the results of rapid
tests in real time
Evax is the official registration portal for the COVID-19 vaccination campaign in Tunisia: https://www.evax.tn. Interfaced with the E-Pharmacy
application for vaccine stock management, which enabled good governance of the vaccine stock
Prioritization registration platform dedicated to citizens with a priority disease: https://priorite.evax.tn
Registration platform for the request for a third dose dedicated to travelers: https://priorite.evax.tn/mobilite
health pass with QR Code

●

Management Information System and Decision Support SIPAD is a set of dashboards that brings together data from the HIS:
○ It allows, through indicators, to steer the activities of a hospital establishment, to measure performance and improve governance at regional and
national level.
○ The SIPAD is also an instrument for steering and consolidating information since the onset of the COVID-19 pandemic:
■ Activities of resuscitation services in COVID-19
■ COVID-19 admission activities by hospital with feedback at regional and national level
■ Number of O2 beds available and occupied with geolocation of available hospital services

●

Digitization of the first line information system
○ The adoption of the social identifier managed by CRES as the national health identifier of the citizen (An agreement is being drawn up with the MAS)
○ Computerization of the following activities: o Registration, Medical file, Pharmacy, Technical platforms

●

Medico-Economic Information System SIME provides information on the activities and costs of public hospital structures to:
○ Establish tariffs reflecting the real costs by pathology and serving as a basis for invoicing the services provided by public health structures,
○
Rational allocation of budgetary resources,
○ Measure the performance of public health structures,
○ Internal and external contracting

●

Modernizing the health card (the classic document published almost annually) via 3 structuring projects:
○ Health data collection platform for the use of Regional Health Directorates.
○ A web application presenting the main indicators.
○ An open dynamic map of the healthcare services accessible for professionals and citizens.

●

The SEED Electronic Data Exchange System project between the CNAM and healthcare providers

Central Pharmacy Information System aims to:
○ Ensure the traceability of drugs from the supplier to the end consumer
○ Have a real-time view of the stock in any country
○ Improve inventory management by managing locations
○ Optimize and improve distribution logistics
○ Ensure the mobility of the various actors by having access to information in real time
"Few intra and inter public establishments and total absence of interaction between public-private establishments." (Dialogue-Sociétal, p. 14)
●

Which health information flows currently exist or are being
implemented within the health sector?
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"The heathcare smart card “Labes” of the CNAM is used as part of the establishment of the electronic data exchange system between the CNAM and the healthcare
providers of public and private sectors." (COMMUNIQUE DISTRIBUTION DE LA CARTE DE SOINS « LABES »)
"…At this stage, computerization is therefore essentially local, site by site and application by application, without communication functionalities and a low level of
integration." SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.30)
"… The current state of this portfolio (of applications) and its mode of constitution implies the absence of a global urbanization plan. Communication between these
different applications is done according to the needs of the structures and in a personalized way through a local LAN network." (SYSTEME D'INFORMATION DES
SSPL | État des lieux et recommandations, p.46)
"The inventory has shown that these applications are often single-instance. They are deployed on the hospital server and do not communicate with other structures,
even for the 2nd and 3rd line. The lack of standards highlighted by both experts and CIMS explain the impossibility of urbanization of the SIS as it stands." (SYSTEME
D'INFORMATION DES SSPL | État des lieux et recommandations, p.76)
Which individual electronic health information services and
applications are currently in use?

The main electronic health information services and applications that we have identified throw internet searches and interviews:
healthcare smart card "Labes"
platforms like : evax.tn, med.tn, tobba.tn, doctoor.tn

What level of diversity exists among the health ICT applications
and products that are used today within the health sector? For
example, are there applications or products that have a strong
presence across the sector, or is there a proliferation of
different applications or products in use to address local needs?

For public sector:
"The public health information system in Tunisia can be described as a series of juxtaposed and non-communicating applications covering the main needs of
institutions. This remark excludes the information systems of the social sector and in particular of the CNAM, which are clearly committed to a documented urbanization
process." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.30)
"Over time, CIMS has developed internally (within its own teams) a significant application portfolio covering most of the functions of healthcare establishments."
(SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.46)
"CIMS has a diversified application patrimony which covers the management aspect, the medico-administrative aspect, the medical aspect and the medico-economic
aspect. These applications are not deployed at the first line…. The development of this patrimony was carried out incrementally and essentially for the third line (Public
health establishments) : for each new need, an application is developed and deployed." (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.46)
"…. There seem to be multiple versions of the same application in the desire of CIMS teams to meet different needs from one institution to another." (SYSTEME
D'INFORMATION DES SSPL | État des lieux et recommandations, p.26)
For the private sector, there is also a proliferation of different applications and products in use to address local needs.

Can existing e-health services and applications be integrated
with other services and applications, or scaled up beyond their
current use to support larger individual and healthcare provider
populations?

PROJECT NO.
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"At this stage, computerization is therefore essentially local, site by site and application by application, without communication functionalities and a low level of
integration." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.30)
However, some recommendations in relation with the integration of applications developed by CIMS with other services or applications are presented in the previous
reference:
"Recommendation 15: In the short term, make some CIMS applications communicating via web services (Patient Social Health Identifier via a CNAM web service +
Identification and authentication of professionals via a CIMS web service + sending of a report to a central server).
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Recommendation 18: Gradually integrate the ability to query web services (including those of the CNAM) into the CIMS applications adapted to SSPLs. Provide
degraded mode in the event of loss of connectivity to manage continuity of support. Proceed through experimentation and mobilize the regions for gradual deployment.
In parallel, deploy the same functionalities in full web mode with SSPL not yet connected and not computerized." (SYSTEME D'INFORMATION DES SSPL | État des
lieux et recommandations, p.8-9)
Which electronic communication channels are being used to
deliver health care services to individuals remotely, such as
telephone, videoconference, web conference, mobile phone,
and other electronic consultation tools?

Web, SMS and telephone are the main electronic communication channels used to deliver health care services to individuals remotely.
Web is the main electronic communication channel. In this context, several platforms are developed. For example :
evax.tn (https://www.evax.tn/)
e-cnam (https://centre.e-cnam.tn/login)
tobba.tn (https://www.tobba.tn/)
Med.tn (https://www.med.tn/)
doqtoor.tn (https://www.doqtoor.com/
"In addition to the E-VAX platform, the Government has implemented other means of registration including a call centre, for people wishing to be vaccinated:
Sends a USSD code * 2021 # by phone
Sending a free SMS by phone to EVAX to 85355." (PLAN DE MOBILISATION DES PARTIES PRENANTES, p.23)
"New provisions have been introduced to facilitate the location of foci of contamination and screening such as remote electronic diagnosis on the site
(www.stopcorona.gov.tn). The communication of information was widely disseminated by SMS.
Toll-free number: 80 10 19 19 COVID: Since the initiation of the Covid-19 plan, a specific toll-free number (free and anonymous telephone line: 80 10 19 19) has been
opened to the public to answer questions and for any information on the recommendations concerning the Coronavirus / Covid-19 in Tunisia."(ppm-covid, p.8)

What national health or other information and knowledge
sources exist today?

" 1.5 Sources of medical information in Tunisia
Here we admit as a source of information, any institution which preserves, manages, or disseminates general or specialized information relating to the medical field.
Unfortunately, in this study of sources, we did not have a quantitative study to be able to quantify the documentary base that these specialized institutions do not have.
In any case, we know that these institutions consume much more than they produce specialized scientific information." (Information médicale en Tunisie (enssib.fr),
p.10)
"The main national health information sources are:
CNAM
the Ministry of Health through several directions and institutes including:
o the National Institute of Public Health that conducts THES (Tunisian Health Examination Survey) surveys describing the state of health and the
Tunisian population.
o Statistics sub-direction (sub-direction of the Studies and Planning Direction) that elaborate annual health card documents based on reports
elaborated by several directions under the supervision of the Ministry of Health such as, the Basic Health Care Direction, General Direction of Health
Structures, Pharmacy and Medicines Direction, etc.
The National Institute of Statistics mainly via MICS surveys (Multiple Indicator Cluster Survey). "(interview with the Director of Studies and Planning of
the MoH and responsible for the MS / AFD e-health project)
"Data sources for the main ICT indicators:
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●
●
●
●
●
●
●
●
●
●
●
●
What level of adoption of e-health standards has occurred
among existing e-health services and applications?

National Telecommunications Authority
Operators: Tunisie Telecom, Ooredoo, Orange;
National Institute Statistics through several surveys related to the integration of an ICT module
General Directorate of Customs
Surveys carried out in collaboration with the Electronic Administration Unit of the Presidency of the Government.
Ministry of Education;
Ministry of Higher Education and Scientific Research
National Agency for Electronic Certification.
National IT Security Agency
Ministry of Development, Investment and International Cooperation;
National Institute of Statistics;
Central Bank of Tunisia" (Sources-Donnees-_principaux_Indicateurs_TIC)

" The references used seem to be CIM 10, the nomenclature of acts of the Tunisian CNAM and its correspondence with the French CCAM, the DCIM for drugs and
DICOM for imaging." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.26)
"CNAM is using standards to ensure a secure data exchange between the private and public sectors through the smart health card “Labes”." (Workshop on eHealth
Standards and Interoperability in Tunisia)

How is investment in e-health services and applications being
funded (e.g., publicly, privately, other)?

A mixed funding is adopted in relation with investment in e-health services and applications (some e-health services are funded publicly, and others are funded
privately).

Which e-health services, applications and information sources
are used today to undertake health management,
administration, analysis and reporting at a national, state, and
regional level?

Accroding to the catalog of services provided by the CIMS, several applications are supposed to undertake health management and administration:
The Medical Administrative Information System
The Medical Information System
The Management Information System
Medico-Economic Information System SIME
However, there is no clear information about how well these applications are integrated and used in public establishments.
According to the Director of the CIMS, end users do not adhere to these applications. He mentioned also that development tools are very old and the
applications’interfaces are not user-friendly and not easy to use. They need to be enhaced.
"There is a problem in collecting and extracting relevant information and subsequently there is a problem in using it for decision-making or the establishment of
recommendations." "(interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)
Accroding to the Ditector of The CIMS, currently there is no applications for decision-making. In this contect, a project is underway for decision support: Management
Information System and Decision Support SIPAD
"The Studies and Planning Direction, with a view to modernizing the methods and tools for collecting, analyzing and processing health data and in partnership with the
IT Centre of the Ministry of Health has started a process of modernizing the health card (the classic document published almost annually) via 3 structuring projects:
Health data collection platform for the use of Regional Health Directorates.
A web application presenting the main indicators.
An open dynamic map of the healthcare services accessible for professionals and citizens.
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The realization of these projects and this process will ultimately ensure the availability of relevant, reliable and up-to-date data that will be used to support the decisionmaking process at all levels."( MoH website, Carte sanitaire - Ministère de la santé publique (santetunisie.rns.tn))
What are the challenges or barriers to the introduction and use
of e-health services and applications within the nation’s health
system?

Have there been any large-scale e-health services or
application projects that have failed or stalled? If so, what were
the primary reasons?

PROJECT NO.
GA 101017450

The main shortcomings for the deployment of productive and rational digital public health in Tunisia are as follows:
● a digital infrastructure which does not cover all the health centres in the country, and in particular the first health line which in principle should be connected
with the 2nd and 3rd line.
● a public Health Information System that is not centred on the patient and his states of care.
● dispersed public health data that does not allow their social and scientific exploitation.
● medical procedures which deserve to be better aligned with international standards.
● non-existence of a unique identifier for each patient.
● medication management with traceability which should be analysed and improved.
● a weak culture of skills sharing among the medical profession (very important quality for the development of digital health) and resistance to change
● lack of a legal framework clearly defining and governing the medical file
● delay in the integration of the digital systems of the main actors in health in general, namely the CNAM, the Central Pharmacy, pharmacies, analysis
laboratories ... (Santé numérique et crise sanitaire en Tunisie : Les défaillances constatées au niveau de la santé | La Presse de Tunisie)
Based on the interviews we conducted as part of task 4.2 within the BETTEReHEALTh project, the main challenges or barriers to the introduction and use of e-health
services and applications within the nation’s health system:
•
Having non user-friendly and non easy-of-use solutions represent a major technological obstacle.
•
lack or absence of support and updates affect the technical soundness or technical success of the eHealth solutions.
•
The lack or absence of support, documentation and training present major barriers for the continuity and proper use of an eHealth solution. Initial training is
not sufficient for the user to master the solution.
•
The financial capacity of the healthcare organization is not adequate to invest in eHealth systems. The allocated budget does not cover all health services
and consequently the implementation of digital health.
•
Given the current financial crisis in Tunisia, it is difficult to allocate sufficient budget to invest in the implementation of eHealth solutions. This always depends
on external funding because we don't have a clear eHealth strategy and we don't set aside enough money and funds for this.
•
Resistance to change and refusal of changing habits present also individual related barriers for introducing eHealth solutions.
•
Network coverage and connectivity issues and using obsolete technologies, and inadequate ICT infrastructure are some technological related barriers for
sustainable eHealth solutions.
•
Fragmentation of Health Information Systems that work in silos can be also considered as a technological barrier. In fact, it inhibits interoperability and
information sharing within and across health facilities and therefore impedes the guarantee to have a health care continuity and to have health data in order
to be able to put in place e-health strategies and programs.
Not mentioned.
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Component #4: Infrastructure
Question (WHO & ITU Toolkit)
Can individuals, health care providers and health care
organizations be uniquely identified across the health sector?

Citation from policy document
Patient identity
"Each care production center has a local IS specific to its activity and its active patient file. Under these conditions, any sharing between 2 actors who require the
identity data of the data subject is impossible. The creation of "duplicates" (two identifiers for the same person) creates over time a kind of "debt" and within the
framework of a shared medical file prevents being certain of the completeness of this file (possibility of several partial records for a single patient). More serious no
doubt, the creation of "collisions" (the existence of several individuals with the same identifier) resulted in the insertion of erroneous medical information in the
files."(SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.33)
Identity of Health professionals and authorized personnel
"It is clear that there does not seem to be an exhaustive directory of Tunisian health professionals. While registration with their professional order is compulsory for
certain professions, it is clear that the repository of the order of physicians, to name but one, is not exhaustive." (SYSTEME D'INFORMATION DES SSPL | État des
lieux et recommandations, p.36)
Identity of health care organizations
"The directory of care structures goes hand in hand with that relating to natural persons, as far as it is necessary to link these natural persons (professionals) to the legal
persons where they work (establishments).
The observation and the analysis are therefore identical since such a reference does not yet exist." (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.37)

How advanced are health care providers and organizations in
their adoption of ICT, in particular the use of computer systems
and network-based communications?

For health care provides:
" we can distinguish two generations:
● An old generation (elderly users) who have lower levels of digital engagement due to limited ICT knowledge and who are finding it increasingly difficult to
keep up (they have to be assisted on anything).
● A new generation (younger users) who are much more imbued with this whole world of technology and information. The younger age users were more likely
to have access to smartphones, laptops and tablets and use digital devices more frequently than older users. So generally they are more likely to adopt and
adhere to new technologies than older users.” (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD ehealth project)
For Health care organizations:
“As a result of these old technical choices, each establishment must have its own "computer room", its own servers and that the applications must be installed on the
establishment's computer workstations. These installation conditions seem very heterogeneous from one establishment to another." (SYSTEME D'INFORMATION DES
SSPL | État des lieux et recommandations, p.26)
The Ministry of Health has a private extensive network called the National Health Network (RNS). This network has been in place since 1999 and its objective is to put a
large part of the players in the Tunisian health system into physical (IT) links. The RNS serves the following structures:
Ministry of Health
CIMS
Regional health directorates
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-

Public health establishments (EPS)
Regional hospitals
District hospitals
Some intermediate centers
Some basic health centers
Some health schools

A new network called RNS-NG is being deployed for the implementation of a new network architecture for connecting the different sites. The RNS-NG aims to upgrade
the internal networks of health structures (LAN) and the wide area network (WAN). This upgrade aims to connect a large part of the SSPL to the RNS-NG and to adopt
a single medium for the transmission of all the data produced / useful in the field of health (voice, video, etc.). The RNS-NG connectivity project covers part of the
SSPLs sites (between 297 and 360 sites) of the Ministry of Health in addition to the CIMS. (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.41)
How advanced are they in their adoption of health care provider
systems, such as practice and patient management systems,
and clinical information systems?

"Hospital Information Systems (HIS) deployment remains low, especially in District and Regional Hospitals, due to lack of human resources, not enough IT practice of
users and resistance to change but also not enough adaptation to local conditions." (Main Tunisia eHealth policies and activities, p.7)
"SSPLs have heterogeneous levels of computerization. Some have no computerization and their operation is based exclusively on paper-based processes. Others
benefit from applications related to all or part of their business processes. In all cases, the applications are local (installed locally mainly in client-server mode). The
business applications are the result of developments carried out for second and third lines establishments by CIMS, which is the sole publisher of healthcare
information systems (with a few exceptions resulting from local initiatives)."(SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.30)
"…. Imposing software solutions on actors that they do not choose is a difficult exercise." (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.26)

Are there segments of the health sector that would be
considered highly computerized, which may make them
candidates for delivering ‘quick wins’?

"There are two main sectors in which digitization has proven to be of great help in improving the quality of service and the traceability and rationalization of resources.
Medical imaging
Drugs" (interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)

Are there any existing repositories of electronic health
information for individuals, such as electronic health records or
any other data assets that capture information regarding an
individual’s encounters with the health system?

Based on the discussions conducted during the interviews in the context of task 4.1 and the workshop on interoperability, it seems that the Digital Medical File (DMI)
developed by the CIMS is the electronic health records that capture information regarding an individual’s encounters with the health system in the public healthcare
sector. However, this application is not yet generalized neither in the different public establishments nor in the different departments of the same establishment.

What is the capacity and coverage of data connectivity and
networking across the country, including metropolitan, regional,
rural, and remote areas?

Internet users in Tunisia
There were 7.92 million internet users in Tunisia in January 2021.
The number of internet users in Tunisia increased by 374 thousand (+5.0%) between 2020 and 2021.
Internet penetration in Tunisia stood at 66.7% in January 2021. (Digital in Tunisia: All the Statistics You Need in 2021 — DataReportal – Global Digital Insights)
"According to statistics of 2019, the penetration of internet is as follows :
Proportion of households connected to the Internet : 51.5%
Proportion of internet users : 66.6%" (Core_indicators_on_access_and_use_of_ICT_by_households_and_individuals_2018-2019, p.1)
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What is the capacity and coverage of mobile connectivity and
networking (e.g., mobile phone coverage) across the country,
including metropolitan, regional, rural, and remote geographical
areas?

Mobile connections in Tunisia
There were 17.84 million mobile connections in Tunisia in January 2021.
The number of mobile connections in Tunisia increased by 228 thousand (+1.3%) between January 2020 and January 2021.
The number of mobile connections in Tunisia in January 2021 was equivalent to 150.2% of the total population.
Note: many people have more than one mobile connection, so figures for mobile connections may exceed 100% of the total population.
(Digital in Tunisia: All the Statistics You Need in 2021 — DataReportal – Global Digital Insights)
"Taking stock of connectivity in Tunisia, Mr Harrabi said that in terms of very high speed fixed connection, the country is halfway with a coverage rate of 50%, unlike the
mobile connection which the coverage rate is between 80% and 90%.” (Connectivité Internet : Les freins qui persistent | La Presse de Tunisie, article written
25/01/2021)

What is the penetration of computers and high-speed Internet in
the general public?

“According to statistics of 2019, the penetration of computers is as follows :
Proportion of households with a computer : 52.1%
Proportion of individuals using a computer : 39.5%" (Core_indicators_on_access_and_use_of_ICT_by_households_and_individuals_2018-2019, p.1)
"Taking stock of connectivity in Tunisia, Mr Harrabi said that in terms of very high speed fixed connection, the country is halfway with a coverage rate of 50%, unlike the
mobile connection which the coverage rate is between 80% and 90%..” (Connectivité Internet : Les freins qui persistent | La Presse de Tunisie, article written
25/01/2021)

What is the penetration of mobile phones and other smart
devices in the general public?

"According to statistics of 2019, the penetration of mobile phones : 86,4%" (Core_indicators_on_access_and_use_of_ICT_by_households_and_individuals_20182019, p.1)
"share of web traffic by device :
Mobile Phones : 56.8%
Laptops & Desktops : 42.1%
Tablet Computers : 1.1%
Other devices : 0.06%" (Digital in Tunisia: All the Statistics You Need in 2021 — DataReportal – Global Digital Insights)

What national, state, and regional computing infrastructure
exists across the country, including components such as server
farms, data centres, support systems and personnel, etc.?

Currently, the CIMS has a data center. (Data Center CIMS - Telec Tunisie (be-telec.com))

Can existing infrastructure components scale up to support
broader national use?

Based on the interviews we conducted as part of task 4.2 within the BETTEReHEALTH project, we present here some participants’ opinions regarding the existing
infrastructure:
Opinion 1: "The current infrastructure is unreliable: it needs extension to cover rural areas. In addition, the current ICT infrastructure in terms of technological choices,
quality and reliability does not allow a good, rapid and sustainable development of eHealth."
Opinion 2: "the existing infrastructure to implement some eHealth solutions with basic features such as telehealth appointments but not for more sophisticated ones.
So, existing infrastructures, especially in rural areas, need to be up-to-date, scaled up and enhanced with new ICT devices such as data centers."
Opinion 3: “the existing infrastructure needs more strengthening and improving.”
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Have there been large-scale e-health or other ICT infrastructure
projects that have failed or stalled? If so, what were the primary
reasons?

As part of the RNS-NG network project, a contractual problem arises with the Tunisie-Telecom operator.
As part of the e-health project financed by AFD, the connectivity of the basic health centers was unsuccessful since the offers of the 3 operators were not compliant and
did not meet requirements.(interview with the Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project)

Component #5: Standards and interoperability
Question (WHO & ITU Toolkit)
What work has been done on establishing
standards for the following:

Citation from policy document
" … There is no such thing as an interoperability framework establishing standards or a formalized security policy.” (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.31)

(1) The storage of health datasets using

"The references used seem to be CIM 10, the nomenclature of acts of the Tunisian CNAM and its correspondence with the French CCAM, the DCIM for drugs and DICOM for
imaging." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p261)

(2) The exchange of structured health

"CNAM is using standards to ensure a secure data exchange between the private and public sectors through the smart health card “Labes”." (Workshop on eHealth Standards and
Interoperability in Tunisia)

(3) The unique identification of individuals,

Patient identity
"Tunisia is committed to the creation of a Unique Citizen Identifier (IUC) under the aegis of the Ministry of Local Affairs and the Environment (General Directorate of Computing and
Development of Information Systems) and in connection with the INPDP.

consistent data structures
data

health care providers, and health care
organizations across the health sector

(4) The authentication of health care
organizations and providers

(5) The secure transmission of health
information between health care
providers?

Initiated in 2015, this project is reaching maturity and appears to be operational. Each citizen registered within 10 days of birth is registered in the civil registry and has an 11-digit
identifier. The doctrine adopted by Tunisia consists in keeping this identifier secret and in developing public "sectoral" identifiers using the IUC as a pivot identifier.
This system has already been implemented in the national education sector and is being deployed for a social identifier used by the CNAM for the production of new insurance cards
carrying a QR Code (11 , 5 million citizens)." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.34)
Identity of Health professionals and authorized personnel.
"It is clear that there does not seem to be an exhaustive directory of Tunisian health professionals. While registration with their professional order is mandatory for certain professions,
it is clear that the directory of the physicians’ order is not exhaustive.
The sources which seem complementary and which each hold a part of this directory are:
- professional orders
- the CNAM (even if a priori registration with the order is requested before each registration with the CNAM)
- the ministry for certain professional categories in the public sector
- the regional health directorates
- the CIMS which must have a database of users of its applications
- and undoubtedly the care structures themselves for certain personnel." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.36)
Identity of health care organizations
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"The repository of care structures goes hand in hand with that relating to natural persons, as far as it is necessary to link these natural persons (professionals) to the legal persons
where they work (establishments).
The observation and the analysis are therefore identical since such a reference does not yet exist. It is simple to set up but requires taking into account the legal status of the
structures (a legal establishment can have several geographical establishments for example). (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.37)
The authentication of health care organizations and providers
"The CNAM is setting up on its (future) portal a strong authentication of professionals by Identifier + OTP (one-time password) associated with a PIN code (to be specified) which
seems robust but complex for rapid deployment. This system seems difficult to extend to other information systems." (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.36)
The secure transmission of health information between health care providers
"To date, CIMS does not seem to have a formalized security policy ( PSI) and the compliance of IT processing carried out in the health sector with the legal framework in terms of
data protection has not been proven." (SYSTEME D'INFORMATION DES SSPL | État des lieux et recommandations, p.38)
What work has been done on establishing
common medical and clinical technologies?

-

Telemedicine
"In times of emergency such as during a pandemic, technological breakthroughs often materialize. This is currently happening in Tunisia where artificial intelligence and
robotics are experiencing unprecedented progress encouraged by the government."(La Tunisie se lance dans les nouvelles technologies pour contrer le coronavirus
(tv5monde.com))

Are there any commonly agreed interoperability
requirements or standards for e-health and other
health ICT services and applications?

" … There is no such thing as an interoperability framework establishing standards or a formalized security policy.” (SYSTEME D'INFORMATION DES SSPL | État des lieux et
recommandations, p.31)

Are there any accreditation standards for ehealth services and applications which focus
on ensuring interoperability with other services
and applications?

No

Which organizations or bodies are currently
developing e-health standards and other
material to support interoperability across the
health sector, and what is the scope of their
work?

"The assessment team was unanimous that Interoperability is felt as a need but it is not yet institutionalized."(Workshop on eHealth Standards and Interoperability in Tunisia)

Have there been e-health standards or
interoperability initiatives that have failed or
stalled? If so, what were the primary reasons?

Not mentioned
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Component #6: Legislation, policy and compliance
Question (WHO & ITU Toolkit)
What data protection legislation and regulatory frameworks
exist?

Citation from policy document
Tunisia has an approved regulatory framework for data protection : Organic Act n°2004-63 of July 27th 2004 on the protection of personal data which states that
"Everyone has the right to the protection of personal data related to his privacy as one of the fundamental rights guaranteed by the Constitution. The processing of
personal data shall respect transparency, fairness and the respect of human dignity, in accordance with the clauses of this act." (The+Organic+Act+2004-63)
In March 2018, it introduced a new draft law on the protection of personal data in line with the new European GDPR* in Parliament. (Data-Protection-Tunisia, p.1)
* GPDR : General Data Protection Regulation

Which areas do existing data protection legislation and
regulatory frameworks address, such as:
(1) individuals’ choice to opt in or opt out of the collection of
their personal health information;
(2) purposes for collection, use, disclosure, accuracy,
retention, access to and correction of erroneous
information, security of an individual’s personal
health information;
(3) regulatory, compliance and enforcement mechanisms?

The processing of personal health data is addressed by chapter V of the Organic Act n°2004-63 of July 27th 2004. In this chapter, several areas are addressed:
"Section I1-Processing of personal data related to health" (from Article 62 to Article 65) addresses individuals’ choice to opt in or opt out of the collection of their
personal health information and purposes for collection, use, disclosure, accuracy, retention, access to and correction of erroneous information, security of an
individual’s personal health information. (The+Organic+Act+2004-63, Chapter V, p. 13-14)

Do existing legislation and regulatory frameworks support or
constrain the sharing of health information across geographical
and health sector boundaries?

Transfer of Personal Data
The transfer of personal data is treated in the 5th Chapter of the 2004 Act on the protection of personal data (Articles 47 to 52), and is generally prohibited or subject to
strict measures, including prior authorization (submitted to the National Authority for Protection of Personal Data), and the explicit consent of the person in question,
which is mandatory.

-

National Authority for Protection of Personal Data is legally mandated to ensure compliance with the provisions of the Law. (The+Organic+Act+2004-63,
Chapter VI, p. 15-17)

-

several sanctions are defined in case of violation of the provisions of the Act (The+Organic+Act+2004-63, Chapter VII, p. 17-20)

The transfer of personal data to a foreign country is prohibited whenever it may endanger public security or Tunisia's vital interests. The international transfer of personal
data may not occur if the foreign country does not provide an adequate level of protection. In every case, the authorization of the Instance is required before the transfer
of personal data. The Instance shall issue its decision within one month from the date of receipt of the application. (The+Organic+Act+2004-63, Articles 47-52, p.1011)
Transfer of Health Information
Personal data processing related to health must be carried out exclusively by doctors or by people bound by their duties to professional confidentiality. The doctors may
communicate personal data in their possession to people or entities who do scientific research related to health, referring to a notification and after prior authorization
from the "'Instance Nationale de Protection des Données à Caractère Personnel". The "Instance" shall issue its decision within one month from the application.
(The+Organic+Act+2004-63, Articles 63, p.13)
If various data protection legislation and regulatory frameworks
exist at different levels (e.g., national, state, regional), are they
consistent with one another?
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Who is responsible for regulating compliance with data
protection legislation, in particular across the nation’s health
sector?

The National Authority for Protection of Personal Data is legally mandated to ensure compliance with the provisions of the Law. .(The+Organic+Act+2004-63, Chapter
VI, p. 15-17)

What risks do existing data protection legislation and regulatory
frameworks pose to the growth and development of the
national e-health environment?

The only risk is the legal vacuum and the absence of applicatif texts for the health sector. (interview with the Director of Studies and Planning of the MoH and
responsible for the MS / AFD e-health project)

What existing health policies and broader economic and
national policies directly or indirectly support improved health
information flows through the nation’s health
system? Conversely, are there policies that would act as a
barrier or risk to investment in improving health information
flows?

Government decree n°2020-777 of October 5th, 2020 laying down the conditions, modalities and procedures governing the electronic exchange of data between
structures and their users and between structures. This decree can act as a support for health information flows through the nation’s health system.

Which organizations or bodies are currently responsible for the
development of health sector and broader national standards?

"The National Health Assessment and Accreditation Authority (INASanté), under the supervision of the Ministry of Health, is responsible for promoting the quality of care
through accreditation and contributing to a more efficient allocation. resources through health technology assessment. Its vision is to contribute to the regulation of the
health system through quality and efficiency.
INEASanté aims to improve the quality of care through the development of clinical practice guidelines and the development of care pathways which constitute tools for
the harmonization of clinical practices for better patient care. These professional recommendations are mainly addressed to all relevant healthcare professionals,
service providers and other stakeholders involved in patient care." (INEAS)
“Learned societies can develop standards and norms in clinical practice and also the ministry of health."(interview with the Director of Studies and Planning of the
MoH and responsible for the MS / AFD e-health project)
“National Institute for Standardization and Industrial Property placed under the supervision of the Ministry responsible for Industry. Its mission is to decide, in
collaboration with the organizations concerned, the general program for the development of standards, and creates technical standardization commissions.
The normative portfolio of INNORPI counted as of June 30, 2015, 17,053 Tunisian standards which concern all sectors of the national economy, including 6% in the
health sector. Their field of application mainly concerns technical product specifications and methods of analysis or testing. The standards also deal with vocabulary and
terminology or general areas such as statistics, requirements for quality management and other processes."(Normes Tunisiennes par secteur - INNORPI

Which organizations or bodies are currently responsible for
undertaking conformance, compliance and accreditation of
products and services, including ICT, used in the health
sector?
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The National Health Assessment and Accreditation Authority (INASanté), under the supervision of the Ministry of Health, is responsible for promoting the quality of care
through accreditation and contributing to a more efficient allocation. resources through health technology assessment. Its vision is to contribute to the regulation of the
health system through quality and efficiency.(INEAS)
"Following the COVID-19 pandemic, the General Director of CIMS revealed that a health pass with QR Code, completely safe, non-reproducible and non-falsifiable, was
developed by the Ministry of Communication Technologies, the national electronic certification agency (Tuntrust), the National Informatics Center (CNI), the CIMS, the
National Information Systems Security Agency, and the Independent Higher Election Authority (ISIE)."(Tunisie : Le Pass vaccinal avec QR code est prêt et entrera
en vigueur prochainement (DG Santé) - Gnet news)
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"The national electronic certification agency TUNTRUST is the root certification authority in Tunisia. It represents the highest level of confidence in the field of electronic
certification and the security of electronic transactions and exchanges such as: e-commerce, e-banking, e-government." (Autorité de certification racine |
TUNTRUST)
Have there been any failed or stalled attempts to develop ehealth policy and legislation, or e-health compliance
processes? If so, what were the reasons?

"A bill in line with European data protection standards (GDPR) adopted by the Council of Ministers with priority for examination by the Assembly of People's
Representatives on March 8, 2018. This project has remained in the drawers of the Parliamentary Committee on Rights and Freedoms, without any plausible
reason."(President of the INPDP, workshop on interoperability)

Are there policies to define medical jurisdiction, liability, or
reimbursement of e-health services (public and private
insurance), such as telemedicine?

During his intervention in the 6th edition of the international digital health forum of Réalités, the president of the INPDP pointed out that there was a revision of the law
relating to the practice of medicine by an article 23 bis in Law n ° 2018-43 of July 11, 2018, supplementing law n ° 91-21 of March 13, 1991, related to the telemedecine.
exercise and organization of the profession of doctor and physician:
Article 23 (bis): Subject to the provisions of articles 22 and 23 of this law, the doctor or the dentist may practice his profession within the framework of telemedicine.
However, the decrees implementing this law are not yet ready, thus legally blocking all telemedicine activity.

What policies address patient safety and quality of care through
requirements for data quality, transmission standards, or clinical
competency criteria?

Not mentioned.

Are there policies for quality criteria, information management
and sales of medicines and regulated health products on the
Internet?

No clear and explicit policy in this direction, but the National Council of the Order of Pharmacists of Tunisia (CNOPT) mentioned in its moral report (2018-2019) that
sales of medicines on the Internet is illegal.

Are there policies for equity of access to information, including
for gender and other sociocultural groups?

Organic Law No. 2016-22 of March 24, 2016, which aims to guarantee the right of any natural or legal person to access information.

What policies exist to stimulate and manage innovations such
as who is responsible for introducing change and innovation,
how risks are managed and how to evaluate appropriateness,
feasibility, and utility?

The Center for Innovation and Technological Development is a new support structure created within the Agency for the Promotion of Industry and Innovation, whose
main mission is to support companies in their innovation initiatives. and performance improvement, through relevant advice and high-value services.

What policies exist to demonstrate health outcomes due to ehealth, and provide evidence on clinical effectiveness?

Not mentioned

What policies exist to promote e-commerce and services
provision (for example, e-signature) in all sectors?

Government decree n°2020-777 of October 5th, 2020 laying down the conditions, modalities and procedures governing the electronic exchange of data between
structures and their users and between structures.
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"The CNOPT is responsible for the legal practice of pharmacy and will act as a civil party in the event of illegal pharmacy practice (website, sales page or drug
exchange via social networks)." (RAPPORT-MORAL-2019, p.38)

Thus, the API (Agency for the Promotion of Industry and Innovation) will be responsible for supervising and helping economic enterprises to identify their needs in terms
of technological innovation and to work to promote the results of the research and technology transfer. It will also be responsible for the dissemination of the culture of
technological innovation through the popularization of programs and mechanisms related to innovation and the promotion of research results and the transfer of
technology. This is how it will help develop competitiveness, improve productivity and promote new activities and innovative businesses. (Centre d’innovation et de
développement technologique (tunisieindustrie.nat.tn) based on Law n ° 2010-25 of May 17, 2010)
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Component #7: Workforce
Question (WHO & ITU Toolkit)
What is the current level of skill of the health workforce in the use
of e-health and health ICT to support the day-to-day delivery of
care to individuals?

Citation from policy document
Based on the interviews we conducted as part of task 4.2 within the BETTEReHEALTh project, which aims to explore the attributes of sustainability and trustability of
eHealth infrastructures in the context of Tunisia, we present here some participants’ opinions regarding the current level of skill of the health workforce in the use of ehealth and health ICT:
Opinion 1 :
" we can distinguish two generations:
● An old generation (elderly users) who have lower levels of digital engagement due to limited ICT knowledge and who are finding it increasingly difficult to keep
up (they have to be assisted on anything).
● A new generation (younger users) who are much more imbued with this whole world of technology and information. The younger age users were more likely to
have access to smartphones, laptops and tablets and use digital devices more frequently than older users. So generally they are more likely to adopt and
adhere to new technologies than older users.”
Opinion 2 :
"elderly users think that physical contact is almost the only acceptable way to perform a medical consultation. Therefore, they do not accept virtualization and
especially the use of e-health solutions. However, the new generations frequently use inform-ation and communication technologies, which develop their ICT skills
and knowledge and hence they accept e-health solutions like teleconsultation and telemedicine solutions. In addition, social networks can influence users to
accept e-health solutions."
Opinion 3 :
"Individuals which frequently use information and communication technologies, are those who have enough ICT skills and knowledge. Consequently, they accept and
use e-health solutions. "

Are there any accreditation requirements regarding the use of ehealth and health ICT as a health care provider?

there are no accreditation requirements regarding the use of e-health and health ICT as a health care provider.

What education in the use of e-health and health ICT to support
delivery of care to individuals is currently provided by training
programmes, such as those offered by universities, vocational
training institutions and professional bodies?

Accroding to the identified training programs, education currently provided in the use of e-health and health ICT to support delivery of care to individuals is as follows:
Artificial Intelligence: deep learning for health
Motion control for health applications
Virtual augmented reality
Performance analysis and individualized training
Monitoring of physical performance and mental health
New trends in health systems
IoT for health
Design thinking / start-up
Medical imaging and EEG/Medidata privacy / security and ethics
Data science and big data analysis
Biomedical sensors
Embedded systems for health applications
Cloud for Scientific data management
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What level of consistency or commonality exists among different
training programmes in the use of e-health and health ICT to
support the delivery of care to individuals? For example, is there a
common definition of e-health and understanding of the
knowledge and skills that providers will require, or does this differ
among training programmes?
Which organizations or bodies are responsible for the
development of education and training curricula for universities,
vocational training institutions and professional bodies, in
particular for health care providers?

Risk management of biomedical technologies
RX/ Non-Ionizing imaging equipment
IT development
Educational and digital engineering
Digital medical signal processing
Telemedecine
Hospital information systems
Innovation in Medical Informatics
IT security
C2I
Digital & Multimedia Pedagogy
Digital learning, management, marketing and communication
Medical informatics
training cycles on IT applications offered by the CIMS
Not mentioned.

"The Tunisian training system for health professionals is particularly comprehensive. It is composed of:
Faculties of Medicine (4);
Faculty of Pharmacy (1);
Faculty of Dentistry (1);
Higher Schools of Science and Health Technology (4), reserved for the training of senior health technicians (17 sections including midwives,
physiotherapists, hygienists, laboratory technicians, anesthetists, etc.);
Higher Institutes of Nursing (5);
Private sector health vocational training establishments (9) for the training of paramedical personnel with the same program as public establishments;
and (15) Private vocational training schools for paramedics and continuing education, in sponsorship with the Ministry of Health." (Public-policy-toenable-KBE-in-Africa.-The-case-of-Healthcare-sector-in-Tunisia, p.21-22)
"Other training structures and establishments:
The National Pedagogical Training Centre for Public Health Managers
The Public Health Staff Continuous Training Institute of Monastir
The National Institute of Health
Nursing Sciences Schools" (Textes juridiques et réglementaires - Ministère de la santé publique (santetunisie.rns.tn))

What is the current state of the ICT workforce, and in particular
the health ICT, e-health, and health informatics workforce?
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"Currently, both regions and establishments, including third line establishments, do not have (or few) recognized skills in health IS." (SYSTEME D'INFORMATION DES
SSPL | État des lieux et recommandations, p.22)
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“there is a scarcity of human resources with characteristics, relevant skills, and capabilities to support digital health" (interview with a Professor of Medicine in the
context of task 4.2)
“Hospital Information Systems (HIS) deployment remains low, specially in District and Regional Hospitals, due to lack of human resources, not enough IT practice of
users and resistance to change but also not enough adaptation to local conditions. “ (Main Tunisia eHealth policies and activities, p. 7)
What training programmes exist to provide education in the
design, implementation and operation of health ICT, e-health, and
health informatics services?

Several training programs exist:
Short MBA E santé (Short MBA E santé (50h) (universitecentrale.net))
Research Master of Science in Digital Technologies for Health Care (ISIMSF - RESEARCH MASTER OF SCIENCE IN DIGITAL TECHNOLOGIES FOR
HEALTH CARE)
Co-constructed Master in Management of Health Technologies (Mastère Management des Technologies de la Santé.pdf (isbs.rnu.tn))
Applied License in Medical Informatics (Ministère de l'Enseignement Supérieur et de la Recherche Scientifique. (salima.tn))
CCS* of innovation in health technology (FMS - CEC (medecinesfax.org))
Training/Certification C2I Level 1 (formation-certification-c2i-niveau1.pdf (medecinesfax.org))
CCS of Digital & Multimedia Pedagogy (FMS - CEC Pédagogie Numérique & Multimédia (medecinesfax.org))
CCS Pedagodic and digital engineering (fiche signalétique du cec ingéniérie pédagogique.pdf (fmt.rnu.tn))
CCS Digital Learning Management (CEC : DIGITAL LEARNING MANAGEMENT – DLM – Formations à la Faculté de Médecine de Monastir (fmm.tn))
CCS Artificial Intelligence and Health (CEC : DIGITAL LEARNING MANAGEMENT – DLM – Formations à la Faculté de Médecine de Monastir
(fmm.tn))
CCS Telemedicine is planned for 2022-2023 (CEC Télémédecine – Formations à la Faculté de Médecine de Monastir (fmm.tn))
CCS Educational and digital innovation (FICHE IDENTIFICATION innovation pédagogique (1).pdf (medecinesousse.com))
CCS : Digital teaching (Enseignement Numérique.pdf (medecinesousse.com))
Professional Master: Medical Informatics (Informatique Médicale.pdf (medecinesousse.com))
* CCS : Certificate of Complementary Studies
"The CIMS organizes training cycles on computer applications following requests made by users or during new installations or Updates." (Formation - CIMS)
An e-learning initiative has been undertaken on the part of CIMS. It is a distance learning platform for the benefit of healthcare professionals. This platform already
provides part of the training catalog offered by CIMS (mainly technological) : (Elearning CIMS)

Are there recognized qualifications in the domains of health
ICT, e-health, and health informatics?
What is the market and availability of professionals in ehealth and informatics (e.g., domestic workforce, international
workforce, other)?
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Many initiatives, such as Hackathon or ideation programs, supported by Academia and Incubators, are proliferating in Tunisia. Here after a selection of some Tunisian
events showing the growing interest that is dedicated to innovation contests in the eHealth field:
Tunisia e-Health Challenge, Tunis (Tunisia e-Health Challenge 2021 (utm.rnu.tn))
Tunisia e-Health Meetup, Tunis (The First Ehealth Meetup in Tunisia – Tunisian Monitor Online)
CityHack Healthcare, Sfax (48-H Chrono « HackingHealth’19» - Réalités Online (realites.com.tn))
Bachelor, Research Master, Professional Master.
However, not all CCS are recognized by the National Council of the Order of Physicians.
Domestic
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Sources
 Government document

Tunisian Republic, Ministry of Health, Directorate of Basic Health Care. Financement Additionnel du Projet Riposte à la COVID-19 (P175785) – Programme de
vaccination contre la Covid-19 Plan De Mobilisation Des Parties Prenantes. April 2021. Available from:
http://www.santetunisie.rns.tn/images/pmppversion28042021.pdf
Tunisian Republic, Ministry of Health. Projet de Riposte au Covid-19 -Tunisie Plan De Mobilisation Des Parties Prenantes (PMPP). Septembre 2020. Available from:
http://www.sante.rns.tn/images/pmpp-covid.pdf
Ministry of Communication Technologies. Liste des Indicateurs fondamentaux des TIC Pays : Tunisie Indicateurs fondamentaux sur l’accès des ménages aux TIC et
leur utilisation par les individus. 2019. Available from:
https://www.mtcen.gov.tn/fileadmin/user_upload/Core_indicators_on_access_and_use_of_ICT_by_households_and_individuals__Fr_2018-2019.pdf
Tunisia (Legislation). Organic Act n°2004-63 of July 27th 2004 on the protection of personal data. July 27th 2004. Available from:
https://media2.mofo.com/documents/The+Organic+Act+2004-63.pdf
IT Center Of the Ministry of Health (Centre Informatique du Ministère de la Santé (CIMS)). Système d’Information Hospitalier, Les TIC au service de la santé. Available
from: http://www.cims.tn/documents/catalogue1.pdf
Conseil National De L’ordre Des Pharmaciens De Tunisie. Rapport Moral Rapport Financier. 15 June 2019 Available from:
https://www.cnopt.tn/cnoptMTD/uploads/2020/07/RAPPORT-MORAL-2019-A-IMPRIMER-1.pdf



Electronic Article

Jdidi J, Mejdoub Y, Yaich S, Ben Ayed H, Kassis M, Fki H, Ayadi I, Damak J. Private public partnership: a solution for the development of health system in Tunisia. Tunis
Med. 2017 Mar;95(3):160-167. PMID: 29446808.
NAFTI Mohamed.l-information-medicale-en-tunisie : Importance Problemes Perspectives.
Ecole des Hautes Etudes en Sciences sociales. Available from: https://www.enssib.fr/bibliotheque-numerique/documents/62902-l-information-medicale-entunisie.pdf
DLA Piper. Data Protection Laws Of The World Tunisia. 2021. Available from:
https://www.dlapiperdataprotection.com/system/modules/za.co.heliosdesign.dla.lotw.data_protection/functions/handbook.pdf?country-1=TN



Interview

Government and non-government stakeholers. 15 June 2021. Workshop on eHealth Standards and Interoperability in Tunisia (Task 4.1) . BETTEReHEALTH Tunisian
team. Tunisia. Face-to-face.
Government and non-government stakeholers. September 2021. Sustainable and Trustable Infrastructure for eHealth in Tunisia (Task 4.2). BETTEReHEALTH Tunisian
team. Tunisia. Online.
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Director of Studies and Planning of the MoH and responsible for the MS / AFD e-health project. 9 November 2021. Review of E-health policy in Tunisia (Task 5.1).
BETTEReHEALTH Tunisian team. Tunisia. Online



Press Release

Crise du système de santé tunisien : Défaillances et voies de sortie (II). Nawaat. 28 Aug 2021. Available from : https://nawaat.org/2021/08/28/crise-du-systeme-desante-tunisien-defaillances-et-voies-de-sortie-ii/
Dr. Belgacem Sabri: Le système de santé tunisien face au défi de la pandémie du Covid-19. Leaders. 20 May 2020. Available from :
https://www.leaders.com.tn/article/29968-belgacem-sabri-le-systeme-de-sante-tunisien-face-au-defi-de-la-pandemie-du-covid-19
Tayeb Zahar : La numérisation du système de santé doit être au coeur des priorités du gouvernement. Radioexpressfm. 22 October 2021. Available from :
https://radioexpressfm.com/fr/a-la-une/tayeb-zahar-la-numerisation-du-systeme-de-sante-doit-etre-au-coeur-des-priorites-du-gouvernement/
Sousse – CNAM : Bientôt, généralisation de la carte électronique «Labès». La Presse.tn. 22 May 2019. Available from : https://lapresse.tn/8686/sousse-cnambientot-generalisation-de-la-carte-electronique-labes/
Tunisie - Crise du Covid-19 et impulsion pour la télémédecine. BusinessFrance. 2 November 2020. Available from : https://www.businessfrance.fr/tunisie-crise-ducovid-19-et-impulsion-pour-la-telemedecine
Santé numérique et crise sanitaire en Tunisie : Les défaillances constatées au niveau de la santé. La Presse.tn. 16 Aug 2021. Available from :
https://lapresse.tn/106344/sante-numerique-et-crise-sanitaire-en-tunisie-les-defaillances-constatees-au-niveau-de-lasante/#:~:text=Les%20principales%20d%C3%A9faillances%20pour%20le,en%20Tunisie%20sont%20les%20suivantes%20%3A&text=%E2%80%93%20des%20donn%C
3%A9es%20de%20sant%C3%A9%20publique,leur%20exploitation%20sociale%20et%20scientifique.
Digital 2021: Tunisia. Datareportal. 12 February 2021. Available from : https://datareportal.com/reports/digital-2021-tunisia
Connectivité Internet : Les freins qui persistent. La Presse.tn. 25 January 2021. Available from : https://lapresse.tn/85405/connectivite-internet-les-freins-quipersistent/
La Tunisie se lance dans les nouvelles technologies pour contrer le coronavirus. TV5 monde. 14 May 2020. Available from :
https://information.tv5monde.com/afrique/la-tunisie-se-lance-dans-les-nouvelles-technologies-pour-contrer-le-coronavirus-358938
Tunisie : Le Pass vaccinal avec QR code est prêt et entrera en vigueur prochainement (DG Santé). GnetNews. 07 October 2021. Available from :
https://news.gnet.tn/tunisie-le-pass-vaccinal-avec-qr-code-est-pret-et-entrera-en-vigueur-prochainement-dg-sante/



Report

Michèle Thonnet, Norbert Paquel. Information Paper on Main eHealth activities outside of the EU : Annex 10 Main Tunisia eHealth policies and activities.
Information paper, Approved by JAseHN sPSC, May 2018. D8.1.4. https://ec.europa.eu/health/sites/default/files/ehealth/docs/ev_20180515_co25_en.pdf
Ministry of Health. Dialogue Sociétal Groupe Thématique : Développement De la «Santé Numérique» en Numérique. Guidance Note. July 2018.
Dr Jean-Yves Robin, Nebras Gharbi, Itebeddine Ghorbel. Systeme D'information Des SSPL | État des lieux et recommandations. Report. Mission carried out under
technical assistance. Support program for the health sector in Tunisia "Essaha Aziza", March 2020
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Mondher Khanfir, Sana Riabi-Ayari. How public policy could enable the Knowledge Economy: The Case of Healthcare Sector in Tunisia. TABC (Tunisia-Africa Business
Council). “For a shared prosperity in Africa” publication. anuary 2018. http://tabc.org.tn/wp-content/uploads/2018/11/Public-policy-to-enable-KBE-in-Africa.-Thecase-of-Healthcare-sector-in-Tunisia.pdf
The World Bank. Tunisia-Covid-19-Response-Project-Additional-Financing. Project Paper. October 13, 2020. Report No: PAD4271
https://documents1.worldbank.org/curated/en/754341617069835875/pdf/Tunisia-COVID-19-Response-Project-Additional-Financing.pdf
Tunisian Republic Dialogue societal sur les politiques, les strategies et les plans de santé. Draft National Health Policy for 2030. February 2020.
http://www.hiwarsaha.tn/upload/1582719153.pdf



Webpage

Ministry of Health. Rôles et attributions. Available from: http://www.santetunisie.rns.tn/fr/presentations/roles-attributions
Ministry of Health. Programme de développement de la santé numérique. Available from: http://www.santetunisie.rns.tn/fr/prestations/programme-ded%C3%A9veloppement-de-la-%C2%ABsant%C3%A9-num%C3%A9rique%C2%BB-en-tunisie
Ministry of Health. Available from: http://www.santetunisie.rns.tn/fr/carte-sanitaire/carte-sanitaire-2011?start=1
IT center of the Ministry of Health. Qui sommes-nous. Available from: http://www.cims.rns.tn/le-cimsp/qui-sommes-nous
Ministry of Communication Technologies. Rôles et attributions. Available from: https://www.mtcen.gov.tn/index.php?id=9
Ministry of Social Affairs. CNAM. Available from: https://www.cnam.nat.tn/lacaisse.jsp
The Tunisian Society of Telemedicine and eHealth (STTeS). Available from: http://www.telemedecine-tunisie.tn/node/6
Telec Engineering. Data Center CIMS. Available from: https://www.be-telec.com/en/project/data-center-cims/
Ministry of Communication Technologies. Tuntrust. Available from: https://www.tuntrust.tn/fr/content/presentation
Ministru of Health. Textes juridiques et réglementaires. Available from: http://www.santetunisie.rns.tn/fr/presentations/textes-juridiques-etreglementaires?start=6
Industry Promotion Agency. Centre d’innovation et de développement technologique. Available from :
http://www.tunisieindustrie.nat.tn/fr/doc.asp?mcat=22&mrub=177
Institut National de la Normalisation et de la Propriété Industrielle. La normalisation en chiffres. Available from : https://www.innorpi.tn/fr/la-normalisation-enchiffres
INEAS. Available from : https://www.ineas.tn/
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5.5 Data synthesis for WHO components/BeH factors & subfactors
Use BETTEReHEALTH factors to categorize e-health components from WHO & ITU E-health
Strategy Toolkit.
BETTEReHEALTH factors include:
Human factors
•

Capacity building

•

Empowerment

•

User-friendliness

Technical factors
•

Interoperability

•

Standardization

•

Technical infrastructure

Public policy factors
•

Roadmap

•

Strategic implementation plans
o E-health development
o Implementation of services and applications

•

Legal issues

•

Financial issues

Component #1: Leadership and governance
Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

Which organizations and bodies coordinate and develop e-health at national,
state, regional and local levels? What are their roles and responsibilities?

Legal issues and
organizational/structural
issues
Legal issues and
organizational/structural
issues
Capacities / competencies
/ skills

Public policy and
technical factors

Which organizations or groups are dedicated to the development of e-health,
and what is their current role in the development of a national e-health
environment?
What competencies and capacities do the above groups have in order to deliver
a national e-health vision and associated work programme? For example, the
question is whether they are competent and capable to perform:
•

programme execution and oversight

•

stakeholder engagement and consultation

•

architecture design

•

clinical safety governance and oversight

•

management and operations

•

monitoring and evaluation.
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Public policy and
technical factors
Human factors

Do these organizations currently collaborate, and if not, for what reasons?

Structural and
organizational context
[not a subcategory in BeH]

Technical factors

What authority and mandate do these entities have to direct action at the
various levels of the health system (i.e., national, state, and regional) to drive
the development of a national e-health environment?

Legal issues

Public policy

What level of autonomy do healthcare organizations and providers currently
have regarding investment in e-health, and how does this differ across the
health system?

Financial issues, Legal
issues

Public policy

What level of fragmentation exists across the health system? For example,
does the health system collectively focus on health system priorities, or do
different segments and organizations focus on their own particular outcomes?

Structural and
organizational context
[not a subcategory in BeH]
Political commitment [not a
subcategory in BeH]

Technical factors

Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

Which organizations, bodies and other mechanisms are responsible for health
strategy and planning at national, state, regional and local levels?

Strategic implementation
plans

Public policy

How well integrated is health strategy and planning between the national, state,
regional and local levels?

Strategic implementation
plans

Public policy

How is the country’s health system funded?

Financial issues

Public policy

How is investment in eHealth and the broader health ICT environment funded?

Financial issues

Public policy

Are there any government programmes or schemes through which funding is
available for investing in health ICT or eHealth services and applications, and
eHealth infrastructure?

Financial issues

Public policy

Are there any existing funding mechanisms for eHealth investments? Are these
linked to priority health information flows or the implementation of eHealth
standards?

Financial issues

Public policy

Which government organizations or bodies perform investment management
roles for the development of national infrastructure?

Financial issues

Public policy

Have there been any eHealth strategies or plans that have failed or stalled? If
so, what were the reasons?

Strategic implementation
plans

Public policy

Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

Which e-health services and applications have been or are being implemented
across the health sector, and what is the reason for their introduction?

Strategic implementation
plans

Public policy

Which projects or pilots are underway to deliver e-health services and
applications, and what health challenges are these attempting to address?

Strategic implementation
plans

Public policy

Which health information flows currently exist or are being implemented within
the health sector?

Strategic implementation
plans

Public policy

Which individual electronic health information services and applications are
currently in use?

Strategic implementation
plans

Public policy

What level of diversity exists among the health ICT applications and products
that are used today within the health sector? For example, are there
applications or products that have a strong presence across the sector, or is
there a proliferation of different applications or products in use to address local
needs?

Strategic implementation
plans

Public policy

Can existing e-health services and applications be integrated with other
services and applications, or scaled up beyond their current use to support
larger individual and healthcare provider populations?

Interoperability
(Standardization)

Technical

What is the expressed political commitment to support the development of a
national e-health environment?

Public policy

Component #2: Strategy and investment

Component #3: Services and applications

PROJECT NO.
GA 101017450

OTHER

BeH_D5_1_v04_00

Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

Which electronic communication channels are being used to deliver healthcare
services to individuals remotely, such as telephone, videoconference, web
conference, mobile phone, and other electronic consultation tools?

Technical infrastructure

Technical

What national health or other information and knowledge sources exist today?

Empowerment

Human

What level of adoption of e-health standards has occurred among existing ehealth services and applications?

Standardization

Technical

How is investment in e-health services and applications being funded (e.g.,
publicly, privately, other)?

Financial issues

Public policy

Which e-health services, applications and information sources are used today
to undertake health management, administration, analysis and reporting at a
national, state, and regional level?

Strategic implementation
plans

Public policy

What are the challenges or barriers to the introduction and use of e-health
services and applications within the nation’s health system?

Strategic implementation
plans

Public policy

Have there been any large-scale e-health services or application projects that
have failed or stalled? If so, what were the primary reasons?

Technical infrastructure

Technical

Component #4: Infrastructure
Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

Can individuals, healthcare providers, and healthcare organizations be uniquely
identified across the health sector?

Strategic implementation
plans (Standardization)

Public policy

How advanced are healthcare providers and organizations in their adoption of
ICT, in particular the use of computer systems and network-based
communications?

Capacity building

Human

How advanced are they in their adoption of healthcare provider systems, such as
practice and patient management systems, and clinical information systems?

User-friendliness

Human

Are there segments of the health sector that would be considered highly
computerized, which may make them candidates for delivering ‘quick wins’?

Strategic implementation
plans

Public policy

Are there any existing repositories of electronic health information for individuals,
such as electronic health records or any other data assets that capture
information regarding an individual’s encounters with the health system?

Technical infrastructure

Technical

What is the capacity and coverage of data connectivity and networking across
the country, including metropolitan, regional, rural, and remote areas?

Technical infrastructure

Technical

What is the capacity and coverage of mobile connectivity and networking (e.g.,
mobile phone coverage) across the country, including metropolitan, regional,
rural, and remote geographical areas?

Technical infrastructure

Technical

What is the penetration of computers and high-speed Internet in the general
public?

Empowerment

Human

What is the penetration of mobile phones and other smart devices in the general
public?

Empowerment

Human

What national, state, and regional computing infrastructure exists across the
country, including components such as server farms, data centres, support
systems and personnel, etc.?

Technical infrastructure

Technical

Can existing infrastructure components scale up to support broader national
use?

Technical infrastructure

Technical

Have there been large-scale e-health or other ICT infrastructure projects that
have failed or stalled? If so, what were the primary reasons?

Technical infrastructure

Technical
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Component #5: Standards and interoperability
Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

What work has been done on establishing standards for the following:
1) The storage of health datasets using consistent data structures
2) The exchange of structured health data
3) The unique identification of individuals, health care providers, and health
care organizations across the health sector
4) The authentication of health care organizations and providers
5) The secure transmission of health information between health care
providers?

Standardization

Technical

What work has been done on establishing common medical and clinical
technologies?

Standardization

Technical

Are there any commonly agreed interoperability requirements or standards for ehealth and other health ICT services and applications?

Standardization;
interoperability

Technical

Are there any accreditation standards for e-health services and applications
which focus on ensuring interoperability with other services and applications?

Standardization;
interoperability

Technical

Which organizations or bodies are currently developing e-health standards and
other material to support interoperability across the health sector, and what is the
scope of their work?

Standardization;
interoperability

Technical

Have there been e-health standards or interoperability initiatives that have failed
or stalled? If so, what were the primary reasons?

Standardization;
interoperability

Technical

Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

What data protection legislation and regulatory frameworks exist?

Legal issues

Public policy

Which areas do existing data protection legislation and regulatory frameworks
address, such as:
1) individuals’ choice to opt in or opt out of the collection of their personal
health information;
2) purposes for collection, use, disclosure, accuracy, retention, access to
and correction of erroneous information, security of an individual’s personal
health information;
3) regulatory, compliance and enforcement mechanisms?

Legal issues

Public policy

Do existing legislation and regulatory frameworks support or constrain the
sharing of health information across geographical and health sector boundaries?

Legal issues

Public policy

If various data protection legislation and regulatory frameworks exist at different
levels (e.g., national, state, regional), are they consistent with one another?

Legal issues

Public policy

Who is responsible for regulating compliance with data protection legislation, in
particular across the nation’s health sector?

Legal issues

Public policy

What risks do existing data protection legislation and regulatory frameworks pose
to the growth and development of the national e-health environment?

Legal issues

Public policy

What existing health policies and broader economic and national policies directly
or indirectly support improved health information flows through the nation’s
health system? Conversely, are there policies that would act as a barrier or risk
to investment in improving health information flows?

Legal issues

Public policy

Which organizations or bodies are currently responsible for the development of
health sector and broader national standards?

Standardization; Legal
Issues

Public policy

Which organizations or bodies are currently responsible for undertaking
conformance, compliance and accreditation of products and services, including
ICT, used in the health sector?

Legal issues

Public policy

Have there been any failed or stalled attempts to develop e-health policy and
legislation, or e-health compliance processes? If so, what were the reasons?

Legal issues

Public policy

Are there policies to define medical jurisdiction, liability, or reimbursement of ehealth services (public and private insurance), such as telemedicine?

Roadmap

Public policy

Component #6: Legislation, policy, and compliance
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Are there policies for quality criteria, information management and sales of
medicines and regulated health products on the Internet?

Roadmap

Public policy

Are there policies for equity of access to information, including for gender and
other sociocultural groups?

Roadmap

Public policy

What policies exist to stimulate and manage innovations such as who is
responsible for introducing change and innovation, how risks are managed and
how to evaluate appropriateness, feasibility, and utility?

Roadmap

Public policy

What policies exist to demonstrate health outcomes due to e-health, and provide
evidence on clinical effectiveness?

Roadmap

Public policy

What policies exist to promote e-commerce and services provision (for
example, e-signature) in all sectors?

Roadmap

Public policy

Question (WHO & ITU Toolkit)

Sub-category

BeH e-health factor(s)

What is the current level of skill of the health workforce in the use of e-health and
health ICT to support the day-to-day delivery of care to individuals?

Capacity building

Human

Are there any accreditation requirements regarding the use of e-health and
health ICT as a health care provider?

Legal issues

Public policy

What education in the use of e-health and health ICT to support delivery of care
to individuals is currently provided by training programmes, such as those offered
by universities, vocational training institutions and professional bodies?

Capacity building

Human

What level of consistency or commonality exists among different training
programmes in the use of e-health and health ICT to support the delivery of care
to individuals? For example, is there a common definition of e-health and
understanding of the knowledge and skills that providers will require, or does this
differ among training programmes?

Capacity building
(Standardization?)

Human

Which organizations or bodies are responsible for the development of education
and training curricula for universities, vocational training institutions and
professional bodies, in particular for health care providers?

Capacity building

Human

What is the current state of the ICT workforce, and in particular the health ICT, ehealth, and health informatics workforce?

Empowerment

Human

What training programmes exist to provide education in the design,
implementation and operation of health ICT, e-health, and health informatics
services?

Capacity building

Human

Are there recognized qualifications in the domains of health ICT, e-health, and
health informatics?

Capacity building

Human

What is the market and availability of professionals in e-health and informatics
(e.g., domestic workforce, international workforce, other)?

Capacity building

Human

Component #7: Workforce

Summary
Public policy factors
Component #1: Leadership and governance
Component #2: Strategy and investment
Component #3: Services and applications
Component #4: Infrastructure
Component #6: Legislation, policy, and compliance
Component #7: Workforce
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Technical factors
Component #1: Leadership and governance
Component #3: Services and applications
Component #4: Infrastructure
Component #5: Standards and interoperability
Component #6: Legislation, policy, and compliance
Human factors
Component #1: Leadership and governance
Component #3: Services and applications
Component #4: Infrastructure
Component #7: Workforce
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